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Jliia monydeHus: mepBoro cepTudukara OTKPHITOro KJo4ya 3JIEKTpOHHOW moanucu Bam HeoO6xoammo
BBITIOJTHUTH CIEAYIOLINE IeHCTBUS:

1. Peructpanms 3assBUTEINSA B Y JOCTOBEPSIONIEM IIEHTPE

3asBUTENb TOJDKEH JTUYHO SIBUTHCA B Y JOCTOBEPSIONIUN LICHTP U MPONTH NPOLEAYPY PETUCTpaIluU
B COOTBETCTBUU C PeriiamMeHToM Y I0CTOBEPSIOIIErO LIEHTPA.

Ipumeuanue: npoooadxcumenbHoCmb pecucmpayuu okono 30 munym.

1.1. JIns peructpanuu B Y OCTOBEPSIONIEM IIEHTpe Bam MoHam00sTCs claeayrone JOKyMEHThHl U
CBEJICHUS:

1.1.1. JIns xopuaudecKoro Juma

e Brimucka u3 ['PIOJI, Beimannas He mo3aHee, yeM 3a 10 KaleHIapHBIX AHEH 10 AaThl
oOpareHust B Y IOCTOBEPSIONIUI IEHTP.

e [lacmopr numa (yIOCTOBEpEHHE JIMYHOCTH), OOJIAJAIONIer0 MPaBOM Ha MpPECTaBICHUE
WHTEPECOB IOPUIUIECKOTO JINIa 0€3 T0BEPEHHOCTH.

e CnpaBka u3 00CITY)KHBAIOIIETO0 0aHKa 00 OTKPBITHH CYETOB.

B ciyuae oOpaienusi MHOTO JiHIla, HE YkazaHHOTO B Bhimucke u3 ['PHOJI, monmomHuTensHO
MIPEAOCTaBIISFOTCS.

L4 HacnopT (y,Z[OCTOBepeHI/Ie JII/I‘{HOCTI/I) MNPpEACTAaBUTCIIA 3asABUTCIIA.
L4 Z[OBCpCHHOCTB MMpEACTAaBUTCIIA.

HpI/I O6paH_IeHI/II/I MNpEACTAaBUTCIIA OpraHv3aliu IMACTIOPT PYKOBOJUTEIA HOPUAUYCCKOIO
Jina HE IpCAOCTABIIACTCA.

1.1.2. [lns opraHoB rocyJ1apCTBEHHOMN BJIACTH U YIPABICHUS

e Jlacnopr numna (yIOCTOBEpPEHHE JMYHOCTH), OOJAJArOIIEro MPaBOM Ha MPEJCTaBICHUE
WHTEPECOB OPTaHOB I'OCYIAPCTBEHHOM BJIACTH U YIIPaBIICHHsI 0€3 TOBEPEHHOCTH.

L 3aBepeHHa$[ KOIIMAg JOKYMEHTA O HA3HAYCHUM Ha JOJDKHOCTH PYKOBOJUTEIIA OpraHa
rOCy/IapCTBEHHOW BJIACTH U yIPABJICHHUS.

e 3aBepeHHas KOMHUA cepTH(HUKaTa O MPUCBOCHUU (UCKATBLHOTO KoAa (MHOW JOKYMEHT,
CBUJICTEIILCTBYIOLINI O MPUCBOCHUH (PUCKATBHOTO KOJIA).

e (CmpaBka n3 00CITyKMBAIOIIET0 0aHKa 00 OTKPBITUU CYETOB.

B cnyuae oOpaieHus 3a perucTpanueil MHOTO JHIA, HE SBISIOLIErOCsS PYKOBOIUTEIEM
opraHa rocy/1apCTBEHHOMW BJIACTH U YNPABIICHUS, IOMOJIHUTENIBHO IPEIOCTaBISIOTCS:

L4 HacnopT (yIlOCTOBCpCHI/IC J'II/I‘-IHOCTI/I) MNPEACTAaBUTCIIA 3aABUTCIIA.
L4 I[OBCpCHHOCTB NpEACTAaBUTCIIA.

IIpu oOpameHun TpeACTAaBUTENS OpraHU3alMd MAclopT PYKOBOAMTENS OpraHa
rOCyZapCTBEHHOM BJIACTH U YIIPABJICHUS HE IIPEIOCTaBIISAETC.


https://uslugi.gospmr.org/?view=usluga&id=108

1.1.3. Jlns ¢pusmdeckoro auia

e [lacnopr (yrnocroBepeHue JUYHOCTH).
e (CBUAETENLCTBO O PETUCTPALMU II0 MECTY MXHUTEJIbCTBA (IIPM OTCYTCTBUM IUTamma B
[IaCIIOPTE).

1.1.4. Jlns cnenuanbHOTO CyObEeKTa

e [lacnopr (yaocroBepeHue JIUYHOCTH).

e CBUIETEIBCTBO O PETUCTPALMHM IO MECTy MXHMTEJIBCTBA (MPH OTCYTCTBHM IITaMIa B
MacropTe).

e VYiocroBepeHue (MHON JTOKYMEHT, CBUAETENbCTBYIOMINI O CIIEUAIIBLHOM CTaTyce).

J1s BCex JIuiII;

e KonraktHas nadopmarus

= OUO
»  AJpec 3JIEKTPOHHOMU MOYTHI U/ HOMep TesaedoHa.

y,[[OCTOBGpS[IOH.IPIfI LOCHTP BIIpAaBC HCIIOJB30BATL IMPCAOCTABIICHHBLIC BaMu xoHTakTHBIE
JAaHHBIC IJIs1 OCYHICCTBIICHUA I/IH(bOpMaI_[I/IOHHO-CHpaBO‘IHOFO 06CJ'Iy>I(I/IBaHI/I$[.

VY nocToBepsArOmKNA LIEHTP BIPABE MCIIONb30BaTh MPEJOCTaBICHHbIE BaMu KOHTaKTHbBIE
JaHHBIC IJId B33PIMO}1€I7[CTBI/I$I Mo BOIIpOCaM, CBA3aHHBIM C YCIyraMu, OKa3bIBaCMbIMU
Y 10CTOBEPAIOIINM LIEHTPOM.

e JlanHble A 1BYX(aKTOPHON ayTeHTU(UKALKU B Y JOCTOBEPSIOIIEM LIEHTPE
= AJpec 3JIEKTPOHHOM MOYTHI WIIM HOMEp TesedoHa

OTH MaHHBIE UCTIONB3YIOTCS Bamu MCKIIOYUTENHHO Ul BXoJa B mpuioxkeHue «IDC:
VYropasnenue kimodaMuy». JlomyckaeTrcs HCHOJIb30BaHUME KOHTAaKTHOM WH(poOpManuu
(ampec DJICKTPOHHOW TOYTHI WM HOMep TejedoHa) B KayecTBE JAHHBIX JUIS
ayTeHTU(UKalMM, HO JJs TOBBIIIEHUS YPOBHS O€30MacCHOCTH PEKOMEHAYETCS
UCIIOJIb30BAaTh JAAHHBIE, OTJINYHBIE OT KOHTAKTHOM MH(OpMAaLINK.



1.2. TTocne mpepocTaBieHNs YKa3aHHBIX BBIIIE JOKYMEHTOB M CBEJICHHI HEOOXOIUMO:

1.2.1. TlognucaTe  3asiBIEHHE O  PETHCTPallMM, NPUCOCOUHEHWH K  PermameHtry
Vnocrosepstoniero meHtpa «C3A0O HHTepaHecTpkOM», CO3JaHUM U BbIJaye
cepruduKaTa OTKPBHITOTO KIIFOYa AJICKTPOHHOU MOITUCH.

brnank 3asBieHuss npeacTaBieH B NPUIOKEHUM K PernmameHnty VY nocToBepsroLIero
LIEHTpa:

= Jlis 'opuadYecKuX JIMIL - npuiioxkenue No3a

»  Jlns pusudeckux Jmil - npriioxeHue Ne30

»  Jlna GuU3HYeCKUX JIUI: HOTApUYC, YACTHBIM HOTapUycC, Cy1eOHbIA UCTIOTHUTEb,
CIIeIOBATEllb, JO3HABATEb, HAJIOTOBBIN MHCIIEKTOP) - puiIokeHne No3B

1.2.2. C wucnonp3oBanueM cpenctB ¢oropukcanun YII chororpadupoBaTecs mius meneit
PETHCTpAIMK U OCYIICCTBICHUS IPOIEAYpP BepUDUKAIIMHA JaHHBIX.

1.2.3. Omnatuth ycayru Y IOCTOBEPSIOLIETO IIEHTPA.

1.2.4. TlonmucaTh akT npuema-nepeaadn ycrpoictsa «USB-Tokeny.

bnank akrta MMpCaACTaBJICH B IIPUJIOKCHHUHA K PCFJ’IaMCHTy YI[OCTOBepﬂIOH_IeFO LHEHTpa.

»  Jlnd 'opuANYecKux JIMI - npuioxkeHne Ne3k
»  Jlns pU3HYEeCKUX JIUIL - TpritokeHue No3 i

1.3. Toce 3aBepieHUs MPOIeayp perucTpanuu Bam Oy 1yt mperocTaBIIeHbI:

1.3.1. Token «Feitian ePass2003» u [TMH-kox s 1ocTymna K Hemy.

1.3.2. YueTHble JaHHBIE TOJB30BATENS YAOCTOBEPAIOIIETO LeHTpa s npuioxkeHus «IDC:
VYrpaBieHue KIo4amm.

1.3.3. JIoKyMeHTBI, COITyTCTBYIOIIUE MPOIIECCY PETHCTPAIUH.



2. TloaroroBka pabo4yero MecTa MmoJib30Bareis Y JOCTOBEPSIONIETO IICHTpa

2.1. YcraHoBuTe MporpaMMHOE 0OecrieueHue Uik TOKeHa COTJIacHo I1. 1.3 moKyMeHTa
«Toxken €Pass2003. PykoBOJICTBO MOJIb30BATEIIS».

[IporpamMmMHOe oOecrniedueHre Ui TOKEHA Pa3MEIIeHO HEIMOCPEICTBEHHO Ha CaMOM TOKEHeE, a
TaKXe JOCTYITHO K CKaYMBaHUIO 1o ccbuike «EnterSafe PKI Managery.

2.2. YcTaHOBUTE IpOrpaMMHOE obecriedeHue Jijisi paboThl ¢ Y TOCTOBEPSIIOUIMM LIEHTPOM COTJIACHO
1.2 gokyMeHTa «PykoBoacTBO nojb3oBatens uist nporpammMbl IDC: Ypasnenue kirouaMm.

Pexomenoayusn: Bvl moowceme uzmenumsv HaA36aHUE MOKEHA CO2NACHO N.2.5 OOKyMeHma
«Toxen ePass2003. PykosoOcmao noib308ameinsiy.

3. Brimyck nepBoro ceptuduxata
Crenyiite «PykoBoacTBY mosib3oBaTens s nporpammel IDC: Yipasienue kirouamMm:

e 3anycrtute nporpammy - i.4.1

e [lpousBenure ayreHTH(UKAIUIO B Iporpamme - 11.4.2
e [Ipoiinure npoueaypy 3ameHsl naposs - 1.4.5

e Cozpaiite 3anpoc Ha MepBbId cepTudukar - 1.6.1

Pexomenoayus: usmenume [IMH ko0 Bawezo moxena - n.7.2



https://ca.idc.md/storage/app/media/files/ePass2003-Setup.exe
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ePass2003 PykoBoACTBO NO/1b30BaATENA

1 YcTaHOBKa nporpammHoro obecneueHus

1.1 NoppepxMBaemblie onepaumoOHHbIE CUCTEMDI

OnepaumoHHan cuctema Windows:

®  Windows 2000

®  Windows XP x86/x64

®  Windows 2003 x86/x64
®  Windows Vista x86/64
®  Windows 2008 x86/x64
®  Windows 7 x86/x64

®  WindowsS8 x86/x64

Linux

Mac OS

1.2 MNopgroTtoBKa K ycTaHOBKe nNporpammHoro obecneueHus ePass2003

MNepepn yctaHoBKOM ePass2003 ybeanutecs, 4To cobatoaeHbl cneayrolme TpeboBaHUs:

® Bala onepauuoHHaa cuctema - 0gHa U3 nepevyncieHHbIX Bbille
[ ] Ha Bawem KomnbtoTepe MMeeTca Kak MUHUMYM 0AnH nopt USB
[ ] Baw BIOS nogaepxkusaet ycTporicteo USB, 1 nogaeprkka USB BKkAtoueHa B HacTpolikax CMOS

([ ] Hanunuune ToKkeHa ePass2003

C3A0 «UHTepaAHEeCTpKOM»
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ePass2003 PykoBoACTBO NO/1b30BaATENA

1.3 YcraHOBKa nporpammHoro obecneueHnsa ePass2003

1. MoaKnouMTe TOKEH K KOMMNbIOTEPY M 3aiante B pasgen "Mown komnbioTep" ("I3ToT KomnbioTtep" uaun "Komnbiotep").

MNepenguTe Ha auck "CD-guckosog es2003_151104". BbibepuTe U 3anycTuTe yCTaHOBOYHbIN dainn "ePass2003-Setup.exe".
MoAsuTCA cneaytoliee oKHO Bbibopa A3bIKa:

Please Select Language *

Please Select Language

Engih 1]

| cancE

Puc.1 Bbibop A3blka MHTepdeiica

2. Nocne Bbl6Opa A3bIKa HaxkmuTe "OK", noABUTCA cnesytoliee OKHO NPUBETCTBUA MACcTEPa YCTAaHOBKM:

i ePass2003 Setup - *

Welcome to the ePass2003 Setup

Setup will guide you through the installation of ePass2003.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

Puc.2 OkHo npuseTcTBUA

C3A0 «UHTEepaHecTpKOM»
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ePass2003 PykoBoACTBO NO/1b30BaATENA

3. Haxmure "Next", BbibepuTe NyTb YCTAHOBKMU:

ﬁ! ePass2003 Setup

Choose Install Location
Choose the folder in which to install ePass2003.

Setup will install ePass2003 in the following folder,
and select another folder. Click Next to continue.

Destination Folder

To install in a different folder, dick Browse

Pass2003|

C:\Program Files (%86)\EnterSafe

Browse. ..

Space required: 5,4MB
Space available: 21.3G8

‘indows Installer

< Back

Cancel

Puc.3 Bbibop nyTH yCTaHOBKM

4. Haxmure "Next", Bbibepute onuuto «Microsoft CSP»:

ﬁ' ePass2003 Setup

Options
Choose CSP option

Select CSP Type

() Private CSP

‘indows Installer

< Back

Cancel

Puc.4 Bbibop Microsoft CSP

C3A0 «UHTEepaHecTpKOM»
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ePass2003 PykoBoACTBO NO/1b30BaATENA

MpumeuaHue: ePass2003 noaaepxusaet "Private CSP" n "Microsoft CSP".

[lna Bo3moKHOCTM paboTbl TOKeHa ePass2003 ¢ "Microsoft CSP" Ha cuctemax "Windows2000/XP"
OOJ/IKHO 6bITb YycTaHOBNEHO 06HoBNeHWe KB909520.

5. Mocne Bbibopa CSP HaxkmuTe "Install", yTobbl NPOAONKUTL NPOLIECC YCTAHOBKU. [0ABUTCA CAeayioLLEee OKHO:

ﬁ' ePass2003 Setup —

Installing
Flease wait while ePass2003 is being installed.

Extract: eps2003csp11.dil

‘indows Installer

< Back Mext = Cancel

Puc.5 Mpouecc ycTtaHOBKM

6. MNocne 3aBeplieHnA npouecca YCTaHOBKM NOABUTCA CeytoLLee OKHO:

ﬁ%’ ePass2003 Setup —

Completing the ePass2003 Setup

ePass2003 has been installed on your computer.

Click Finish to dose Setup.

Puc.6 Mpouecc ycTaHOBKM 3aBepLueH

7. Haxmue "Finish", 4Tobbl 3aBEPLWNTL YCTAHOBKY.

C3A0 «UHTEepaHecTpKOM»
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1.4 YpaneHue nporpammHoro obecneueHus ePass2003

MporpammHoe obecneyeHne ePass2003 MOXKHO y4auUTb Caeayrowmmmn cnocobamm:

®  C/Ccno/sb3oBaHMEM MaHeNW ynpaB/ieHus
OTKpoTe "MaHenb ynpasneHus" v sbibepute "YaaneHue nporpammbl” B Kateropum "Mporpammbl” nam
BblbepuTe "Mporpammbl U KOMNOHEHTbI". B cnncke “YaaneHune nam usmeHeHue nporpammsol” Bbibepute anemeHT
“ePass2003” 1 HaxkmuTe NPaByH KHOMKY MbIlWW. B KOHTEKCTHOM MeHI0 BbibepuTe NyHKT “Yaanuts”.

®  C1CN0/Mb30BaHUEM CTAPTOBOIO MEHIO
OTKpoiiTe meHto “Myck” = “Bce nporpammsbl” = “EnterSafe” = “ePass2003” = “Yaanutb” uau "Uninstall

ePass2003".

®  0CpeaCcTBOM NOBTOPHOM YCTaHOBKM
3anyctute macTtep yCTaHOBKM nporpammHoro obecneyeHns ePass2003 (cm.1.3). MacTep ycTaHOBKM NpeaioKuUT
VOANUTb paHee YCTaHOB/IEHHOE MporpaMmmHoe obecneyeHne ePass2003. Haxkmute "[a" ana 3anycka npouecca
yaaneHus nporpammHoro obecneyeHua ePass2003.

ePass2003 Setup

An identical version of ePass2003 has already been installed,
Click Yes to uninstall or click Mo to quit installation

1. oo NpMBETCTBUA MmacTepa yganeHma ePass2003:

5 ePass2003 Uninstall — X

Welcome to the ePass2003
Uninstall
Setup will guide you through the uninstallation of ePass2003.

Before starting the uninstallation, make sure ePass2003 is
not running.

Click Uninstall to start the uninstallation.

: Uninstall Cancel

Puc.7 OKHO NpWBETCTBUA MacTepa yaaneHus

C3A0 «UHTepaAHEeCTpKOM»
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2. Haxmute "Uninstall", nossuTca okHO npouecca yaaneHmsa nporpaMmmbi:

5 ePass2003 Uninstall

Uninstalling
Please wait while ePass2003 is being uninstalled.

Delete file: C:\WINDOWS\system32\ftCoCspInst_eps2003.dl

Windows Installer
< Back Mext = Cancel

Puc.8 Mpouecc yaaneHma nporpammbl

3. Nocne 3aBepleHms NpoLecca yaaneHns NporpamMmbl MOSBUTCA CEAYIOLLEE OKHO:

iS5 ePass2003 Uninstall

Completing the ePass2003 Uninstall

‘Your computer must be restarted in order to complete the
uninstallation of ePass2003. Do you want to reboot now?

31 want to manually reboot later

Puc.9 Mpouecc yaaneHma nporpammsl 3aBepLueH

4. Haxmute "Finish", yToBbl 3aKpbITb OKHO MacTepa yAaneHUs NPorpamMmmbl U MPOU3BECTU Nepe3arpysky

Ballero KomnbloTepa.

C3A0 «UHTepAHECTPKOM»
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2 MeHepXep no ynpasneHuto TokeHamu ePass2003

2.1 MNpepBaputenbHble yCNOBUA

e Ha Bawem KomnbloTepe A0/1XKHO 6bITb YCTAHOBAEHO NporpammHoe obecneyeHne ePass2003, NOCKONbKY
MeHeaKep UCnosb3yeT ero Aaa AoCTyna K TokeHy (cm.1.3).

2.2 0630p uHTepdeitca MeHepxepa

2.2.1 UHTepdeiic MeHepKepa 6e3 NOAKNIOUYEHHOrO TOKEHa

Bbl MoKeTe HalTu Apablk MeHeaxKepa, HaxkaB [lyck -> Bce nporpammsbl -> EnterSafe-> ePass2003 Token

Manager. LLlenKkHuUTe no Ap/bIKy, 4ToObl 3anycTuTb MeHeaKep. OTKpoeTcs cneayowmii nHTepdeic

4@; EnterSafe PKl Manager - ePass2003 = *

Welcome to EnterSafe PKI Manager. Please login.

i Login {
i Token list
Import
Export
Delete
Hide Details-> "%
Field Value

Change User PIN

Change Token Name

Certificate View

Puc. 10 TokeH He yctaHoBneH B USB-nopt

C3A0 «UHTepaHecTpKOmM»

https://ca.idc.md






ePass2003 PykoBoACTBO NO/1b30BaATENA

2.2.2 UHTepdeiic MeHepKepa ¢ NOAKNIOYEHHbIM TOKEHOM

Mogkntounte ePass2003-tokeH K USB-nopty Bawero komnbioTepa. MeHeprKkep cpasy e pacnosHaeT ero
cnefyowmm obpasom:

;@; EnterSafe PKl Manager - ePass2003 = >
Welcome to EnterSafe PKI Manager. Please login.
: Login {
& Token list
L.358 My Token
Import
Export
Delete
Hide Details-> "%
~ L]
e el Change User PIN
Token Name My Token
Manufacturer EnterSafe
Model ePass2003 Change Token Name
Serial Number 2714080180780013
Total Memory 63488
Free Memory 12288 Certificate View
Max PIM Length 255
Min DTM | annth a ~
< >
Exit

Puc.11 TokeH yctaHoBneH B USB-nopt

MNpumeyaHne: O6wMii 06beEM 4YaCTHOM MamATM M CBOOOAHbLIM OObemM YacTHOM NAMATM TOKEHA OTHOCATCA K
3awmweHHbim  PIN-Kogom  npocTpaHcTBam. [MOCKO/IbKY — 3aKpbITbIM  KAKOM  OTHOCUMTCA K KaTeropuu
KoHuaeHuUManbHOM MHGOPMaLMK, TO 0bLMIA 06BEM YacTHOM NamATU U cBOBOAHbIN 06bemM YacTHOM MaMATU He
oTobparkatoTcs.

2.2.3 KHONKMU nHTepdenca

B npaBoi1 YyacTu okHa UHTepdelica MeHeaKepa pacnonoxKeHbl cnegytowme KHonku: "Login", "Import", "Export”,

"Delete", "Change User PIN", "Change Token Name", "Certificate View" n "Exit".

2.3 Bxopa Ha TOKeH

B neBoi BepxHen YacTn OKHa UHTepdelica MeHeaKepa BbibepuTe U3 CNMCKA TOKEHOB TOKEH, HAa KOTOPbIN Bbl

XOTUTE BOWTU, U HaxkmuTe KHoMKy "Login". OTKpoeTca cneaytollee OKHO:
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EnterSafe PKI Manager - ePass2003 X

Login to My Token .

More functions are available after logging in.

Uszer PIN: | |

[]Enable soft keyboard

0K Cancel

Puc.12 iInanorosoe OKHO N0TMHA

MNMpumeyaHue: Bo Bpems otobpaxkeHusa auanora seoga PIN-koaa, MeHeaxep nepexoant B 6e3onacHbii pexum. B
3TOM COCTOSIHUW BblgeneHo TonbKo nosie Beoga PIN-koga. Kpome BBoaa PIN-Koza B none, 6OAbLWMHCTBO APYruxX
onepaunit oTKAYeHbl. Mapoab No ymonvanuto - 12345678.

Mo »kenaHuto Bbl MoXKeTe NCNob30BaTb BUPTYa/IbHYIO K/aBMaTypy, ycTaHoBuB daiar “Enable soft keyboard”, utobbi
nsbexatb packpbita PIN-Koga, BBefeHHOro Bamu ¢ MOMOLbIO anmnapaTHOM KnaBuaTypbl, Ha Ccayyal
NOTEHUMANbHbIX TPOAHCKUX MPOrpaMm, KNaBMATyPHbIX LWMMOHOB M CUCTEM KOHTPOAA 33 MpOLECccamu, KoTopble

MOryT 6bITb YCTAaHOB/1€HbI Ha Bawem KOMnbloTEpPE.

Enter5afe PKI Manager - ePass2003 x

Login to My Token .

More functions are available after logging in.

User PIN: ||
[“IEnable soft keyboard:
0K Cancel
|1 5 |° A | (- | Lo|e || _ ||*
ol all sl el 7| a3l afl sl 2l al”- |l - <Beee
Q|| W E R T b U | 8] P { [ ! 1 ! \ Del
Caps A S ] F G H J K L . ||Home| End
: < = |7
Shift z X & W B M M ; Space

Puc.13 BuptyanbHaa knasmaTtypa

MpumeyaHue: Mpu UCNONb30BAHNKN BUPTYa/IbHOM KnaBuaTtypbl BBog, PIN-Koga ¢ annapaTHOM KnaBuaTypbl OTK/OYEH

[na npocmoTpa coaep:kumoro TokeHa BeeauTe PIN-Koa (paHee ycTaHOBAEHHbIV Bamu) M HaxkmuTe KHonky "OK".
Mocne ycnewHoro BxoAa Ha TOKeH (B cucTemy) B BEpXHel YacTu OkHa MeHezKepa oTobpasuTcs ApeBOBUAHbIN
CNUCOK KOHTENHEepPOB. KOHTellHep MOXEeT coZepiKaTb OTKPbLITbIM K04, 3aKPbITbIN KoY U cepTudUKaTt. BoibepuTe B
CNUCKe MHTepecyoLWwmii Bac KOHTeNHep, YTobbl NPOCMOTPETbL €ro cofepKumoe. B HUKHel yact okHa MeHeakepa
oTobparkaloTcA CBOMCTBA BblBpaHHOro Bamu KoHTeiHepa (Kawoda, cepTudukaTa). Utobbl 6e3omacHoO BbIMTU U3

CUCTEMbI, Ha*KmUTe KHoMKy "Log out".
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‘@ EnterSafe PKl Manager - ePass2003 — ot

Welcome to EnterSafe PKI Manager.

Log out
& Token list A
=338 My Token
Ell:I 334c4505-1841-4650-b8e4-3b31018eaf42
BI:I Key Exchange(Encryption/Decryption etc.)
uankoe Tect Tectoewny's IDC Issuer CA ID
e Fublic Key
T Private Key Export
Ell:I 41ec8978-5668-4173-0b25-f086f2603101
EI|:| Key Exchange(Encryption/Decryption etc.) 2

Fowd 1Mimiairmn T T 'm TR Trrmiame & & TH DE!|EtE

Hide Details-= "™

Import

ol Ualae Change User PIN
Certificate Mame @uzMKoe TecT Tectoexd's IDC Issuer CA ID

Container name 334c4505-1841-4650-b8e4-3b31018eaf42

Serial Number 02 12 14 00 00 00 OF 16 9C 26 9E 83 39 EA 56 00 0... Change Token Name
Certificate ID EE F8 05 7D 94 50 A3 31 85 3D A2 9F 92 F7 8A A5 4...

Certificate View

Puc.14 Bxop, B cuctemy ocyLlecTsieH

Ecnu Bbl BBegeTe HenpaBuabHbil PIN-kog B none Beoga PIN-koga, nosasuTca creayowmin nHTepoeic:

EnterSafe PKI Manager - ePass2003
Incorrect user PIM.
Try again? You can try 9 times.

Ada HeT

Puc.15 CooblieHne o HekoppekTHOM PIN-Koae.
MNMpumeyvanue: CyliecTByeT OrpaHuMyeHMe Ha KOAMYECTBO HenpaBWbHbIX MonbiTOK BBoga PIN-kopa. Ecnu 3aTto uucno

AOCTUTHET 9, ToKeH byaeT 3abn0KMpoBaH. B aTom ciyyae Bbl HE CMOMKeTe BbIMOAHWUTb C HUM HWMKaKUX Onepauui,
pekomeHayeTca 06paTUTLCA B YA40CTOBEPAIOWNIA LLEHTP.

C3A0 «UHTepaHecTpKOmM»

https://ca.idc.md






ePass2003 PykoBoACTBO NO/1b30BaATENA

2.4 YnpasneHue ceptupukatamu

Bbl MOXKeTe NpocmaTpmBaTb MHPOPMALLMIO O cepTUdUMKaTaX, UMNOPTUPOBATL CEPTUPUKATLI, YAANATL CEPTUDUKATDI

N T.A4., NOCNE TOro Kak ocyuw,ecTtsunm Bxo B CUCTEMY MEHE,D,)Kepa.

2.4.1 NpocmoTp nHpopmaumm o ceptudpuKkare

1. B crvcke Tokeros cnesa ot KOHTeWHepa (3HayKa nanku) Haxkmute "+" Unu aBa)kabl LWENKHUTE 3HAYOK,

4yTob6blI 0TOBPa3UTL ero coaepxumoe. Janee HaxkmuTe Ha "+" cnesa oT 3Hauka "Key Exchange", utobbl 0TO6pasunTbL
KAtoyeByto napy u ceptuédukat. Koraa ceptudukat BbibpaH, BK/IOYAETCA KHOMKA MPOCMOTpa cepTuduKaTta

"Certificate View".

:Rbi EnterSafe PKI Manager - ePass2003 — X

Welcome to EnterSafe PKI Manager.

Log out
&% Token list P
EI@ My Taoken

EID 334c4505-1841-4650-b8Be4-3b31018eaf42 Import

: EI{:I Key Exchange(Encryption/Decryption etc.) =

®uaMKos TecT Tecrtowd's IDC Issuer CA ID
Public Key
-5 Private Key Export

-1 41ecB978-5668-417a-0b25-f086f2693101
. =0 Key Exchange(Encryption/Decryption etc.) -

PR ieisinn T Tarennaa, T TP Trmiame A TR Delate

Hide Details-= '

e Vel Change User PIN
Certificate Mame ©uznkoe Tecr Tectoeuy's IDC Issuer CA ID

Container name 334c4505-1841-4650-bBe4-3b31018eaf42

Serial Number 02 13 14 00 00 00 OF 16 9C 26 9E 83 39 EA 56 00 0... Change Token Name
Certificate ID EEFS 057D 9A 50 A3 31 85 3D A2 9F 92 F7 BA AS 4...

| Certificate View |

Puc.16 NpocmoTp MHbOopmaLmm o cepTudmKaTe
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2. Bbl mokeTe NPOCMOTpPETL MHTEepecytoLwyto Bac MHGopmaumio o cepTudmKaTte, ABaXKAbl LLLEJKHYB N1€BOA KHOMKOM
MbILIK MO 3HA4YKy cepTudUKaTa UaM HaxkaB KHonky "Certificate View":

n  EnterSafe PEl Manager - ePass2003 >

Obwwre Coctas  MyTb CEPTHOMKELMA

L= ﬁ Ceegennn o ceprnfmKate

3IToT cepTHMKAT NpeOHasHaYaeTca Ona:

* PaspewaeT WHOPoBaHWE 0aHHEIX HAa AMCKE
* MoATEEPHASET YAANEHHOMY KOMIBIOTEDY MAEHTHOMKALAID
Ballero KOMNEKTEPE

* ZawmwaeT coobleHua INeKTPOHHOH NoYTEl
*1,3.6.1.4.1.58637. 1.1

* NononHUTENEHbIE CEEAEHMA - B 3aABNeHMK LIC,

KoMy BbiOaH: DUZMKOE DHIMK DHUIMKOBHMY

KeMm Boigan: IDC Issuer CA

Oencrentenen ¢ 24.01. 2024 no 23.01. 2025

E.;L‘I'EHCIBHTI: CEPTUDMKET. .. i ZAABNEHWE NOCTABWMKS

0K

Puc.17 Undopmaums o ceptudukaTe

2.4.2 UmnopTt cepTudukara

MeHeaep ePass2003 nopaeprknBaeT MMNOPT cepTudmMKaTa M3 daiina. MNoaaeprknsatoTca creayroLlme TUmbl
ceptudukartos: P12, PFX, P7b, CER n CRT. Tunbi P12 u PFX cogep:aT napy Katouein (OTKPbITbIA KAHOY U 3aKPbITbIN

Kntou) u ceptnudmKat, a Tunol P7b, CER n CRT - cogep»KaT To/IbKO cepTuduKat. Tun P12 ncnonb3yerca B KayecTse

npumepa HUKe.

C3A0 «UHTEepaHecTpKOM»

https://ca.idc.md






ePass2003 PykoBoACTBO NO/1b30BaATENA

B rnaBHOM oKHe MeHearKepa Haxkmute KHonKy "Import". OTKpoeTca okHo nmnopTa ceptudukata (Puc.18):
® HaXmuTe KHonMKy "Browse", yTobbl BbIGpaTh dain cepTnduKkata ans umnopra.
® Mpu HeobxoaumocTu BBeauTe naposib B nose "File password".
e BblbepuTe:
> "Only user certificate(s)" ans Toro, yto6bl UMNOPTUPOBATL TO/IbKO NO/Ib30BaTENbCKME CEPTUDMKATDI.
> "All certificate(s)"ana Toro, 4To6bl UMNOPTMPOBATL LEENOYKY CEePTUDUKATOB.
e BblbepuTe KoHTelHep ("Select container"):
> "New container" - gns Toro, 4tob6bl MPOM3BECTM MMMOPT B HOBbIN KOHTENHEP.
> "Existing container" - ana TOro, 4To6bl NPON3BECTN UMMOPT B CYLLLECTBYIOLLMIA KOHTENHEp.
e BblbepuTe TMN UcNonb3oBaHKMA Katoda ("Type"):
> "Key exchange (Encryption/Decryption etc.)" - KAto4 MOXET MCNO/Ib30BaThCA A/1A onepaumii
wudpoBaHus, aewndpupoBaHma, NOANNUCK U MPOBEPKU NOAMUCH.

> "Signature (Signature/Validation only)" - Kntou Mmo»KeT Ucnonb30BaTbCA 418 NOANUCKU U NPOBEPKN
nognucu.

e Haxkmute KHonky "OK".

o [loaBuTcsa OKHO ¢ coobuieHmem "Importing... DO NOT remove the token!". Bo Bpems BbiNo/NHEHMA onepauum
MMMOpPTa He U3BNeKanTe ToKeH n3 USB-nopTa Bawero Komnbtotepa!

e B cnyyae ycrnewHoro oKoOHYaHMA onepalmm uMmnopTa cepTudmrKaTa noasuTca cooblueHme "Importing

Succeeded!".

EnterSafe PKI Manager - ePass2003 >

Select 3 certificate file to import

‘D:‘I.Certrﬁmtes‘l.superadmin.plz || Browse |

File password:

() All certificate(s)
(® Only user certificate(s)

Select container
(® New container(NOT including "\'):

My new container

(O Existing container:
437f063e-d0fd-4da2-888d-a73494ecdela

Type:
(® Key exchange(Encryption/Decryption etc.)

() signature({ Signature/Validation onhy)

Gonce

Puc.18 UmnopTt ceptudmkaTa
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‘iﬁ EnterSafe PEl Manager - ePass2003 = >
Welcome to EnterSafe PKI Manager.
Log out
& Token list
=35 My Token
-1 4a7f063e-d0fd-4da2-888d-a73494ecde3a Import
=-3 My new container =
EH:I Key Exchange(Encryption/Decryption etc.)
~{&] SsuperAdmin’s InterdnestrcomCA ID
e private Key Export
fe 8 Public Key
Delete
Hide Details-= "
Field Value
Change User PIN
Container name My new container
1D 4D 79 206E65 77 2003 6FBE /4 01 €
Key length 2048 Change Token Mame
available for Signature Yes
available for Decryption Yeg
Certificate View
< >
Exit
Pnc.19 MmnopTupoBaHHbIM cepTUdUKAT C KtoYamu
2.4.3 dkcnopTt cepTudmKarta
Bbl MoXKeTe 9KCNopTUpOBaTb ceptudukar n3 TOKeHa ePass2003 B daiin.

B ApeBOBMAHOM NpeacTaB/ieHUN rnaBHOTo MHTepdeiica MeHeaepa BbibepuTe cepTUOUKAT, KOTOPbIN HYMKHO
3KCMOPTMPOBATL, U HAXKMUTEe KHONKY "Export". OTKpoeTca ANManoroBoe OKHO. YKarKnte nyTb K paiiny ceptudumkarta

n ero nmsa.
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;ﬁ; EnterSafe PKIl Manager - ePass2003 x
MNanka: | Certfficates v | (= W W B b

ran - Jata nameHeHna

s my certificate,cer 25.01.2024 8:53

< >
Hma gaiina: | Pusukos Pusus | | CoxpaHuTe |
Tvn waiina: | cerfficate files(* cer) - Dmvena

Puc.20 MyTb 1 ums daiina u ana skcnopta ceptudurkaTa

HaxkmuTe KHoMKy "CoxpaHuTb". ECIM onepauma npoLuaa ycnewHo, NoABUTCA cneaytowee coobuieHue:

EnterSafe PKI Manager - ePass2003 X

o Exporting Succeeded!

Puc.21 3kcnopT ceptudmKaTa ycrnewHo 3aBepLueH
MpumeyaHue: Mapa 3aKPbITbIN/NYBANYHBIA KNOY HE MOKET BbITb SKCMOPTUPOBaHA.
2.4.4 YpaneHue ceptuduKarta

B ApeBOBUAHOM NpeacTaB/ieHMM OCHOBHOTO MHTepdelica MeHeaKepa Bbibepute cepTUdMKaT, KOTOPbLIN

HeobXxo4MMO yaanunTb, U HaxkmuTe KHonky "Delete". OTKpoeTcs cneayollee A4ManoroBoe OKHo:

EnterSafe PKl Manager - ePass2003

Ready to delete the selected 1 object(s).
I Continue?

Aa Het

Puc.22 YaaneHnue ceptudmkarta

HaxkmuTe "Oa", uTobbl yaanutb BblbpaHHbIM cepTudUKaT. B cnydae ycnewHoro yaaneHus ceptudukarta nosasmTca

coobuieHune "Deletion Complete!".
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2.5 U3ameHeHHMe Ha3BaHUA TOKEeHa

Kak npaBuno, TOKEH pas3nnyatoT no cepuinHomy Homepy. [na yao6cTBa TOKeHY MOXKET bbITb NPUCBOEHO Ha3BaHMe.

1. Haxmure KHonky "Change Token Name". MosBUTCA cieaytowee OKHO:

Enter3afe PKl Manager - ePass2003 *

Change name of My Token.

Do NOT end with blank.

My Token

Cance

Puc.23 iameHeHMe Ha3BaHWA TOKeHa

2. BeeanTte nmsa ana TokeHa 1 Haxmute OK.

MpumeyaHne: MoXHO yKasaTb He 6onee 32 CMMBOJIOB.

2.6 UameHeHuUe PIN-Kopa nonb3osarens

Bbl moxete wusmeHuTb PIN-Kog Bawero TokeHa. B rnaBHom wuHTepdelice MeHearkepa HaXKMWUTE KHOMKY
"Change User PIN". OTKpoeTca gmanoroBoe okHO. Beeaute ctapsbit u HoBbI PIN-kKogbl n noaTeepamTe HoBbI PIN-

Koa. Haxkmute KHonky "OK".

EnterSafe PEl Manager - ePass2003 >

Change user PIN of My Token

Old user PIM:

Mew user PIN:

[] check intensity

Confirm:

[]Enable soft keyboard
oK Cancel

Puc.24 NameHeHune PIN-koaa nonb3osartena

Bbl TakKe moxeTe BBoAMTb PIN-KoAbl C NOMOLLbIO BUPTYanbHOW KnaBuatypsl. [ns storo yctaHosuTe daar "Enable
soft keyboard".
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EnterSafe PKI Manager - ePass2003 >
Change user PIN of My Token
0Old user PIN: ||
Mew user PIN:
[] check intensity
Confirm:
[“IEnable soft keyboard:
oK " Cancel
~ 1 s I* 1™ 1l¢ e 1= 1z e |t 1 |+ :
ol all 8]l el ol 7l sl sl 2l afl7- ]l = B
Q| w E R 1] Y 1 | ] P {[ }] I\ Del
Caps A 5 D F G H J K L :_ . ||Home|| End
5 < > ?
Shift £ b C W B M M / Space

Puc.25 Beog PIN-K04,0B € NTOMOLLLbIO BUPTYaIbHOM KNaBUATypbl

Bbl moxeTte BblbpaTb onumto "Check intensity", 4Tobbl y3HaTb 06 ypoBHe 6€30MNacCHOCTU YCTAaHOB/IEHHOIO Bamm

PIN-koza. "L" B KpacHOM Kpy»KKe o3HauvaeT "Husknin" yposeHb 6esonacHocTu.

Enter5afe PKl Manager - ePass2003

Change user PIN of PykoBoguTens ¥

Old user PIN: | ssssssssss

*ee

Check intensity o

Confirm: | »ee

Mew user PIM:

[ 1Enable soft keyboard
oK | Cancel

Puc.26 Huskuit yposeHb 6e3onacHoOCTH
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Yem 6onblue 3HaKoB Bbl BBOANUTE Tem Bbille ypoBeHb 6e3onacHocTu PIN-Koaa:

EnterSafe PKl Manager - ePass2003 >

Change user PIN of PykoeoguTens ¥

Old user PIN: | ssssssssas

New user PIN: | ®eeeese

Check intensity

Confirmn:

] Enable soft keyboard

oK Cancel

Puc.27 CpegHuin ypoBeHb 6e3onacHoCTH

PekomeHayeTca Mcnonb3oBaTb ANMHHbIE PIN-Koabl, cOCTOALWME U3 CTPOYHBIX U NMPOMUCHBIX BYKB, UUMOP U cneunanbHbIX
cmBo0B. PIN-Kog MOKeT cofepraTtb OT 8 40 255 cMMBONOB (BK/IOUUTENBHO).

EnterSafe PEl Manager - ePass2003 >

Change user PIN of PykoeoguTens ¥L,

Old user PIN: | sessssssns

NEW user PIN: SRR RRBORRN

Check intensity @

Confirm: | sesssssssssss

[1Enable soft keyboard
oK Cancel

Puc.28 BbicoKuiA ypoBeHb 6e3onacHocTH

Mocne HaxkaTua KHonKku "OK", noaBuTCcA cneaytoliee OKHO € cooblieHmem:

EnterSafe PEl Manager - ePass2003 >

o Changing user PIN Succeeded!

Puc.29 PIN ycnewHo nameHeH
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1. TEPMMHBI 1 OIIPEAEJEHUSA

busnec-cucmema — 0000IIeHHOE TIOHATHE KOPIIOPATUBHOW HWH(OPMAIMOHHOW CHCTEMBI,
skciuryatupyromeiics B C3AO «MuTtepaaectpkom» (manee - Kommanwus), B KOTOPOH MCHOIB3YIOTCS KITFOUH
AJICKTPOHHON TMOAINMCH, CEePTU(DUKATHI OTKPBITHIX KIFOUYCH 3JICKTPOHHOM MOMIUCH, IPEIOCTABISMIONICH
ycayru [lonp3oBaTensiM — ydacTHUKaM TaHHOH CHCTEMBI.

Bnaoeney cepmugpuxama omxpvimozo Kuioua 31eKmpoHHoi noonucu (Bnaoeney cepmugpuxama)
- JIM10, KOTOPOMY Y JOCTOBEPSIOLUIMM HEHTPOM BblIaH CepTH(HKAT OTKPHITOTO KI04a, H KOTOpPOE BiajeeT
COOTBETCTBYIOIIUM 3aKpBITBIM KJIIOYOM, MO3BOJISIOUIMM C TOMOIIBIO CPEACTB DJIEKTPOHHOW TOAIUCH
CO3/1aBaTh CBOIO OIJIEKTPOHHYIO MOANMHCH B OJEKTPOHHBIX JOKYMEHTaX (TOAMHCHIBATh DIEKTPOHHBIC
JIOKYMEHTHI).

OT MeHH IOpUINYECKOTo nlla Brnanenbuem cepTudukara OTKPBITOTO KII0Ya AIIEKTPOHHOHW MOAMHUCH
MOJKET BBICTYTIATh:

— PYKOBOIHTENs OpPTaHU3aIUH, T.€. JHUIO0, MMEIOIIEee MPaBo AeHCTBOBATh OT HMEHU FOPHINIECKOTO
nia 6e3 JOBEPEHHOCTH;

— COTPYIHHUK OpraHu3aluy, JIEUCTBYIOLLIAN oT HUMCHHU OPUANYECKOTO auna Ha
OCHOBaHHHY JOBEPEHHOCTH (YIIOJTHOMOYEHHBIH MPEACTAaBUTENb 3aIBUTENS — FOPUIUICCKOTO JINTIA).

3aseumens — WOPUINIECKOE JIUIIO HE3aBUCUMO OT OPTaHMU3ANMOHHO-TIPABOBON (OPMBI, (hU3NIECKOe
JIUIIo (B TOM 4YHCJIC JIMLIO, 3apCTUCTPUPOBAHHOC B KAYCCTBEC MHAWBUAYAJIBHOI'O IMMPECAIIPUHUMATEIIA, YaCTHBIN
HOTapUyC, aJaBOKaT), oOpamaromecs B YIOCTOBEpSAOMUN IeHTp i monydeHus CepTudukara,
oobnaoarouee noJIHoIL 0eecnocoOHOCMbIO.

[Mocne cozmanus Ceprudukara 3asButess cTaHoBUTCS Bianensiiem ceprudukara - [lons3oBarenem
VII.

3akpoimotii K104 INeKMPOHHOU ROORUCU (3AKPbIMBLI K1I0Y) — YHUKAIBbHAS TIOCIEI0BaTeILHOCTh
CUMBOJIOB, C(OpPMUpOBaHHAsl CPEACTBAMM DJICKTPOHHOW TMOMMUCH M TMpeIHA3HAYCHHAs IS CO3JaHUA
3JIEKTPOHHOM MOIIHUCH.

3aKphIThII KIHOY ICHCTBYET Ha OMPEAEIECHHBI MOMEHT BPEMEHH €CIIU:

— HACTyNHJI MOMEHT BpEMEHH Havalia JIEHCTBHUS 3aKPBITOrO KITF0Ya,

— CpOK JIGHCTBHS 3aKPBITOTO KIIF0Ya HE UCTEK;

— CepTU(UKAT OTKPHITOTO KIFOYa IEKTPOHHOHN MOAINKCH, COOTBETCTBYIOIIUN JTaHHOMY 3aKPBITOMY
KITFOUY AJIEKTPOHHOM MTOMIMCH, HE aHHYJIHPOBAH.

Komnpomemayusn 3aKkpsimozo knoua — HapylieHrne KOHQUICHIUATBHOCTH 3aKPBITOTO KITFOYA.

Oobnacmo Oelicmeus cepmupuxama OmKpsvIMoz0 Ko4a I1eKmMpoHHOI HOORUCH — BKITIOUCHHBIC B
cepTu(UKaT OTKPHITOTO KIIOYa JJIEKTPOHHON TIOJNKWCH CBEIEeHUS 00 OTHONICHHSX, NPH KOTOPBIX
AIIEKTPOHHBIA JOKYMEHT C JJIEKTPOHHOHN IMOAIUCHIO, CO3JIaHHOM C HWCIOJNB30BAaHUEM COOTBETCTBYIOIIETO
cepTHdHKaTa OTKPHITOTO KIF0UYa 3JIEKTPOHHOHN MOAMUCH, OyJIeT UMETh I0pUAHYECKOE 3HAYCHHE.

Obpabomka 3asneneHus HA AHHYIUPOGAHUE CEPMUDUKAMA OMKPLIMO20 KIi0Yd INeKMPOHHOU
noonucu — COBOKYITHOCTh JCHCTBHI TI0 3aHECEHHIO CBEJCHUI 00 aHHYJIMPOBAHHUU CePTU(UKATA OTKPHITOTO
KJIF0Ya JJIGKTPOHHOM TMOANMCH B peecTp cepTtudukaTtoB YjpocToBepsiomiero lleHTpa M yBeIOMIICHHUIO
Bragensna ceprudurkara 00 aHHYTHpOBaHUU cepTUHUKATA.

OmKpoimolit K04 INEKMPOHHOW  noonucu  (OmKpuumulii  KAl04) —  yHUKaIbHas
MOCJIE/IOBATEILHOCTh CHMBOJIOB, C(OPMHUPOBAHHAs CpPEJCTBAMH 3JCKTPOHHON TOAIMMWCH, OJIHO3HAYHO
CBsA3aHHAas C 3aKPBITBIM KJIFOYOM U NPEAHA3HAYCHHAA JJI IIPOBEPKU NOAJIMHHOCTH BHCKTpOHHOﬁ IIOAIINCH.

Honvzoeameny Yoocmoeepawuweco uenmpa (llonvzoeamens Y1) — nuno, nprucoeAUHUBIIEECS K
Pernamenty, 3apeructpupoBanHoe B Y1I.

Ilpasosoiit cmamyc Bnaoenvya Cepmuguxama — cruenmaibHOe 0003HAYCHHE B JOKyMEHTaX H
3ampocax, ohopMIISIEeMBIX Ha OCHOBAaHWHM HacTosIiero PeriamenTa, Qu3uueckux IWI, Ha MM KOTOPBIX
Bbaercs Crienmanbabiid Ceprudukar:

— Hotapuyc (notary);

— YactHeiit HOTapuyc (private notary);

— Cyne06nblit ucronHuTeNb (marshal);

— CrnenoBatens, 103HaBaTeNb (coroner);

— HasnoroBsrit mHCIIEKTOP (taxer).

Pabouuii oenv Yoocmosepaiwueco Llenmpa (0anee — pabouuit dens) — IPOMEKXYTOK BPEMEHU C
09:00 mo 18:00 kaxxmoro AHS HEACTH 3a WCKIIOUYCHHWEM BBIXOIHBIX W TPa3THUYHBIX MHEH. BeIXomHbIe U
Mpa3AHUYHBIE THU ONIPENEIISIIOTCS ¢ yUYETOM IIEPEHOCOB AHEH Ha OCHOBaHUM pemieHuit [Ipasutensctea IIMP.
Paccmompenue 3aagnenusa Ha AHHYIUPOSAHUE O€lICMEUA CEPMUPUKAMA OMKPLINO20 K1I04a
INeKmMponHoii noonucu — npunastre OneparopoM Y IOCTOBEPSIONIETO IIEHTpa pemeHumst 06 oOpaboTke





3as{BJIICHHS Ha AaHHYJIMPOBAaHME CEpPTU(HKATA OTKPHITOTO KIIOYa SJIEKTPOHHOH MOANUCH HA OCHOBE
MIPEOCTABICHHBIX JOKYMEHTOB.

Peecmp Yoocmoeepawuwezo ILlenmpa — ©HabOop ROKyMEHTOB YjpocTtoBepsitomero lLlenTpa B

3neKTp0HH0H u/unn OyMakHOH (popMe, BKITFOUYAIOIIHN CIIETYIONTYI0 HH)OPMAIHIO:
peecTp 3asBIEHMI 0 MprcoeanHeHUN K Pernamenty Y poctosepstomiero LienTpa;

— peectp 3apeructpupoBanHbix [lonb3oBareneit Y noctoepsitomero Llentpa;

— peecTp 3ampocoB Ha CEPTU(UKAT OTKPHITOrO KIIH04a 3JIEKTPOHHON MOAIUCH;

— peecTp 3asBJICHUI HA aHHYJIMPOBAaHUE CEPTHU(PHUKATA OTKPHITOTO KIF0Ua 3JIEKTPOHHOHN MOAIUCH;

— peecTp cepTH(OUKATOB OTKPBITHIX KIIOUEH 31IEKTPOHHOM MOIHICH;

— peecTp U3rOTOBJIECHHBIX CIIMCKOB OTO3BAHHBIX CEPTU(PUKATOB;

— peecTp OTO3BaHHBIX (AHHYJIHPOBAHHBIX) CEPTH(UKATOB OTKPHITOrO KJIIOYa OSJICKTPOHHOM
MIO/TIHCH.

Cepmucpuxam omxpeimozo Kiaioua 3aekmponnon noonucu (Cepmughuxkam) — 3IEKTPOHHBIN
JOKYMEHT, COAEP>KAallUi OTKPBITHIM KJIHOY, MOANUCAHHBIA 3JEKTPOHHON MOANKCHIO Y AOCTOBEPSIOLIETO
Lentpa u monTBEpKIAOIIMI NPUHAICKHOCTE OTKPBITOrO KJIIOYa BIAJENbIly CepTH(UKaTa OTKPHITOTO
KITI04a 3JICKTPOHHOW MOATMMCH, a TAKXKE MO3BOJISIONINNA UACHTH(OUIIUPOBATH TAHHOTO BIIaJIENIbIA.

Cekpemnoe cnoeo — xomOuHanus OykB, Lu}p, CUMBOJIOB B KOJMYECTBE HE MEHEE LIECTH,
crerepupoBanHas [lomszoBatenem Y1l mpu dhopmupoBanum 3ampoca Ha cozganue CepTudHuKaTa OTKPHITOTO
KJIFOYa JIEKTPOHHOM MOJAMKCH.

Cneyuansuotit. Cepmughukam omKpvimozo Kawua 31eKmpoHHoil noonucu (CneyuanvHblil
Cepmugpuxam) — CepTuduKaT OTKPHITOTO KIFOYA DJIEKTPOHHOW MOMIUCH CIIENHATBHOTO Ha3HAYEHUS,
KOTOpbIM BblAaeTca YgaoctoBepstomuMm Llentpom Ilonb3oBarento mjisi MNOATBEPKIACHUS MOAJIMHHOCTH
ANIEKTPOHHOM moanucu W uaeHTHukauuu Brnagenbua CeprudukaTa OTKPHITOTO KIIOYa 3JIEKTPOHHOM
MOJIKCH, Y KOTOPOTO €CTh NOJTHOMOYHS AJIs IIOAIIMCAHUS 3alIPOCOB B JIEKTPOHHOH (popMe, HanpaBiIsIeMbIX B
C3A0 «MHTennecTpkoM» Ui TONy4YeHHS WHQPOPMALUK, COCTaBIIIOUICH TaiHYy 9JEKTPOCBS3H B
COOTBETCTBUM C JEUCTBYIOIIMM 3akoHojarenbcTBoM [IMP. Bcee ycnmoBus, ykazanHeie B Periamenrte B
otHomeHnu Ceptudukara, pacupoctpansiorcs Ha CriennanbHbeiii Ceptudukar B 4acT He MPOTUBOpEUAIIEi
cytu Crnenunansaoro Ceptudukara.

Cnucok omo3eéannvix (aunynupogannwvix) cepmugpuxamog (COC) — >IEKTPOHHBIH IJOKYMEHT C
AJNIEKTPOHHOH MOIHICHIO YIIOJIHOMOYEHHOTO JiHIa Y jocToBepstomiero LlenTpa, BKIroyaromuii B ce0s CIICOK
CEpUHHBIX HOMEPOB cepTH(UKATOB, KOTOPHIC Ha OMPEACICHHBIH MOMEHT BPEMEHH OBbUIM OTO3BaHBI HIIU
JEHCTBHE KOTOPBIX OBbLIO MMPUOCTAHOBJICHO.

Cpeocmea 31eKmpoHHOI noOnucU — NPOTPaMMHBIE U (WIIN) TEXHUYECKHE CPECTBA, HCIIOIb3yeMbIe
JUISL pealu3aiuyi XOTs Obl OJHOW M3 CIICAYIOUMX (DYHKIMH: CO3AaHME SJICKTPOHHOM IOJIUCH, MPOBEpPKa
TIOJTMHHOCTH JIEKTPOHHON MOIMUCH, CO3JaHIE 3aKPBITOTO U OTKPBITOTO KIIFOUEH 3JIEKTPOHHOHN TOJIITHCH.

Cmoponuwt Peznamenma — Komnanus u [lonb3oBatens Y noctoBepsouero nenrpa Komnanuu.

Tapugper — BHyTpeHHUMI nokyMeHT KoMITaHWW, yCTaHABIMBAOIIAKA pa3Mep BO3HATPAKICHHS 32
okaszbiBaeMble yciryru [lons3oBarensm YII.

Token — yctpoiictBo B Buae USB-¢umemr-HakonuTesnst ¢ 3alIMIICHHONW MapojieM KapToil HaMsaTH,
SIBIISIIONEECS. HOCHTENIEM KIIOUeH, Ha KOTOPOM XpaHWTCS HeoOXoawmas WHGOpMAaIus s CO3JaHUS
3JIEKTPOHHOM MOITUCH.

Yoocmosepaowuii Illenmp Komnanuu (Yoocmoseparowuii Ilenmp, YI[) — byHKIIMOHAIBHOE
nozpaszeneHiue KoMmaHuu, BEIMOTHSIONIEE CIEAYIONINEe OCHOBHBIE (DYHKITUH:

— W3TOTaBJIMBACT CEPTUPHUKATHI OTKPBITHIX KIFOYEH AIIEKTPOHHOM MOIITUCH;

— ¢ NUCBMEHHOIO COIJIacHs Biajieliblla cepTH(HKATa OTKPBHITOrO KItoYa 3JCKTPOHHOH IMOAMKUCH
CO3/1aeT KIIIOYU JJIEKTPOHHBIX TOANHCEH C OOECIeUeHHEM TEXHWYECKOW HEBO3MOXKHOCTH KOIHPOBAHUS
3aKPBITOTO KJIF0Ya 3JIEKTPOHHOU MOATHCH;

— aHHYJIUPYET CEPTU(PHUKATHI OTKPBITHIX KIFOUYEH JICKTPOHHOM MOJIITUCH;

— BemeT peectp Y moctopepsrorniero LlenaTpa, obecrednBaeT ero akTyallbHOCTh;

— TIPOBEpsIET YHUKAIBHOCTD KIIIOUEH AIEKTPOHHOM MOIUCH;

— BBIACT CEePTUGUKATHI OTKPHITHIX KIIOYCH 3JEKTPOHHONW TOMNMUCH ¢ WHboOpMammen 00 wux
JICHCTBHM;

— OCYUIECTBIISIET MOATBEPKICHUE OJTMHHOCTU IEKTPOHHOM MOJIUCH B 3JIEKTPOHHOM TOKYMEHTE;

— OCYIIECTBIISACT UHBIC PYHKIUH, MPETYCMOTPECHHBIC JCHCTBYIONIMM 3aKOHOAAaTeIbCTBOM [IMP.

Ynonnomouennoe nuuo Yoocmosepsarwwezo Ilenmpa (Onepamop YI]) — padotHuk Komnanwuu,
JIEHCTBYIOUINI B COOTBETCTBUU C BHYTPEHHUMU JokyMeHTamu Komnanuu ot umenu Y1I.





Dnexmponnslii 0oKymenm — vHbOpMaIs, IpeACTaBICHHAS B JIIEKTPOHHOI (hopMe, TIpUrogHast s
nepenayn 1Mo WHGOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIM CETSAM WU 00paboTKM B HMH(OPMAIMOHHBIX
CUCTEMaX.

Inekmponunan noonucev (I11) — nadopmarys B SIEKTPOHHON dopMe, KOTOpasi MPUCOSANHEHA TN
WHBIM 00pa3oM cBsi3aHa C ApPYrod HHpOpManueil B 3JIEKTPOHHOW (QopMe M KOTOpas HCHONb3YyeTcs s
OTIPEICTICHHS JIUIIA, TIOIITHCHIBAIOIIETO WH(OPMAITHIO.

Public Key Cryptography Standards (PKCS) — crammaptsl kpunTorpa@uu ¢ OTKPBITBIM KITFOYOM,
paspabotanneie kommanueld RSA Security. YmocroBepsitomuii LleHTp OCYIIECTBISIIOT CBOIO pPabOTy B
COOTBETCTBHH CO cienyronmmu ctanaaptamu PKCS:

PKCS#7 — crammapt, ompeaensionmii (opMaT M CHHTAKCHUC KPUOTOrpa(UYECKHX COOOIICHHIA.
VY 1oCTOBEpSIONIHIA IIEHTP UCOb3yeT onucanubiii B PKCS#7 tun manusix PKCS#7 signed — moanucanubie
JaHHBIC. DJIEKTPOHHBIN JOKYMEHT, 0(OPMIICHHBIN ¢ cobmoacHueM TpeboBanmii PKCS#7 signed, sBisercs
AIEKTPOHHBIM JIOKYMEHTOM, COJEPKAIINM 3JIEKTPOHHYIO MOIHCE;

PKCS#10 — crangapt, onpeAesromui GopMar ¥ CHHTAKCUC 3ampoca Ha cepTH(HKAT OTKPHITOrO
KJIF0Ya 3JICKTPOHHOW TOJMKMCU. ODJICKTPOHHBIN JOKYMEHT, O(QOPMIICHHBIH C COOJIIOJIEHUEM TpeOOBaHMIA
PKCS#10, conepxkutr wunbopMmanmioo o cepTHGUIUPYEMOM KIIIOUY€ MPOBEPKH OSJICKTPOHHOW MOJIIHCH,
HCTIONIb3YeMOM KPUNTOTpaduIeckoM CPEICTBE W JaHHBIE, HEOOXOMUMBIC I WACHTU(UKANN BIIaJeiblla
CepTU(UITUPYEMOTO OTKPBITOTO KITF0YA 3JIEKTPOHHOMN TTOIIHCH.

Internet Assigned Numbers Authority (IANA, accoyuayua IANA) — MexyHapoaHAasl OpraHU3aIus,
KOOPJMHHPYIOMIAsl BEIIETICHHE OOBEKTHBIX HIACHTH()HKATOPOB, TpPETHA3HAYEHHBIX IS WIACHTU(OUKAINAN
TEJIEKOMMYHHKAIIHOHHBIX 0OBEKTOB.

XAdES — XML Advanced Electronic Signatures (XAdES). Habop dopmaToB ycoBepuieHCTBOBAHHOM
moanucu  jokymeHToB XML. Cneundukanus pasmellieHa B JJICKTPOHHOM (opme 1o  aapecy
http://uri.etsi.org/01903/v1.3.2/ts_101903v010302p.pdf

2. OBILIME NOJOXEHHUSA

2.1. IIpenmert PersiamenTta

2.1.1. Hacrosmuit Permament VYnmocroBepsromiero llentpa Kommanum (manee - PermameHT)
OTIpe/ieNIsieT yCIOBHS TPEJOCTaBICHHUS U IpaBHJa I0JIb30BAHUS yciyramu YgocroBepsromiero LleHTpa,
BKJIFOYasi TIpaBa, OO0S3aHHOCTH, OTBETCTBEHHOCTH YpaoctoBepsitomnero Llentpa wu  Ilomp3oBareneit
Ynocrosepsitoniero LleHTpa, dhopMaThl JaHHBIX, OCHOBHBIE OPTaHWU3AIMOHHO-TEXHHUYECKHUE MEPOTPHUATHS,
HaIpaBJieHHbIE Ha oOecrieueHre padoTel Y gocToBepstoriero LlenTpa.

2.1.2. Hacrosmmii Pernamenr siBnsiercst TOroBOpOM NPUCOEAWHEHHSI B COOTBETCTBHH CO CTaThel
445 T"'paxpanckoro xonekca [lpunaectposckoit MonnaBckoit Pecrrybnuku (nanee - [IMP).

2.2. HeilictBue Pernamenta

2.2.1. C MoMeHTa peructpauuu 3asBlIeHHUsS O NPHUCOCIUHEHWH K HACTOsIeMy Periamenty B
YaocroBepstolieM LEHTPE JIMIO, MMOJAaBIIee 3asBICHUE, CYMTASTCS MPUCOSAMHUBIIEMCS K Permamenry, u
sisgeTcst CTopoHoil PernamenTa.

2.2.2. Y[I0CTOBEpSIIOIMI IIGHTP BIIpaBe OTKa3aTh JOOOMY JHIy B NpUEME W PpErucTpanuu
3asBieHUs O MIPUCOEANHEHUH K Permamenty Y mocroBepstomiero nentpa KoMmmanuu B ciydae HapyIieHus /
HEHaJUIeKALIer0 UCIONHEHHUs: TpeOOBaHM Hacrosimero Pernamenrta, B TOM 4Hcie NpH OQOPMIICHUH H
nepeayn JOKyMEHTAIINH.

2.2.3. dakr mnpHcoenUHEHUs JHIA K PermameHTy SBISeTCS TIONHBIM TIPUHATHEM YCIOBHIMA
HacTodAuero Permamenta n Bcex €ro NMpWIOKEHUH B pelaklyu, ACHCTBYIOIIEH Ha MOMEHT pPErucTpalyiu
3asgBleHUs O NPUCOEIMHEHMM B peecTpe Ygaocrosepstomero llentpa. Jlumo, npucoeauHuBIIeecs K
PermamenTty, nprHUMaeT nanbHENINE N3MEHEHNS (JONOTHEHNS), BHOCHUMBIE B PerjamMenT, B COOTBETCTBHH C
YCIOBUSMM HacToswero Pernamenra.

2.2.4. llocne npucoeaunenus k Permamenty YII u Cropona, npucoeaunuBiascs Kk Permamenty,
BCTYTAIOT B COOTBETCTBYIOIINE JOTOBOPHBIE OTHOILICHHUS HAa HEONPEAEIEHHBINA CPOK.

2.2.5. Tlonoxenus Pernmamenrta VY1I, xacaromuecs yClIoBU W TPOLEAYp H3TOTOBJICHHS, BBIJIAUH,
3aMeHBbl, OT3bIBa, KOMIPOMETALMH, AHHYJUPOBAHUS CEPTU(PHUKATOB OTKPBITBHIX KIIOYEH 3JIEKTPOHHOMN
MOJIITKCH, SIBIISIIOTCS  OOJiee TPHOPUTETHBIMH 110 OTHOIICHWIO K AHAJOTHYHBIM IOJIOKCHUSM HMHBIX
JOKYMEHTOB, PETJIAMEHTHPYIOIINX B3aNMOOTHOIIIEHUS 1 CTOPOHBI, IPHUCOEeTUHHUBIIEHCS K PermamMenTy.

2.2.6. Hacrosmuii Pernmament omyOiukoBaH B 3JeKTpoHHOW dopme Ha caiite YII, mo aapecy —
http://ca.idc.md/documents.

2.2.7. BHecenune wu3McHeHMI (momonHeHuH) B PeriameHt, BKIIOYas MPHIOKEHHS K HEMY,
npousBoauTcs Y1 B oqHOCTOpOHHEM MOPSJIKE.




http://uri.etsi.org/01903/v1.3.2/ts_101903v010302p.pdf

http://ca.idc.md/documents



2.2.8. VYBemomiicHHE O BHECECHHMM M3MCHCHHUN WM JOMOJHEHUH B PeriiaMeHT W yTOYHEHHAs
penakuusi PermamenTta myOnmuKyroTcs B ONEKTpoHHOW ¢opme Ha caite VYL, mo agpecy -
http://ca.idc.md/documents.

2.2.9. Bce usmenenus (gomoiaHeHus ), BHocuMbie Y1 B PernaMeHT 1o cOOCTBEHHON MHHUILIMATHBE,
HE CBS3aHHBIE C H3MEHEHHEM [EHCTBYIOUIETO 3aKOHOJATENIbCTBA BCTYMAIOT B CHIIYy M CTaHOBATCA
00s13aTeNbHBIME 1O UcTedeHnH 10 paboumnx qHEH naTel MyOIMKauy HOBOW penakuuu PerinamenTa Ha caiite
V11, mo aapecy — http://ca.idc.md/documents.

2.2.10. Bce wu3meHeHus (nomoiHeHUs), BHocuMble YI[ B PermamenT B cBA3M ¢ H3MEHEHHEM
JEHCTBYIONIET0 3aKOHOJATENbCTBA BCTYNMAIOT B CHUIY OAHOBPEMEHHO C BCTYIUIEHHEM B CHUJIY H3MEHEHHH
(momosHeHNH) B COOTBETCTBYIOIMX HOPMATUBHBIX aKTaXx.

2.2.11. JIroOble n3MeHEHHs W JONOJHEHHA B Periamente ¢ MOMEHTa BCTYIUICHHS B CHIIy PaBHO
pachpoCTpaHsIOTCs Ha BCEX JIHI, IPUCOEIUHUBIIMXCS K PermameHnty, B TOM uuclie NPUCOESTUHUBIIUXCA K
PermamenTy paHnee maTel BCTYIDICHUS W3MEHEHUH (JOTTOTHEHHT) B CHITY.

3. MMPABA U OBA3AHHOCTHU CTOPOH

3.1. IIpaBa YaocroBepsionero LlenTpa
VY nocroepsitomuit LleHTp umeeT mpaso:

3.1.1. AmnnHynupoBaTh cepTU(HUKAT OTKPHITOTO KIIOYa 3JIEKTpOHHOH mnoamuck Ilomb3oBaTens
VYnocrosepsitomero LleHTpa B ciydae yCTaHOBICHHOro (pakTa KOMIIPOMETALMHM COOTBETCTBYIOLIETO KJIIOYa
3JIEKTPOHHOM MHOINKCH, C YBEIOMJICHHEM BIIAfeJblla aHHYJIMPOBAHHOIO CepTU(HKATA OTKPHITOrO KIr0ua
3JIEKTPOHHOM MOIIHUCH.

3.1.2. Ortkazarb B H3TOTOBICHHH CEPTU(PHUKATA OTKPHITOTO KIIOYa 3JICKTPOHHON TOIMHUCH
[lonw3oBarens B ciyyae, ecnu uis GOPMUPOBAHUS 3a1Ipoca Ha CEPTU(UKAT OTKPBITOIO KIIF0Ya 3JIEKTPOHHOM
HOAIMCH UCIIOJIB3YETCS CPEACTBO JIEKTPOHHOM MTOANNCH, HE SBIAIOLIEECs cpeacTsoM Y11,

3.1.3. Tlonp3oBaThCcsi MHBIMH MpaBaMHu, MPEAYCMOTPEHHBIMH JIEHCTBYIOIIUM 3aKOHOAATEIECTBOM
IIMP u Hactosimum PernmaMeHTOM.

3.2. IIpaBa Ilonb3oBaTeast Yaocropepsiomero [lenTpa

[Tonwp3zoBatens YL umeet npaso:

3.2.1. Tlomyunth cepTH(]UKAT OTKPBHITOrO KJIOYa OHJIEKTpOHHOM mnoxanucu YI[ B mopsake,
MPEeSYCMOTPEHHOM HacTOSIIUM PernamenTom.

3.2.2. Tlony4uTh CTUCOK aHHYJIUPOBAHHBIX (OTO3BAHHBIX) CEPTHU(PHUKATOB, U3rOTOBICHHBIN Y11,

3.2.3. Ilpumensars cepTuduKaT OTKPBHITOrO KIIOYa JJIEKTpOHHOW mnoamucu YL mis mposepku
35IeKTpoHHOM moanucu YL B ceprudukarax, n3rotosieHHbx Y11,

3.2.4. TlpuMeHATH cepTHUPHKAT OTKPBITOIO KIfOYa AIeKTpoHHOM moanucu [loms3zoBarens Y1 s
MPOBEPKHU DIICKTPOHHOU MOATKCH IEKTPOHHBIX JOKYMEHTOB B COOTBETCTBUH CO CBEACHUSIMHU, YKa3aHHBIMU B
cepTH]UKaTE OTKPHITOrO KI0Ya 3JIEKTPOHHOMN IMOAHUCH.

3.2.5. IlpuMeHATh CIMCOK aHHYJIMPOBAHHBIX (OTO3BAHHBIX) CEPTHU(PHKATOB, W3rOTOBICHHBIA YII,
JUIsI IPOBEPKU CTaTyca CepTH(PUKATOB OTKPBITHIX KIFOUEH JIEKTPOHHOHN MOIIMTHUCH.

3.2.6. OO6parutecs B YL[ 3a mnoarBepkA€HWEM NOMJUHHOCTH 3JIEKTPOHHBIX IOANUCEH B
3JIEKTPOHHBIX TOKYMEHTaX.

3.2.7. Oo0parutbes B Y1 3a moaTBepkaeHHEM IOUIMHHOCTH 3JIEKTPOHHBIX momanucer YII[ B
W3TOTOBJICHHBIX UM CePTU(UKATAX OTKPHITHIX KIFOUYECH TIEKTPOHHOW TIOATHUCH.

3.2.8. CdopmupoBars KIIOY 3JIEKTPOHHOH TMOANMCH MECT€ CBOETO HaxOXKIEHHS (MEcTo
HaXOXXICHUSI TEPCOHATBHOTO KOMIBIOTEpPa WJIM HMHOTO YCTPOHCTBAa) C HCIHOJIB30BAaHHUEM CpPEACTBA
3JIEKTPOHHOM MOJIUCH, TTpeAgocTaBieHHoro Y1I.

3.29. [Jlna XpaHEHHS 3aKpBITOIO KIOYa O3JEKTPOHHOW MOAMHCH HCIOJB30BaTh T OKEH,
NPE/IOCTABICHHBIN Y IOCTOBEPSIOMIMM LEHTPOM, JIMOO WHOM HOCUTENb (CPEeICTBO KPHITOTrpadUuecKoit
3aIIUThl HHPOPMAIIUH).

3.2.10. Bocmonb3oBathes npenoctaBisieMbiMu Y 1 iporpaMMHBIME cpeicTBaMu JijTsi POPMUPOBAHUS
3ampoca B YLl Ha co3maHue W BblIady cepTU(HUKaTa OTKPBITOrO KIIOYa JJIEKTPOHHOM MOINHCH B
AJIEKTPOHHOM BHUJIE.

3.2.11. Bocmonb30BaThCs MpeaocTaBisieMbIMU Y 1] mporpaMMHBIMU CPEACTBAMH, YTOOBI TIOJIYIHUTh U
YCTAaHOBUTH M3TOTOBIEHHBIN Y1l cepTudUKaT OTKPBITOrO KO4a 3JCKTPOHHOH MOIMHCH B 3JIEKTPOHHOM
Buze Ha TokeH, npegoctabneHubI Y1,

3.2.12. Ooparutbess B Y1l nmnsa anHyiaupoBaHus (OT3bIBa) cepTH(HKATa OTKPHITOrO KIIOYa
AJIEKTPOHHO MOJIICH B TEUEHUE CPOKA JCHCTBUS COOTBETCTBYIOLIETO KII0Ua 3JEKTPOHHOM MOAMHUCH.
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3.2.13. Oo0parutbes B Y1l 3a monydeHneM HOBOTO CepTH(HKATa OTKPHITOrO KIIOYa 3JICKTPOHHON
noanucu B TedeHue cpoka perictBus Ceprudukara (Ipu IJIaHOBOM CMeHE OTKpbIToro kimoda Ol
IMons3oBarens VII).

3.2.14. OOpatuThcs B Y AOCTOBEPSIONINHN IICHTp 32 Moiy4deHueM TOKeHa JIIsl XpaHeHHsT OTKPBITOTO U
3aKpBITOrO KIII0Ya U cepTH(PHKATa OTKPHITOTO KIFOUA.

3.3. Oos3anHocTH YaocToBepsitomero Llentpa

Y noctoBepstromumii LleHTp 00s13aH:

3.3.1. Hcnonp30BaTh 3aKpBITHIH KIHOY AJICKTPOHHOW moanmucu YI[ ToNbkO sl MOANUCH
U3JaBaeMbIX UM CEePTU(UKATOB OTKPBITHIX KIIOYeH 3eKTpoHHOH noamuck Ilomp3oBateneit Y1 u cnmckoB
aHHYJIUPOBAHHBIX CEPTU(DHUKATOB.

3.3.2. IlpuHaTh Mepbl MO 3alIUTe KIK0Ya 3JICKTPOHHOU moamucu Y1l oT HecaHKIMOHMPOBAHHOIO
JOCTyTIA.

3.3.3.  OpranuzoBarbs cBoro padoty mo GMT (Greenwich Mean Time) ¢ y4eToM 4acoBOro mosca
ropoaa Tupacnons. Y1l 00s3aH CHHXPOHU3UPOBATH 110 BPEMEHU BCE CBOU IPOTPAMMHBIE U TEXHUIECKHE
cpeacTBa obecneueHus ACITEILHOCTH.

3.3.4. Ob6ecneuntp peructpauuto Ilonp3oBateneit YL B COOTBETCTBUU C MOPSIAKOM PETHCTPAIUH,
M3JI0KEHHBIM B HacTosAmeM Pernamenre. Y1 06s13an obecrieunTs NPOBEPKY MICHTUYHOCTH JIHLA, KOTOPOMY
BBIIAeTCA CEPTU(RUKAT OTKPHITOro KJI0Ya U YHUKAIBHOCTh perucTpaunoHHol uHpopmaunu Ilons3oBareneit
VI, ucnonms3yeMoi Aisl WACHTH(DUKAIUKM BIAJeNbleB CEpTH(UKATOB OTKPHITBIX KIIOYEH 3JIEKTPOHHON
MOJIHCH.

3.3.5. HMsroroButh cepTU(UKAT OTKPHITOTO KIIOYA IEKTPOHHON MOIIICH 3apETUCTPUPOBAHHOTO
[onb3oBatenst B COOTBETCTBUH C TIOPSIKOM, OIIPE/ICTICHHBIM B HacTOsAIIeM Perinamenre.

3.3.6. OOecneunTh YHHKaIbHOCTH CEPUHHBIX HOMEPOB H3TOTABIMBAEMBIX CEPTUPHUKATOB
OTKPBITBIX KIItouel anekTpoHHoU noanucu Ilons3oBareneit Y1I.

3.3.7. OOGecneunTh YHHMKAJIbHOCTh 3HAYEHUH OTKPBHITHIX KIIOUEH 93JEKTPOHHOW TOANUCH B
W3TOTOBJICHHBIX CePTU(HUKATAX OTKPBITHIX KIFOUeH 31ekTpoHHol noanucu [lonp3oBareneit Y11,

3.3.8. AmHymmpoBaTh cepTH(UKAT OTKPHITOTO KIFOYa JJIEKTPOHHOW IOANHCH IO 3asBICHHUIO Ha
aHHYJIMPOBAHUE CEepTHU(HKATA OTKPBITOrO KIIOYa 3JIEKTPOHHOM MOANMCH, HE TO34Hee pabouero IHS,
CIIEYIOIIEro 3a PabodyuM JHEM, B TEUYCHHE KOTOPOro OBUIO MOJAHO 3asBJICHHUE, BHECTH CBEICHHUS 00
AHHYJMPOBAHHOM cepTHU(UKATE B CHHCOK aHHYJIMPOBAHHBIX CEPTU(PHUKATOB C yKa3aHHEM JaThl U BPEMEHU
3aHECEHUS ¥ IPUYMHBI aHHYJTUPOBAHUSI.

3.3.9. Bectu peectp Y nocrosepsitomiero Llenrpa.

3.3.10. Otkazarb B aHHYJIHPOBAaHHM CEPTHUPHUKATA OTKPHITOrO KII0Ya DSJICKTPOHHOW TOJIMUCH
[Tonb3oBatens Y1 B ciydae, eciy MCTEK YCTAHOBJICHHBIM CPOK NEUCTBHSI KIIOYA SJIEKTPOHHOM MOJIKUCH,
COOTBETCTBYIOILIETO 3TOMY CepTH(HKATY.

3.3.11. NudopmupoBarb B THUCEMEHHOH QopMe 3asBUTENEd 00 YCIOBUSX M O TOPSIKE
WCTIONB30BaHMs 3JIEKTPOHHBIX IOJNMCEH M CPEACTB BJICKTPOHHOW IOINHMCH, O PHCKAX, CBS3aHHBIX C
HCIOJIb30BaHUEM 3JIEKTPOHHBIX MOAMUCEN U CPENCTB AJIEKTPOHHOM MOAIMUCH, U O MEpax, HEOOXOAUMBIX AJIS
oOecriedeHus1 0€30MaCHOCTH AIEKTPOHHBIX MOJITUCEH U CPEACTB UX MPOBEPKH.

3.3.12. ObecneunBarh aKTyalbHOCTh MH()OpPMAIIMHU, COAEpKAIIeiica B peecTpe cepTU(UKATOB, U €€
3alIUTy OT HEMPaBOMEPHOTO JIOCTYIA, YHUUTOXKEHHUS, MOAU(DUKALIMN, OJIOKUPOBAHHS, MHBIX HENPAaBOMEPHBIX
JEHCTBUN B COOTBETCTBUHU C TpeOoBanHusMu 3akoHa [IMP «O06 31eKTpOHHOM JOKYMEHTE W DJICKTPOHHOU
TIOJIITHCID).

3.3.13. IlpenocraBnsaTe 0e3BO3ME3THO JTIOOOMY JHIy, IO €ro OOpalleHHWI0 B COOTBETCTBHU C
YCTAHOBJIEHHBIM MOPSIKOM JIOCTyNa K peecTpy cepTH(UKAaTOB MH(POPMALUIO, COAEPKAILYIOCS B peecTpe
cepTU(HKATOB, B TOM YKCIIe HHPOPMAITUIO 00 aHHYJIUPOBAHUHU CEPTUPHUKATA OTKPBITOTO KITFOYa.

3.3.14. Ilpu Bblmaue cepTH(HUKATOB OTKPHITHIX KIIOYEH NPOBEPSTH JIOCTOBEPHOCTH JAaHHBIX,
YKa3aHHBIX B 3asBJICHMM HA CEPTUQUKALMIO OTKPBITOIO KIIOYa, HAa OCHOBaHUH JIOKYMEHTOB,
MOJITBEPIKTAIOIINX YKa3aHHBIE IaHHEIC.

3.3.15. Buocuth mH(MOpMAIUIO B peecTp cepTH(PHUKATOB O BBIAABAEMOM CEPTH(HKATE OTKPHITOrO
KJII04a He M03/IHee yKa3aHHOW B HEM JIaThl Havyajia JeHCTBHsI TAaKOro cepTuduKara.

3.3.16. ObecneunBarh COOTBETCTBHE WH(POPMAIIMH, COJEpXKAIICHC B CEpTUPHUKATE OTKPHITOrO
KJII04a, UH(OpMaLuy, IPEJCTaBICHHOMN BlaieblieM cepTU(HUKaTa OTKPBITOIO KIIH0Ya;

3.3.17. VYBemomisaTh Biajenblia CepTHU(HKATA OTKPHITOrO KIOYa O CTABIIMX H3BECTHBIMH YL|
(akTax, yKa3plBalOIIMX HA HEBO3MOXKHOCThH NANBHEHIIET0 MCIONB30BaHMS 3aKPHITOTO KIIOYa, a Takke 00
aHHYJIUPOBAHUU cepPTU(UKATA OTKPBITOIO KIIIOYa.

3.3.18. HcnonusaTe MHBIE OO0SM3aHHOCTH, NPEAYCMOTPEHHbBIC NEHCTBYIOIIMM 3aKOHOAATEIHECTBOM
IIMP u nacTosmuM PeritameHToM.





3.4. Oosi3annoctu Ioan3oBartenst YaocroBepsitoniero llentpa

[onp3oBatens Y 10CcTOBEPSIOLIETO LIEHTPa 0053aH:

3.4.1. XpaHuTh B TailiHe 3aKpBITBIA KIIIOY 3JCKTPOHHOH MOAMKMCH, NMPUHHUMATh BCE BO3MOXKHBIC
MEpBI U1 IPEAOTBPAILEHHS €r0 IOTEPH, PACKPBITHS, UCKAKEHHUS U HECAHKIIMOHUPOBAHHOT'O HCIIOJIb30BAHUS,
o0ecreynBaTh HEOOXOAUMBIE YCIOBHS AJISl HCKIIIOUEHHSI JOCTYIa JPYToro JIMIA K CBOEMY 3aKpBITOMY KITIOUY.

3.4.2. He npuMeHSATh 3aKpBITHIA KJIIOY DJEKTPOHHOW moanucu, eciau [lomp3oBaTtento cTajio
W3BECTHO, YTO 3TOT KJIIOY MCIIOJIB30BAJICS paHee APYIMMHU JIMLAMH, UCIOJIb3YETCS WM BO3MOXHO Oyaer
WCTONB30BaTbCcd  JOPYTMMH JHLIaMH (MPH  UMEIOLUIMXCS OCHOBAaHUSX TMOJlaraTh, 4YTO HapylleHa
KOH(HUICHINATBHOCTh 3aKPBITOTO KII0YA).

3.4.3. IlpuMeHATH 3aKPBITHIA KIFOY HJIEKTPOHHOM MOIIHCH TOJIBKO B COOTBETCTBHH C OOJIACTAMH
NEeUCTBYUS, YKa3aHHBIMH B COOTBETCTBYIOIIEM JAHHOMY KIIIOYY 3JEKTPOHHOW MOANMCU cepTHduKaTe
OTKPBITOTO KJII0YA SJIEKTPOHHOM MOANKCH, €CIH TaKhe 00JIaCTH ACHCTBHS YCTAHOBIICHBI.

3.4.4. HesamennutenbHo TpeOOBaTh IPHOCTAHOBJICHMS JCHCTBHUS HIM OT3bIBA cepruduKara
OTKPBITOTO KJItOYA B CIIy4ae:

3.4.4.1. motepu 3aKpBITOTO KIIFOYA AIIEKTPOHHOM MOIHNCH;

3.4.4.2. Hanuuus OCHOBAaHUH TOJIaraTh, YTO HapyllieHa KOHQUICHIIMATLHOCTh 3aKPBITOrO KITH0Ya;

3.4.4.3. HECOOTBETCTBHA JACUCTBUTENFHOCTHA HH(POPMALINH, CONEPIKAIIecs B cepTH(HUKATe OTKPHITOTO
KJII0Ya,

3.4.4.4. ecru Bnaneneny CneumansHoro CepTudukara yTpaTHi 1O KaKUM-THOO TNPHYMHAM CBOW
MOJTHOMOYHMS Ha MOJMNMCAHKE 3alPOCOB B 3JIEKTPOHHOU (GopMe Il MOTy4eHUs] nHPOpPMaLuH,
COCTaBJISIFOIIEH TaliHy 3JEKTPOCBSI3M B COOTBETCTBHU C JACHCTBYIOIIMM 3aKOHOIATEIHCTBOM
[IMP.

3.4.5. He ucnonb3oBaTh 3aKpHITHIA KJIIOY 3JEKTPOHHOW IMOIIKCH, CBS3aHHBIA C CepTUHUKATOM
OTKPBITOTO KJII0Ya 3JIEKTPOHHOM IOAIMCH, 3asBJICHUE HAa AHHYJIMPOBAHUE M NPHOCTAHOBICHHE KOTOPOTO
nomano B YII, B TedueHHMe BpeMEeHH, HCYHCISIEMOT0O C MOMEHTa BPEMEHHM TIOAayM 3asBICHUS Ha
aHHyIupoBaHue ceprudukara B Y1 mo MOMEHT BpeMeHH oduuuansHOro yBemomieHnus [lomszoBarens o0
aHHYJIUPOBAHUH cepTU(UKATA.

3.4.6. VYBemomuaTh B TeueHue 24 (IBaAIATH YETHIPEX) YaCOB YIOCTOBEPSIOIINN IIEHTP O JIHOOBIX
W3MEHEHUSX CBEICHUM, COAEPKAIINXCS B cepTU(UKATE OTKPBITOTO KITIOYA.

3.4.7. He ucnonb30BaTh 3aKpbHITBIM KJIOY 3JEKTPOHHOM IMOJIKCH, CBS3aHHBIA C CepTUHHUKATOM
OTKPBITOTO KJI0Ya JIEKTPOHHOM MOJNMCH, KOTOPbIM aHHYJIMPOBAH.

3.4.8. PerynspHo, HO He pexe ogHOro pasa B 10 mHeli, mpocmarpuBare caidt YL, mo aapecy
http://ca.idc.md/documents Ha mpeamer u3MeHeHus PermaMenTa.

3.49. ExegHeBHO NpoCMAaTpUBaTh W3MEHEHHS B PEECTPEe aHHYJIUPOBAHHBIX (OTO3BAHHBIX)
CepTHU(HKATOB  OTKPHITOTO  KJO4a  DJIEKTPOHHOW  moamucu Ha  caiite YL, 1o  azapecy
https://ca.idc.md/certificates/revoked.

3.4.10. OnnauuBaTh BO3HArpaXACHHE 3a YCIYI'H, OKa3blBaeMble Y ocToBepsiomM LleHTpoMm, B
cooTBeTcTBUU ¢ Tapudamu.

3.4.11. VcnonHATh WHBIE OOSI3aHHOCTH, NPEIYCMOTPEHHBIC JEHCTBYIOIIUM 3aKOHOAATEIBCTBOM
TIMP u "Hactosium PernamenTom.

4. INPABUWJIA ITOJIB3OBAHUS YCIYTI'AMU YAOCTOBEPAIOIIEI'O HEHTPA

4.1. Peructpanus Iloab3oBaTteneii

Ilopanox peructpaunu Ilonms3oBaTteneit B YgocroBepsitomeMm LleHTpe H3M0KEH B HACTOSILEM
PernmaMenTe u npuiokeHHsAX K JaHHOMY PermamMeHTy, KOTOpbIE ONMCHIBAIOT INPOLELYPBI pPErucTpanyy
[onw3oBareneli, TeHepaluy KIIOYEH, YyIpaBlieHUS CEPTHQHUKATAME OTKPBITOTO KIF0Ya 3JIEKTPOHHOMN
MTO/ITIHCH.

4.2. T'eHepanus KJII04Yeii

Ilopsnok renepanuu knrodei anektpoHHoM noxanucu Ilonws3oBareneil Y pocrosepsitomero Llentpa
H3JIOKEH B TPUIOKEHUAX K JaHHOMY PerjmameHTy, KOTOpBIE OIMCBHIBAKOT IPOLEAYPbl PErMCTpaluu
[lonp3oBareneli, TreHepaUuH KIIOYEH, yNpaBlieHHs CEepTUPHUKATaMH OTKPBITOTO KJII0Ya 3JIEKTPOHHOU
HOJINCH.

4.3. U3roToBiIeHHE U NOTy4YeHHe cepTHHUKATA OTKPHITOr0 KJII04a 3JIeKTPOHHOM MOIHCH

[lopsimoK M3roTOBIEHUS W TMOMYYECHUS CEPTH(PHUKATOB OTKPHITOTO KIIOYa DIICKTPOHHOW MOIIHCH
[Tonp3oBatenet Y aoctosepstomiero LleHTpa u3nokeH B HacTosmeM PernamMenTe U NpuIIoKEHUAX K JaHHOMY
PermamenTy, KOTOpblE ONHUCHIBAIOT TMpoleAypbl perucTpanuu Ilons3oBaTeneil, TeHepaluu KIIoYeH,
yIpaBieHHus CepTH(PHUKATaAMH OTKPBITOTO KITI0Ya SNEKTPOHHOM MOIHCH.
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4.4, AHHyaupoBaHMe cepTH(HKATA OTKPBHITOr0 KJIKH04Ya 3J1eKTPOHHOIMH MOANUCH

4.4.1. VYpocroBepsitomuii LleHTp aHHymupyeT cepTHQHUKAT OTKPBITOTO KII0Ya BIEKTPOHHOU
noanucu Ilons3oBarens Ypocrosepsitomiero LleHTpa B cleAyOMUX ciydasx:

— mo 3asBnenuto [Tonws3oBatens Yapocrosepstomiero [lenTpa;

— IO UCTEYEHHH CPOKa €ro IeHCTBUS;

— TpU KOMIIPOMETAIMY KIII0Ya 3JIEKTPOHHOM MOJMUCH YIIOJIHOMOYEHHOT'O JHIA Y TOCTOBEPSAIOIIETO
Lentpa;

— Ipu 0OHapyKEHUH HEJOCTOBEPHOCTH CBEICHHI, YKa3aHHBIX B 3asBIICHUH HA CO3/IaHHE W BbLAAUYY
cepTU]HKaTa OTKPHITOTO KIF0Ya 3JIEKTPOHHOHN MOAMUCH WU B CEPTUPHKATE OTKPHITOTO KITI0Ya;

— B CBSI3U CO CMEPTHIO MIIM TIOTEPE JeecioCOOHOCTH BiIaeNblia cepTu(UKaTa OTKPHITOTO KITF04a, B
CBSI3M C JINKBUAALMEN FOPUINYECKOTO JIMLA, BEIAAHHOIO TAKOMY HOPUAUYECKOMY JIULLY;

— MO pEUIeHHI0 CyJa, BCTYNHUBIIEMY B 3aKOHHYIO CHUJIYy, B YacTHOCTH, €CJIM pELIEHHEM CyJa
YCTaHOBJIEHO, YTO CEPTU(HUKAT OTKPBITOTO KITF0UA COAECPIKUT HEAOCTOBEPHYIO HH(OPMAIIHIO;

— B HUHBIX CIIy4asiX, YCTAHOBJEHHBIX ACHCTBYIOIIMM 3aKoHoAareiabCcTBOM [IMP wim HacTosuum
PernmamenTtom.

4.4.2. B cinyuae KOMIIPOMETAIlMM KJIIOYa 3JICKTPOHHOH moanucu Y joctoBepstomiero llentpa
BpeMeHeM aHHynupoBaHus ceprudukata [lomp3oBarens YmoctoBepsiromero LleHTpa mpu3HaeTcs BpeMms
KOMITPOMETAIMH KJIF0Ya 3JIEKTPOHHON MoAmucH Y poctoBepsitomero LleHTpa, gukcupytomeecs B peectpe
VYnocrosepswouiero Lentpa. B ciiyyae koMmnpoMeTauuu Kiro4a 3JEKTPOHHOW MOJANKMCH Y IOCTOBEPAIOUIETO
LenTpa nadopmanms o ceprudukare [lomszoBatens Y poctosepstomiero LleHTpa B cricOoK aHHYTMPOBAHHBIX
cepTu(hUKaToOB HE 3aHOCHUTCHL.

4.43. AwnnynmupoBaHue cepTH(UKaTa OTKPHITOTO KJFOYa 3JCKTPOHHOW MOAIMUCH MO 3asBICHUIO
[Monbk3oBatens (or3biB Ceprudukara):

Jns ocymiecTBiIeHHS aHHYJIHPOBAaHUS CepTUPHUKATA OTKPHITOTO KIFOYa D3JIEKTPOHHOW ITOAIHCH
[lonw3oBarens momaeT 3asBicHHE Ha aHHYJIMPOBAaHHWE cepTH(UKaTa OTKPHITOTO KJIOYa 3JICKTPOHHON
MOJIMCH B Y IOCTOBEPSIONIUH IIEHTP, COCTABICHHOE 10 (JOpMe, YKa3aHHOW B IPUIOKEHHSIX K Pernamenry.

AHHynmUpoBaHHe cepTU(HUKAaTa OTKPBHITOTO KIFOYa J3JeKTpoHHOW moxnucu llomp3oBarens VI
ocymecTniserca Y1 Ha OCHOBaHMM 3asIBIICHUS:

- B OymaxHoii QopmMe B coorBercTBUM C [lpuinokeHneM K HacrosmieMmy Periamenry,
onybnukoBaHHbIM Ha caiite VI http://ca.idc.md/documents, moganunoro B Y1I. PaccMoTpenue 3asBieHus Ha
aHHyJIHpOBaHHE cepThu(drKaTa, ohOPMICHHOTO B OyMa)KHOM BHJIE, OCYIIECTBISETCS B TEUEHUE pab0vero THS;

- B DJIEKTPOHHOW (popMe, B MOpsiIIKe, IpeayCMOTpeHHOM B MHCTpyKIuu mo paboTe ¢ mporpammoi

«IDC:  VYmpaBnenue  kiIoyamMu»,  OmyOJMKOBaHHOH Ha  cadte YL, 1o  azapecy

http://ca.idc.md/documents ¢ wucnonbp30BaHUEM CEKpeTHOro cioBa, Kotopoe [loip3oBarens VYI1[

BBOJIWJI TIPY T€HEPAIINH 3alpoca Ha BbIauy JaHHOTO cepTU(UKaTa.

444, B cnyyae aHHynupoBaHUs cepTudukara mno 3asBieHuto [lomb3oBatens YI[ momken
odunmanbHo yBenoMuTh [lomb3oBaTens W Bcex JHI, 3aperducTpupoBaHHBIX B YL, 00 aHHymmpoBaHuu
ceprtudrkara He MO3JHEE OJHOrO pabodvero JHS C MOMEHTa IojaayM 3asBiieHUs B YI[ myrem pa3memieHus
COOTBETCTBYIOIIEH WH(opMalMu B peecTpe aHHYJIUPOBAHHBIX CEPTH(PHUKATOB OTKPHITOTO  KIFOYa
ANIEKTPOHHOI MOIHCH, OMyOJIMKOBaHHOM Ha caiite Y11, mo axpecy http://ca.idc.md/certificates .

4.45. Hudopmanus o pasMELICHWH CIIMCKA OTO3BAHHBIX CEPTHU(PHUKATOB 3aHOCHUTCS B W3JaHHBIC
VY nocrosepsitomium Lentpom ceprudukats! B pacimperne COC.

4.46. B cmyuae annyimpoBanus ceprudukara [lonp3oBatens Ynocrtosepstomiero LleHTpa mo
HCTEYEHNUHU CPOKa ero ACWCTBHS BpEeMEHEM aHHYIMpoBaHHA cepTudukata Ilonb3oBarenst Y 10cTOBEPSIOMIETO
LenTpa npusHaercs Bpems, xpansmeecs B mone “JleiictButenieH no” (notAfter) mons “Cpok neiicTBus
ceprudukara” (Validity) ceprudukara. B nannom ciydae uHpopMaims 00 aHHYIMPOBAHHOM CepTU(HKATE
[lonw3oBarens Y nocroBepsromero LleHTpa B CIMCOK aHHYJIMPOBAHHBIX (OTO3BAaHHBIX) CEPTU(PHUKATOB HE
3aHOCHUTCS.

4.5. IlpuocTaHoB/IeHHUE IeCTBUSA CePTHU(PUKATA OTKPHITOr0 KJI0YA JIEKTPOHHOMN NMOANNCH

45.1. Jlng OCYIIECTBICHHUS TPUOCTAHOBICHUS JCHCTBUS CcepTH(]HKATa OTKPHITOTO KITFOYa
3JIEKTPOHHOM MOJNMCH MOJB30BaTENb MOAAeT 3asiBieHue B YL[ B OymakHOH miM 3JeKTpoHHOU (opme Ha
MIPUOCTAHOBJICHUE JICHCTBUS cepTU(UKATA.

45.2. bymaxHas ¢opMma 3asgBICHUS HAa IPHOCTAHOBIICHHE CepTH(PHKATa OTKPHITOrO KIIKOYa
3JIEKTPOHHOM MOANNCH NPUBEACHA B IPUIIOKEHUH K HacToseMy PermameHry.

4.5.3. 3asBneHHe Ha NMPHOCTAHOBJICHUE NEHCTBUS cepTH(UKATa OTKPHITOTO KIOYa JIEKTPOHHOU
MIOATIMCH B DJIEKTPOHHON dopme dopmupyeTcs u momaeTcs B Y1l ¢ HCIoOmb30BaHHEM MPOTPAMMHOTO
obecriedenusi monb3oBaTens YL B kadecTBe NOANMMCHIBAEMBIX HAaHHBIX HCIOJB3YETCsl 3alpoc Ha
MPUOCTAHOBJICHUE NEHCTBUS cepTU(UKaTa, a SJICKTPOHHAsl MOAMUCH OCYILECTBISETCS Ha JeHCTBYIOLIEM
KJIFOY€ AJIEKTPOHHOM MOJANUCH MOJIb30BATEIS.
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4.5.4. ]leiictBue cepTudrkaTa MPUOCTAHABINBACTCS Ha NCUUCIISIEMBIA B KAJICHIAPHBIX THAX CPOK.

455, MuHHMMaIBHBINA CPOK IPUOCTAHOBICHUS JeHCTBUS cepTuduKaTa coctapiser 10 THe.

45.6. Ilomaua 3asBIeHHsS Ha IPUOCTAHOBIICHHE JAeWcTBUA ceprudukara, O(GOPMICHHOIO B
OymakHOM BHIE, B Y1 1 €ro paccMOTpeHHEe OCYLIECTBISIETCS B TeUEHHE Pab0overo AHs.

45.7. OOpaboTka 3asBICHUS Ha MPUOCTAHOBJICHUE MACUCTBHA cCepTH(UKATA W OMOBEIICHHE
MOJIb30BATENIsl O MPUOCTAHOBICHUH ACUCTBHA cepTU(UKaTa JOJDKHBI OBITH OCYIIECTBICHBI HE IO3/HEE
pabodero JHs, CIEIYIOMIEro 32 paboYuM THEM, B TE€YEHHE KOTOPOTo OBLITO 1mogaHo 3asBiieHue B Y1,

45.8. BpemeHeM MNpPHOCTAHOBJIECHUS ICHCTBUS CEpTH(HKATA OTKPHITOTO KIIOYa SIIEKTPOHHOM
MOJNKMCH TPU3HAETCSl BpeMs O(UIMATBFHOTO YBEIOMIICHHS TOJNB30BaTeNsl O MPHOCTAHOBICHUU NCHCTBUS
JAaHHOTO cepThu(dHKaTa.

45.9. BpemeHneM moONKMCAHUS DICKTPOHHOTO JIOKYMEHTa, HA OCHOBaHHH KOTOPOTO OBLIO
MPOBENCHO TNPUOCTAHOBICHHE JCWUCTBHUSI CEpTU(QHKATa OTKPBHITOrO KIOYa JIIEKTPOHHOM MOIANHCH
II0JIb30BATEIIS, CYUTACTCSA BPEMS BHECEHHS JOKyMEHTa B peecTp YLI.

45.10. B ciydae ecnu B TeUEHHE CpPOKa MPUOCTAHOBIICHHS JCHCTBHUS CEpTU(PUKATA OTKPHITOTO
KII0Ya 3JIEKTPOHHOM MOANMCH mosb3oBarens B Y[ He mocrymaeT 3asBieHHe OT monb3oBaTens YI[ o
BO300HOBJICHUH JIEHCTBUS cepTUdHKaTa, cepTudUKaT aHHyIupyercs (or3biBaercs) YL1I.

4.6. Bo3oOHoBIIeHHE TeiCTBUSA cePTH(UKATA OTKPHITOr0 KJII0YA JIEKTPOHHOI MOANNCH

4.6.1. Jlna ocymiecTBieHNUs BO30OHOBICHUS NEHCTBUS cepTU(HUKATa OTKPBITOrO  KIIOYa
AIIEKTPOHHOM MOJNKCHU TMOJb30BaTeNb MojaeT 3asBieHue B YL B OymaxxHON wnn 37eKTpoHHOH (opme Ha
BO300OHOBIJICHUE IEUCTBUS CEPTUPHUKATA.

4.6.2. bymaxnas ¢Qopma 3asgBICHHS Ha BO30OHOBJIECHHE CcepTH(HKATa OTKPHITOTO KIFOYa
3JIEKTPOHHOM NOANUCHU IIpuBeeHa B [Ipuioxkennu k Hacrosiemy Pernamenry.

4.6.3. 3asBieHue Ha BO300OHOBJICHHE JCHCTBUS CEpTU(PHUKATA OTKPHITOrO KIFOYA 3JICKTPOHHOU
MOJNKMCH B JJIEKTPOHHOM ¢opme Qopmupyercs u momaercs B YI[ ¢ wucmonp3oBaHHEM HPOTrPaMMHOIO
obecriedeHusi monb3oBatenss YL B kadecTBe TOANMMCHIBAEMBIX JaHHBIX HCIOJB3YETCsl 3ampoc Ha
MPUOCTAHOBJICHUE NEHCTBUS cepTH(UKaTa, a SJCKTPOHHAs TMOAMUCH OCYILECTBISIETCS Ha JEHCTBYIOIEM
KJTI04€ 3JICKTPOHHON MOAMMUCH MOJIB30BATEIIS.

4.6.4. llopaua 3asBieHHs HA BO30OHOBJIEHUE AeHCcTBHA ceprudukara B Y[ u ero paccMorpenue
OCYIIECTBISIETCA TOJIBKO B TE€YCHHE PAOOYETo JIHS.

4.6.5. OOpaboTka 3asBiIeHHS Ha BO300OHOBIIEHHE JEWUCTBHS cepTU(UKATa U ONOBELICHHE
MOJIb30BATEJISI O BO3OOHOBJICHUH ACHCTBHS CEPTU(HKATA TOJDKHBI OBITh OCYILIECTBIICHBI HE ITO37jHEE pabouero
JTHSL, CIIS/IYIOIIETO 32 Pad0YHM JIHEM, B TEUEHHE KOTOPOTo OBIJIO To1aHo 3asiBieHue B Y11,

4.6.6. BpemeneM BO300HOBJICHUsSI JCHCTBHA cepTU(QUKATA OTKPHITOrO KIOYa BIIEKTPOHHOM
MOJNKMCH TPU3HAETCS BpeMs O(HIMAIBHOIO YBEAOMJICHHS II0JIb30BATENsI O BO30OHOBICHHU JCHCTBHS
JAHHOTO cepTUdHKaTa.

4.6.7. BpemeHeM moOANHMCAHUS DIEKTPOHHOTO JIOKyMEHTa, HA OCHOBaHHHM KOTOPOTO OBLIO
MIPOBEICHO BO30OHOBIICHHE NEHCTBUS cepTU(HKATa OTKPHITOrO KJI0Ya IMPOBEPKU 3JIEKTPOHHON IMOJIIHCH
M0JIb30BATENIS, CYUTACTCS BPEMS BHECEHHS JOKyMEHTa B peecTp YLI.

4.6.8. BozoOHOBIeHHE mAelcTBHS cepTU(UKATa OTKPHITOTO KIIOYa DIIEKTPOHHOW IOJITHCH
BO3MOXHO TOJIBKO B TEUEHHE CPOKa, Ha KOTOPBIK ObIO IPUOCTAHOBJIEHO ACHCTBHE cepTH(UKATA.

4.7. Onaara

4.7.1. VIl ocymuiecTBIseT CBOIO JESITENFHOCTh Ha IJIATHOM OCHOBE.

4.7.2. Pacuer mexnay IlomszoBateniem YI[ m VII npousBomutcs mo Tapudam, yKa3aHHBIM Ha
opunmansHoM caiite Y1 Ha neHb BbicTaBieHus cuera. Omuara ocyuiecTBiIseTcsl B Oe3HAINYHOM HOPSIIKE C
HCTIOJNb30BaHUEM IIJIATEKHBIX MOPYYCHUH WIM HHBIM CIIOCOOOM, MPEAYCMOTPEHHBIM 3aKOHOIATEHCTBOM
I[IMP, B pyOnsix [IMP wiam B WHOCTpaHHOH BallOTE B COOTBETCTBHM C TapudaMmu, yKa3aHHBIMH Ha
odunmanbHOM caiite Y1 Ha JeHb BHICTaBIEHUS CUETA.

4.7.3. CrouMoCTh, CPOKH U MOPSIOK PAcUYeTOB 3a OKazaHHbIE yciyrd Y[ Moryt peryiampoBaThbCs
OTAEJbHBIM corjamenueMm mexay Y1 u nenocpencrsenno Ilonb3oBarenem Y1,

4.74. B ciydac BBIIOJIHCHHWS BHEIJIAHOBOW CMEHBI KIIOUEH YIIOJHOMOYEHHOTO Jmma YIJ
(cormacHo mponenype, ompenesneHHoil Permamentom) VYII BBIMONHSET M3rOTOBIEHHE CEPTH(PUKATOB
OTKPBITHIX KIFOUeH 3ekTpoHHO# moanucu [lonb3oBatenei Y1 6e3B03Me3HO.

4.7.5. TlpenocraBiacHHe y4acTHHKaM HH(MOPMAIMOHHBIX CHCTEM KOMHMU CEPTH(PHKATOB OTKPBITHIX
Kimouell snexktpoHHoM moxamuck  Ilomp3oBateneit YII, Haxomsmuxcss B PeecTpe HM3rOTOBIEHHBIX
cepTudUKaTOB, a Takke HHGopMaKu 00 ux neicTBruM B BuJe CHICKOB OTO3BaHHBIX CEPTU(PHUKATOB B hopme
JIEKTPOHHBIX TOKYMEHTOB OCYILECTBIIIETCS OE3BO3ME3HO.

4.8. TokeHbl

4.8.1. ns co3maHusi, OTKPHITOTO U 3aKPBITOrO Kitouel, cozmanus DI, a Takke coBepIIeHHs] HHBIX
JeicTBui B paMkax Bo3MoxHocTeld TokeHa ITonb3oBarens YII ucnonb3yet TokeH.
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4.8.2. YnpocroBepsromiuii meHTp BbigaeT TokeH IToas3oBateno YII mo ero 3ampocy. B paGore ¢
Toxenom Ilomb3oBatens YI[ o0s3yercs pykoBoacTBoBaThesi MHcTpykiumed mo pabore ¢ Toxenamu,
omybnukoBanHO# Ha caiite Y11, o aapecy http://ca.idc.md/documents.

4.8.3. VIl nepenaer Token [lonms3oBaremo Y1 mo akty npuema-niepenaun. [Ipu npueme Tokena
[onw3oBarens 00s13aH ocMoTpeTs TOKEH Ha MpeaMeT BISIBICHHUS BUAUMBIX MPU3HAKOB IMOBPEKICHUN, U TIPH
HX HAJIMYUU COOOIHNTH B YL

4.8.4. Tlonw3oBarenb 00s3aH XpaHUTh TOKEH B MecTe, HEIOCTYIMHOM JIJIsl TPEThUX JIHII,
o0ecreynBaTh HEOOXOIUMBIE YCIIOBHS AJISl HCKIIIOUEHHS AOCTyNa K TOKeHY TPEThUX JIHII.

4.8.5. 3ampemeno nepenaBatb TOKeH TPETHUM JHIAM, a Takke cooOmaTh TpeTbuM nunam [THH-
KOJ Jmoctyma K 3akpeitoMy kimrody Oll. B cimywae ecnu Token wmu ITMH-kox cTaHyT MOCTYIHBI TPeTbHM
munamM, llomp3oBarens VY1 o0s3am oOpatuthes B Y1 c 3asBrneHHMeM Ha aHHYJIMPOBAHHWE CepTH(HUKATA
OTKPBITOTO KJIF0Ya AJIEKTPOHHON MOJMUCH B MOPAJKE, ONpeaeneHHoM B PernamenTe.

VI o6s13aH 0e3BO3ME3THO 3aMEHHUTH MOBPEKIACHHBIM TOKEH Ha aHAJIOTHYHBIN KadeCTBEHHBIHN
TokeH, ecnu Bo BpeMs HoAnucanus AKTa npuema-nepenadn OyayT oOHapy eHbl oBpexaeHus TokeHas

4.8.6. B ciyuae ecnu [lonp3oBarenb He OCYLIECTBUI BCE HEOOXOAUMBIC ACUCTBHS AJIS TOTYUICHUS
Cepruduxara B TeueHue 2 (IByX) MeCSIEB CO AHS MOANMUCaHUS AKTa nmpuema-repenaadn TokeHa 0o mocie
oImIaThl yCcIyT Y AOCTOBepsromiero IeHTpa, YLl He okaspiBaer ycmyru mo m3roToBieHnio Ceprudukara
OTKPBITOTO KJII0Ya 3JIEKTPOHHOM MOANHUCH, CHOPMHUPOBAHHOH C HCIIONB30BaHHEM Takoro TokeHa nubo c
WCIIONIb30BaHUEM JaHHBIX, MpenoctaBieHHbIX YL mpu peructparuu [lonb3oBarens (JIOTMH W Mapoiib) IO
HCTEYCHHH BBIIICYKAa3aHHOI'O CpoKa. B TakoMm ciydae neHeHble cpelcTBa, yrulaueHHble llonb3oBartenem,
BO3BpaTy He I[IOJUIeXAaT, OCYLIECTBICHHE YAOCTOBepstomUM LIeHTpoM yciayrn 1O H3TOTOBJICHHIO
Ceprudukara OTKPHITOTO KIIOYA BJIEKTPOHHOW MOINMCH BO3MOXKHO TOJBKO IOCIE MOBTOPHOHM OIJIAaThI
BO3HarpaxaeHuss 3a Bbimady CepTuUKaTa OTKPHITOrO KIIOYa SJICKTPOHHOW NOAMUCH (TIPH YCIOBUH
cosepenus [lomp30BaTenemM Bcex HEOOXOAUMBIX AeUCTBUI 1t momydeHus: Ceprudukara).

4.8.7. WUszroroenenne CepTudukara OCYIIECTBISETCS YIAOCTOBEPSIONIMM LEHTPOM  TOCHe
peructpauuu u uaeHTudukanuu [ons3oBatens YLI.

5. IPOYHE YCJIOBUS

5.1. KonduaeHnnuaabHocTh HHGOpMATNU

5.1.1. Tumns koHbUAECHIMATHHON HHPOPMATIUN

5.1.1.1. 3akpbITblil KIIOY 3JIEKTPOHHOM IOAIUCH, COOTBETCTBYIOIIMH CEPTU(HUKATY OTKPBITOIO
KJItoua 3JiekTpoHHou moanucu Ilonms3oBatens Y1, sBnsercs koH(UICHIMATLHONH WHGOpPMAIUEH NTaHHOTO
ITons3oBatens YII. Yaocrosepstomuii LIeHTp HE OCYIIECTBISET XPAHEHUE 3aKPBITHIX KIIIOUEH 3JIEKTPOHHOM
noamnucu [lonb3oBaremnen.

5.1.1.2. Undopmanus o Iloms3oBatensax VYL, xpansmiascs B YL uw He mnomnexamias
HEIMOCPE/ICTBEHHOW PacChUIKE B KAa4eCTBE YacTU CepPTU(UKATA OTKPHITOrO KJIHOYa 3JICKTPOHHOW IOJIIUCH,
cUHTaeTCs KOHDUICHIINATHHOH.

5.1.2. Tumnsl nuaOpMaIy, HE SBISIOIIEHCS KOHPHUIESHITHATEHON

5.1.2.1. Vudopmanus, He ABJISAIOMIAICS KOHOUICHIIMAILHON HWHGOpPMAIUEH, CUYUTAETCS OTKPHITON
nH(pOpMAaIHe.

5.1.2.2. OtkpsiTast uHPOpMALMI MOXKET IMyOnuKoBaThes 1o peuieHuto YL, Mecro, crioco0d u Bpemst
My OJIMKaIy OTKPBITON MHpOpMarwu onpeaensercs Y L.

5.1.2.3. TlepcoHasbHbIC JaHHBIC, BKIIOYACMbIC B CEPTHU(HUKATHI OTKPBITHIX KIIOUEH 3JIEKTPOHHOMN
nmoarucu Tlonp3oBareneit Y1 m cnucku aHHYJIMPOBaHHBIX cepTU(UKATOB, M3naBaeMbie Y[, oTHocATCS K
00IIeTOCTYTHBIM NIEPCOHATBHBIM JJAHHBIM M MOTYT OBITh TIEpeIaHbl TPETHUM JIMIAM B IENsIX 00ecredeHus
paboToCIOCOOHOCTH M WHPOPMAITMOHHON IIEIIOCTHOCTH MH(MPACTPYKTYPBI OTKPHITHIX Kitoueid. OOpaboTka
MEePCOHANBHBIX JaHHBIX YI[ ocymecTBisercs B 1eNsSX BbIJAYM CEPTHQPUKATA OTKPHITBIX KIFOUEH
JJIEKTPOHHOM  TIOANHCH, BBITYCKA CHUCKOB aHHYJWUPOBAaHHBIX  CEPTU(PUKATOB H  0OECICYCHHUS
paborocmocobHOCTH M UHPOPMAIIMOHHOH 1EIIOCTHOCTH HHPPACTPYKTYPBI OTKPBITHIX KITFOUEH.

5.1.2.4. VInbopmanms,  coiepkamiascs B HAcTosieM  PeryiiamMente, HE  CUMTaeTCs
KOH(UICHIUATHHOH.

5.1.3. MHckmrounTenbHbie TOTHOMOYHS Y]

VYnocrosepsitomuii L{eHTp mMeeT mpaBo packpbiBaTh KOH(DUIACHIMATBHYIO WHPOPMAIUIO TPETHHM
JIUTIAM TOJIBKO B CITydasiX, yCTAHOBIICHHBIX 3aKOHOAATEIbCTBOM [IMP.

5.2. IliiaHoBasi cMeHa KJII0Yeil YIOoJIHOMOYeHHOro Jinia Yaocrosepsitomero Lentpa

IImanoBass cMeHa KiTIo4Yel (3aKpPBITOrO KIFOYa DJICKTPOHHOW IOANHCH M COOTBETCTBYIOIIETO EMY
OTKPBITOTO KJIFOYa DJICKTPOHHOW MOMMUCH) YaocToBepstomniero L{eHTpa BBIMONHSAETCS B MEPUOJ ACHCTBUS
KJIIOYa 3JIEKTPOHHOM MOAIUCH Y IOCTOBEPSIONIETO LICHTPA.
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TIpouenypa nimaHoBoi cMeHbI Kitouel YaocTtoBepsitoiero LleHTpa ocyllecTBIsieTCs B CIENYIONIEM
HopsiKe:

YmomHomoueHHOe JHIO YaoctoBepstomiero LleHTpa ¢opmMupyer HOBBIN 3aKpBITHIA  KITIOY
3JEKTPOHHOM MOJIMKCU U COOTBETCTBYIOLIUI €My OTKPBITBIN KJIH0Y 3JIEKTPOHHOU MOAIHNCH;

YnonaHoMoueHHOe JuLo Y noctoBepsitomero LlenTpa u3roraBinBaeT cepTU(PHUKAT HOBOTO OTKPBITOIO
KJIoYa D3JEKTPOHHONW TOANMCH W TOJANHMCHIBAET  €ro 3JEKTPOHHOM TMOAIMUCHIO BBIILIECTOSIIETO MO
uepapxuu YII.

Crapplil 3aKkpbITBIM KIIIOY 3JIEKTPOHHON moamucu Y pocToBepsitomiero lleHTpa ucmonb3yercs B
TEUEHHE CBOETO CpOKa JeHcTBUS Ui (QOPMUPOBAHMS CIHUCKOB AHHYJIUPOBAHHBIX CEPTU(PHKATOB B
AJIEKTPOHHOH (hopMe, M3MaHHBIX Y ocToBepsromuM LleHTpoM B eproa MeHCTBHS CTapOro 3aKPHITOr0 KITF0Ya
3JIEKTPOHHOM Moanucy Y noctoBepstoiiero Lentpa.

5.3. KomnpomeTaiusi 3aKpbITOro Kiao4a Y gocrosepsironiero liearpa

B ciydae koMImpoMeTanuy WiM yrpo3bl KOMIIPOMETAIMH 3aKPBITOTO KITF0UYa AIIEKTPOHHON TTOAIACH
VY ocrosepsroniero LleHnTpa BrINOTHAETCS BHEIUIAHOBAs CMeHa Kirouel Y goctoBepsitomero L{entpa.

IIpouienypa BHEIIaHOBOM cMeHBI Kitodei ¥Ypocrtosepstouiero LleHTpa BbIMONHsAETCS B MOpPSAKE,
OIPEJIETICHHOM IIPOLIEIypOH TUIAaHOBOM CMEHBI Kiltouel Y gocrosepstomero Lenrpa.

B cnywae xommpomeranmu kitouda Y jocTtoBepsitornero LleHTpa mocie BBITOTHEHHS MPOIEAYpPHI
BHEIUTAHOBOW CMEHBI KITFOUeH, CepTH(UKAT OTKPHITOTO KJFOYa AJIEKTPOHHOM IMOAIMCH Y TOCTOBEPSIOIIETO
LlenTpa aHHYJIMpyeTCS MyTEM 3aHECEHUS B PEECTP OTO3BAHHBIX CEPTHU(PHUKATOB JUIIOM, BBIJABIIMM €rO
VY nocroepsitomiemy LleHTpy.

5.4. KomnpomeTanus 3akpsiToro kiao4a Iloab3oBartenst Yaocrosepsitomero Llentpa

[Monn3oBatens YpoctoBepsitomero LleHTpa caMOCTOSTENB HO MPHHUMAET pelieHHe O (akTe WiIn
yrpo3e KOMIIPOMETAIMH CBOETO 3aKPHITOr0 KIH04a 3JIEKTPOHHOM MOAIMHUCH.

B cayyae xommpomeTanuu Wik yrpo3bl KOMIPOMETAIWH 3aKPBITOTO KIF0Ya DIIEKTPOHHOHN MOAIHACH
[lonp3oBarens momaeT B YIOCTOBEPSIONINIA IEHTP 3asBiIeHHUE HA aHHyIHpoBaHHWE (OT3BIB) cepTUdHKaTa
OTKPBITOI'O0 KJIr0o4a BHGKTpOHHOﬁ moArnucru B COOTBETCTBHUU C IIpaBUJIaMH, YCTAHOBJICHHBIMHU B JaHHOM
Pernamenre.

5.5. IlpexpaiueHue aesaTeIbHOCTH YaocToBepsitouero LlenTpa

[Ipekpamienue neaTensHOCTH Y IOCTOBEpsIoNIero LleHTpa MoxeT ObITh OCYIIIECTBICHO Ha OCHOBAaHUHU
pemrenns Komnanuy U B opske, yCTaHOBIEHHOM BHYTPEHHUMH JTOKyMeHTaMu Kommanuy.

Bce ceptudukartel OTKpHITOrO KItOYa 3JEKTpOHHON moxamucu [lomp3oBareneil, BBIJaHHBIE
VY nocrosepsomuM LIeHTpoM, aHHYJIUPYIOTCS.

5.6. Ony6JnKkoBaHNe U OTOBEIIEHHE

VYnocroeepsitonuii LleHTp 00s3aH yBeqOMHTH O (aKTe aHHYIUPOBAHUS CePTH(PHUKATA OTKPHITOTO
KITI04a DIICKTPOHHOW TMOJIMCH €ro Biajelblla, a B clydae BbIAAYM CepTUPHUKATA IOPHIMUECKOMY JIHILYy —
YBEJIOMUTb U BIIaJeTblla cepTH(UKaTa, U IOPUANIECKOE JHIIO.

Cpok yBemOMIJIGHHSI — He TMOo3[Hee pabodero IHsS, CIEIyIOIIero 3a padodyuM JHEM, B TeUeHHUE
KOTOpOT0 OBIIO TIOJIAaHO 3asiBIIeHHE B Y ocToBepstomuii LleHTp Ha aHHYNmMpoBaHue cepTuduKara.

OdunuanbHEIM yBeJIOMIICHHEM O (hakTe aHHYJIMPOBaHUs cepTU(UKaTa SBISETCS OMyOJIMKOBaHUE
CIHNCKa aHHYJIMPOBAHHBIX CEPTH(HKATOB, COJNEP)KAIIEr0 CBeIeHUs 00 aHHYTMPOBAaHHOM cepTuduKare.
Bpemenem onyOnMKOBaHUs CUATAETCSl BpEMsl M3JaHUS CIIMCKA aHHYJIMPOBAaHHBIX CEPTH(UKATOB, YKa3aHHOE
B noJjie thisUpdate u3iaHHOTO CricKa aHHYJIMPOBAHHBIX CEPTUHUKATOB.

Wudopmanuss o pa3MelieHuH CIHCKAa OTO3BAHHBIX CEPTHU(PHUKATOB 3aHOCUTCS B CEPTH(HKAT
OTKPBITOTO KJIF0Ua 3JeKTpoHHOM noanuck [Tons3oBarens Y pocrosepsioiiero Ilentpa mone CRL Distribution
Point.

5.7. Cpoku AelicTBHA KJII04eil YIOJTHOMOYEHHOr0 JIua Y 1ocroBepsitoniero Llentpa

Cpok elcTBUS KJI04a JIEKTPOHHON roanucyu Y nocroBepsmomero LienTpa coctaBiseT MakCUMalIbHO
JOMYCTHUMBIH CPOK JIEHCTBHUS, YCTAHOBJICHHBIN AJISI MPUMEHSEMOIrO CpelcTBa OOecreyeHusl NesTeIbHOCTH
Y aocToBepsIonIero MeHTpa, U Ui CPEACTBA 3JIEKTPOHHOM MOIMICH, C WCIOIB30BAaHHEM KOTOPOTO JaHHBINA
KJIFOY 3JICKTPOHHOU HOIMCH ObLT CHOPMUPOBaH.

Havano mepuoaa aeiicTBus Kiro4a 3JIEKTPOHHOW moanucH Y pocTtosepsitomiero LlenTpa ucumncnsercs
C JaThl M BPEMEHW Hayalla JIEHCTBHUS COOTBETCTBYIOLIETO cepTH(UKAaTa OTKPHITOrO KJIF0Ya 3JIEKTPOHHOU
MTO/ITTHCH.

Cpok feifcTBusl cepTH(UKATa OTKPHITOTO KIIOYa SJIEKTPOHHOH TOAMUCH, COOTBETCTBYIOIIETO
3aKpBITOMY KIIIOUY 3JIEKTPOHHOM moamnucu Y focrosepstomiero Llentpa, cocrasiser 10 ner.

5.8. Cpoxku neiicrBus kiawueii [loab3oBaTedei

VYCcTaHOBIICHHBIE CPOKH JAEHCTBUS KIIOYEH ODJIEKTPOHHOW MONNHCH M CEPTH(PUKATOB OTKPBITOrO
KJIF0Ua 3JIEKTPOHHOHN MOANNCH IPUBEIEHBI B IPWIOKEHNH K TaHHOMY PernmameHry.
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Hauano nepuona neicTBus Kitoda 3eKTpOHHON noanucu Ilosb3oBarenss UCUUCISAETCS C JaThl U
BpPEMEHH Havasia ISHCTBUS COOTBETCTBYIOIETO CEPTU(DUKATA OTKPHITOTO KITFOYA AIEKTPOHHOH IMTOATHCH.
5.9. XpaHeHnue cepTH(PHKATOB OTKPHITOro KJIH0Ya YIEKTPOHHOI MOAMUCH B YI0CTOBEPSIIOIIEM

entpe

CpOK XpaHCHUA CCpTI/Iq)I/IKaTa OTKPBITOI'O0 KJIr04Ya SHCKTpOHHOﬁ IoANnrnCHu B yIlOCTOBepSIIOHleM
I_IeHTpe OCYHICCTBIIACTCA B TCYCHHC BCCTO II€pUOAa €ro JEHUCTBHS M 5 JIET IIOCHE €ro AHHYJIUPOBaHUA

(o13BIBA).

[To wcredeHWMH YKa3aHHOTO CpPOKAa XpaHEHHS CEPTHU(UKATHI OTKPHITOTO KIIOYa AIIEKTPOHHOM

MOJIIHICH TIEPEBOAATCS B PEKUM aPXUBHOTO XPaHECHUSI.

5.10. CTpyktypa cepTuduKaTa OTKPBITOr0 KJIHYA IIEKTPOHHOW MOAMMCH W CIHCKOB
0TO3BaHHBIX cePTHHUKATOB

VYnocroepsitomuii  LleHTp wu3maer cepTUUKATBl OTKPBITBIX KIIIOUEH 3JIEKTPOHHOH MOINHCH
[Tonp3oBateneit B amekTporHON (GopMe dopmara X.509 Bepcwm 3 M CIIHCOK OTO3BAHHBIX CEPTH(PHUKATOB
(COC) B anextponHoit hopme popmara X.509 Bepcun 2.

5.10.1. CrpykTtypa cepTudrKaTa OTKpBITOTO KIr0Ua 3J1eKTPOHHOH nmoanucu Y11

Hazsanne Onncanue | Copep:xanue
baszoBble nmoJisi cepruukara
Version Bepcus V3
Serial Number CepuiiHblil HOMEp YHUKaIBHBIN cepuiHBII HOMEpa cepTH(HKaTa
Anroput™m MOATNHCH Y nocroBepsitoero Hentpa,
Signature Algorithm| Anroputm moanucu | cOOTBETCTBYIOIIHUI TpeboBaHusM Permamenra
CN = IDC Root CA
OU = IT Department
O = Interdnestrcom JSC
L = Tiraspol
Uznarens S=PMR
Issuer ceprudukara C=MD
Cpok neuictus| JelcTBUTENEH C: II.MM.ITIT y4:MM:.cc GMT
Validity Period cepTudukara JeiicTBuTesneH no: 1.MM.ITTT ya:MM:cc GMT
CN = IDC lIssuer CA
OU = IT Department
O = Interdnestrcom JSC
L = Tiraspol
Brnanenen S=PMR
Subject ceprudukara C=MD
OTKpBITBIN KITH0OY
Public Key aJIeKTPOHHOM monucu| OTKPBITHIH KITIOY cepTU(HKATa
AJNTOPUTM TOITHCH
Issuer Signature n3aTens Anroput™m MOJITUCH Y nocToBepsIonero LenTtpa,
Algorithm cepruduKara COOTBETCTBYIOIIMH TpeboBaHusM Perinamenra
OlIl uznarens
Issuer Sign ceprudukara [Toanuck n3matens B coOTBETCTBUH € sha256 RSA
JonosHeHus ceprudukara
HeorpekaeMocTh, HEBOZMOKHOCTH OCYILIECTBIICHHS OTKa3a OT
COBEPIIEHHBIX JIEUCTBUA.
[onnuceiBanue cepTU(UKATOB, ABTOHOMHOE TMOJIIHCaHKE
criucka or3biBa (CRL),
mognucanue crucka otr3eiBa (CRL) — cBeaenust 00
OTHOUIICHUSX, TPH OCYIIECTBICHUH KOTOPBIX DIIEKTPOHHBIN
Hcnons3zoBanue JOKYMEHT C DOJeKTPOHHOW TOANHCHI0O OyIeT UMeTh
Key Usage (critical) | xmroya 2.5.29.15 IOPUIIMYECKOE 3HAUCHHE
Wnentnduxarop Wnentndukarop Kioya 3MeKTPOHHOHN MOANIHCH
KJII04a BJIaJIeTIbla VY nocrosepsitorero LleHTpa, COOTBETCTBYIOLIETO JAHHOMY
Subject Key cepTudukara ceptudukary
Idendifier 2.5.29.14
TTomuTikn [1] [TonuTuka cepTudurata
cepTuduKara Nnentuduxarop nomutukn=1.3.6.1.4.1.58637.1.1
Certificate Policies | 2.5.29.32 Interdnestrcom CPS
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[2] Pasmemnienne CPS:
https://ca.idc.md/pki/polices.html
SybjectType (Tun Bnanensua ceprudukara) = CA
Path Length Constraint (Orpanudenvne Ha [UIMHY TyTH —
OcHOBHbBIE OTpaHUYUBACT KOJIUYECTBO YPOBHEH HepapXuu MpH CO3JaHUU
BasicConstraints OrpaHUYECHUS NOAYMHEHHBIX Y noctosepstomux Llentpos) =0
OOBEKTHBIH
SzOID_CertSrv_CA| nnenruduxarop Bepcus ceprudukara VY 110JIHOMOYEHHOTO JIUIa
_Version ceprudukara Y nocrosepsitomero IlenTpa
Anroput™ Xa1ui-
Thumbprint byHKIIH
Algorithm cepTUduKaTa shal
3HaueHue X3II-
GbyHKIMH 3navyenue x31-QyHKINUU cepTu(uKaTa B COOTBETCTBUH C
Thumbprint ceprudukara anroputMoM shal

5.10.2. CrpykTypa ciHcKa aHHYJIUPOBAHHBIX cepTUPHUKATOB Y mocToBepsitomiero Llentpa

Ha3panue Onucanue Copep:xanne
ba3oBble n0JIsI CIUCKA AHHYJIMPOBAHHBIX CepTHHUKATOB
\ersion Bepcust V2
CN = IDC Issuer CA
OU = IT Department
O = Interdnestrcom JSC
L = Tiraspol
S=PMR
Issuer Nzpateas CAC C=MD
Bpems H3JaHUS
thisUpdate CAC IULMM.ITIT ya:mM:cc GMT
Bpewms, no xotopoe
nextUpdate nencreuteneH CAC| go.mm.rrrr ya:mMm:cc GMT

CepuiiHblit HOMep cepTUdUKaTa

IlocmenoBaTEILHOCTD DIICMEHTOB CJICAYIOIIETO BAA:

Criucoxk (CertificateSerialNumber)
OTO3BaHHBIX Bpemst 00paboTky 3asBiIeHAS Ha aHHYJIMPOBaHHUE (OT3BIB) U
revokedCertificates | ceprudukaros NPUOCTaHOBJICHHE JieiicTBHs cepTudukata (Time)
Anroputm TOJITHCH YIIOJIHOMOYEHHOTO 1A
Y noctoepsitoiero Lentpa, COOTBETCTBYIOLLUI
signatureAlgorithm | Anroputm noanucu| TpeboBanusM Pernamenra
Iloanmuce wu3nmarens
Issuer Sign CAC IToanuce uzgarenst B coorBeTcTBUU ¢ sha256
Pacmmpenust cnucka aHHYJIMPOBAHHBIX cepTH(HUKATOB
"0" — He yka3zana
"1" — KomrpomMerarius Kiiroua
"2" — Komnpomerauusi Kioya 3JIEKTPOHHON MOAIHMCH
YIOJIHOMOUYEHHOTO0 Jinna Y nocrosepsiromero Lenrpa
Kon npuunHel| "3" — M3MeHeHne npuHAIIe)KHOCTH
AQHHYJIMPOBaHMS "4" — Cepruduxar 3aMeHEeH
Reason Code cepTUduKaTa "5" — Ipekparenne padboThI
Wnentnduxarop KJIF04a 3JIEKTPOHHOMN MIOJIIACH
Authority Key| Unentudukarop YIIOJITHOMOYEHHOr0 Juiia Y paocropepstoiiero lLleHtpa, Ha
Identifier KJII0Ya U31aTeirs kotopom nonmucad COC
OOBEKTHBIIH
UICHTU(DUKATOP
SzOID_CertSrv_CA| ceprudukara Bepcus ceprudukara Y 110JIHOMOYEHHOTO JIna
_Version HA371aTelIs Y nocrosepsitomiero Lentpa
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6. PASPELIEHUE CIIOPOB

IIpy BO3HUKHOBEHHWH CIIOPOB, CTOPOHBI MPEANPHUHUMAIOT BCE HEOOXOAWMBIC IHATH IS
YPEryJIIMpOBaHUs CHOPHBIX BOIPOCOB, KOTOPbIE MOTYT BO3HHUKHYTh B paMKaxX HACTOSIIEro Perimamenra,
MyTEM MEPErOBOPOB.

7. PUCKH, CBSI3AHHBIE C UCIIOJb30BAHUEM 3JIEKTPOHHOM NOANUCH

IIpu ucnons3oBanuu Ol Ilonp30BaTens MOMKEH YUUTHIBATh, BOSHUKHOBEHHE CIEOYIOLIMX SIBHBIX
PHUCKOB:

7.1. Pucku, cBs3aHHBIE C HECOOTBETCTBHEM YCIOBHH HWCIONB30BaHHUA 3JEKTPOHHOH MOAMKUCH
YCTaHOBJICHHOMY ITOPSAKY.

B cnyuae mcnonb3oBaHMS 3JIEKTPOHHOW IOAIUCH B IOPSAKE, HE COOTBETCTBYIOIIEM TPEOOBaHMAM
3akoHomarensctBa IIMP  wmnm  cornmamenuii MeXAy YYacTHHKaMU 3JEKTPOHHOTO B3aUMOJECHCTBHS,
FOPUIIMYECKas! CHIa TIOANKCAHHBIX B JAHHOM Clly4yae JOKYMEHTOB MOXET ObITh IIOCTABJICHA 107 COMHEHHE.

7.2. Pucku, cBA3aHHBIE ¢ KOMIIpOMeTaluel 3akppIToro kiaroda D11 win HeCaHKIMOHUPOBAaHHBIM
JOCTYyTOM K cpeactam Ol

B nmanHOM cnmydae MokeT OBITH MOJYYEH JOKYMEHT, MOPOKAAIOUIMN IOPUINYECKH 3HAYNMBIE
MOCJIEACTBUA M UCXOAAIMK OT uMeHH [lonp30BaTens, 3aKphITHIN KITF0Y KOTOPOTO OBbIJI CKOMIIPOMETHPOBAH.

8. OTBETCTBEHHOCTb CTOPOH

8.1. OTBeTCTBEHHOCThH 32 HEHCIOTHEHHE

VI He HeceT OTBETCTBEHHOCTh 3a HEWCIIONIHEHHE JHOO HEHaJIeXKallee HCIIOHEHNE CBOHX
00s13aHHOCTEH 10 HACTOsIIEMY PernaMenTy, a Takyke BO3HHUKIINE B CBSI3U C OTHM YOBITKH B CITydasx:

— MOAJEIKH, MOAJora JHOO0 HHOTO HMCKaKeHUs npucoenuHuBiieiics CropoHoii, Bianenbuem
Ceptudukara mud0 TpeTHUMU TUIAMH HH()OPMALINH, COAepIKAIIEHCS B 3asBICHISIX MO0 HHBIX JOKYMEHTAX,
HpEeACTABICHHBIX B YI;

— ecnu [lonb30BaTenb HE MCHONHSET WIM HEHAJISKAIIUM 00pa3oM HCIIOIHIET CBOM 00S3aHHOCTH,
YTO JIeJIaeT HEBO3MOKHBIM HCIIOIHEeHHE Y1 cBOMX 00sI3aHHOCTEH;

— ecinu Ilonmp3oBarens CBOEBPEMEHHO HE OCYLIECTBWII MPOLEAYypY IO aHHYJUPOBAHUIO
Ceprudukara npyu KOMIPOMETAIIMN 3aKPBITOTO KITF0Ya 3JIEKTPOHHOW TOATHNCH.

8.2. OTBeTCTBEHHOCTD 32 YOBITKH

V1] HeceT OTBETCTBEHHOCTh 32 YOBITKH, BO3HUKIITHE BCIIEJCTBHE KOMIPOMETAIINN 3aKPBITOTO KITF0Ya
AJICKTPOHHOHN MOJIUCH YIOJHOMOYeHHOro jura YII, nmubo BCIEACTBHE HECOOTBETCTBUS CBEICHHM B
Cepruduxare cBelleHUSIM, YKa3aHHBIM B 3asiBJICHUH Ha Bbyiady CepTrdukara.

8.3. OtBeTcTBeHHOCTH Y focToBepstoniero LleHTpa perymaupyercs 3akoHonarensctsoM [IMP.

9. COIJTACHE HA TIIOJYYEHUE HWH®OPMALHUN MO KAHAJIIAM CBsA3U U
OBPABOTKY INEPCOHAJIBHBIX TAHHBIX

9.1. Tpucoenunssce k Pernamenty Y1, Ilons3oBarens Y1 BelpaxkaeT cBoe coriiace Ha MOJIy4eHHUE
0T YI0CTOBEPSIONIEro eHTpa NHQOPMAIIMOHHBIX U PEKIAMHBIX PACCBUIOK, MyTEM OCYIIECTBICHUS MPSIMBIX
KOHTaKTOB C HCIIOJIb30BAHUEM BCEX CPEACTB CBS3M, BKJIOYAs, HO HE OTPaHUYMBAsICh: IIOYTOBAsl PACCHIIKA,
CMC-pacchlika, TOI0COBas pacchbUIKa, PACCHUIKA AIEKTPOHHBIX TTHCEM.

9.2. Tlpucoenuusisice k Pernamenty, Ilonp3oBatens YII, B coorBerctBuu ¢ 3akoHoM [IMP «O
MIEPCOHABHBIX JaHHBIX», B HENAX PETUCTpaluu U oOciyxuBanud B Y1 (popmupoBanus 00IIETOCTYITHBIX
CIPAaBOYHHMKOB CEPTU(PHUKATOB OTKPBITHIX KIIOYEH SJIEKTPOHHOW MONNKCH) BhIpakaeT corjacue YL Ha
00paboTky uM (cOop, cucTeMaTu3alMs, HaKOIUIEHHE, XpaHEHHe, H3MEHEHHe, HCIOJIb30BaHuE,
o0e3nuurBanue, OJOKMPOBAHNE, YHUUITOKEHHE) CBOMX MEPCOHAIBHBIX JTAaHHBIX C HCIIOJIb30BaHNWEM WIH 0e3
WCTIONB30BaHMs CPEACTB aBTOMAaTHU3alUHM, & MMEHHO: (aMHIus, UMs, OTYECTBO, JaTa DPOXKACHUS, MECTO
XKHUTEIbCTBO, PEKBU3UTHI MacropTa (Cepusi, HOMEp, OpraH €ro BBLAABLIMM, JaTa BbIA4M), HOMEp TenedoHa.
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10. PEKBU3UTHI Y11

C3A0 «MHTepaHeCTPKOM», WMEHyeMOe B majbHeWmeMm «YmocroBepsmommii LleHTpy,
3aperucTpUpoBaHo Ha Tepputopun [IMP.

CeugerenbctBo 0 peructpauun cepur AA Ne0010133 Beigano 08.10.1998 (perucrpaunoHHBINH
HoMep Ne(1-022-1759).

Vaocrosepsitomuil LleHTp B KadecTBe YYacTHHKA pPBIHKA YCIYT 1O HM3TOTOBICHHIO M BbIAYe
CepTU(HKATOB KITIOYEH 3JIEKTPOHHON MOJMKUCH OCYLIECTBISIET CBOIO ACATENBHOCTD Ha Tepputopuu [IMP
Ha ocHoBaHuM [Ipukaza MuHucTepcTBa UU(POBOrO pa3BUTHA, CBSI3M M KoMMyHHKauuii I[IMP ot
18.07.2023 roma Ne224 (Homep 1 naTa akkpeautanuu Y moctoBepsornero meaTpa Ne3 ot 18.07.2023r.).

Opunnuecknii  agpec: 3300, I. Tupacmons,  ym. Boccranusa, 41, IIMP.
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HNPUJIOKEHHUE Nel
Kk PersmamenTty YaocroBepsitoulero nenrpa C3AO «MHTepaHeCTPKOM)

HOPSJIOK PETUCTPAIIMA MOJIb30BATEJIENA YJIOCTOBEPSIOIIETO IIEHTPA,
CO3JAHUA KJIIOYEBBIX JIAHHBIX U BbIIAYU, AHHYJINPOBAHUS,
MPUOCTAHOBJIEHUMS JEHCTBUA U BO3OBHOBJIEHUS TEHCTBAA CEPTU®HUKATA
OTKPBITOI'O KJIFOYA DJEKTPOHHOM NOAIUCH

1. Perucrpanusi 3asiBuTesieil, reHepauusi KJI04YeBod uH@opManuM, U3roTOBJIEHHE H
MoJIyYeHue NepBoro cepTupukaTa OTKPbITOro KJIK04Ya 3JIeKTPOHHOH MOANNCH 3asiBUTEJIA.
1.1. 3asBUTENB, KENAIUA TPOUTH TIpoleypy peructpauuu B YL, 1omxkeH SBUTHCS JIUYHO B

Y 10CTOBEPSIONINI LIEHTP, IPEICTABUTE IEPEUEHb TOKYMEHTOB, ONPEACIEHHBIX B HACTOSIIEM Pernamenre,
W TIOAMHWCATh 3asBJICHUE MO (opMe, YCTaHOBJICHHOW HAcTOSIIUM PermamMeHToM, cOOCTBEHHOPYYHOMH
MOJNKMCEI0 U TMeYaThio (A7 IOPUANYECKUX JIUL (A7 OpraHOB TOCYAApCTBEHHOW BIACTU IIOMYCKAaeTCs
W3rOTOBJICHUE 3asBICHHUA O€3 IPOCTaBJIECHUS OTTHUCKA I€YaTH, B ClIy4ae MCIOJIb30BaHUS (DUPMEHHOIO
(HymMepoBaHHOTO OJlaHKa).

1.2. Ilepedyenb 10KyMeHTOB I perucTtpanuu 1 naeatuguxanun Ioabs3oBarens:

1.2.1. IlepeyeHb TOKYMEHTOB, HEOOXOAUMBIX JJIsl IOPUANYECKOr0 JUIA (32 MCKIIOYEeHHEM
OPraHoOB roCyIapCTBEHHOH BJIACTH M YIIPABJICHHS):

- Beinucka u3 ['PHOJI, BeimanHas He mo3aHee, yeM 3a 10 KaJleHAapHBIX JHEH 10 JaThl 00palleHus B
VI

- macmopT Juna (yIOCTOBEPEHHE JIMYHOCTH), 00JIalatoIiero NpaBoM Ha MPEACTaBICHHE HHTEPECOB
FOPUIMYECKOTO JIna 6e3 T0BEPEHHOCTH;

- CIipaBKa M3 00CTyKHBaIOIIero 0aHka 00 OTKPBITHH CUETOB.

B cnywae oOpamenwst 3a perucrpanuieli WHOTO JIMIa, He yKa3aHHOrO B Beimucke u3 ['PHOJI,
JOTIOJIHUTENBHO NMPENOCTABIIAETCS:

- macnopT (yIOCTOBEPEHHE JINYHOCTH) MPEICTABUTENS 3aIBUTEIS.

- IOBEpEHHOCTh MPECTaBUTEIS.

1.2.2. TlepedyeHb NOKYMEHTOB, HeOOXOAMMBIX /JJsi OPraHOB TrOCYJApPCTBEHHON BJACTH H
ynpasBJieHusI:

- macnopt Jimna (yI0CTOBEpEHUE JTMYHOCTH), 00JIaIal0IIero MpaBoM Ha IPECTaBICHUE HHTEPECOB
OpraHoB rOCY/IapCTBEHHOM BIIACTH M yIpaBJIeHHs 0€3 I0OBEPEHHOCTH;

- 3aBCpCHHasA KOIIMA JOKYMCHTAa O Ha3HAa4Y€HHMM Ha JOJDKHOCTb PYKOBOJUTCIIA OpraHa
rOCY/IapCTBEHHO BIIACTH M YIPABIICHHUS;

- 3aBepeHHas Komusi cepTHduKaTa O NPUCBOCHUHM (HUCKAIBHOTO KoAa (MHOM JIOKYMEHT,
CBHUJICTEIBCTBYIOIIUI O MPUCBOCHUH (PUCKAIBHOTO KOJQ).

- CIipaBKa 13 00CITyKHBalOIIero 0aHka 00 OTKPBITHH CUETOB.

B ciyuae oOpamieHust 3a peructpanyieil MHOTO JIMIA, HE SBISIONIErocs PYKOBOAUTEIEM OpraHa
TOCYJApCTBEHHOW BIIACTH W YIIPABIICHUSI, JIOTIOJHUTEIBHO MPETOCTABIISIOTCS:

- macropT (yI0OCTOBEPEHUE TMYHOCTH) TIPEIICTABUTEIIS 3asIBUTEIIS;

- IOBEPEHHOCTbH MPEICTABUTEIIS.

[lpu oOpaieHnH TNpenCcTaBUTENs OpPTaHU3AlMH TACIIOPT PYKOBOJMUTENS FOPHIUYECKOTO JIUIIA,
opraHa rocyJapCTBEHHOH BJIACTH U YIPaBJICHHsI HE NIPEJOCTaBIIACTCS.

1.2.3. IlepeyeHb TOKYMEHTOB, HEOOXOAMMBIX U1 (PU3MYECKUX JIUIL
- macopT (YAOCTOBEPECHIE TUIHOCTH);
- CBUJIETEIILCTBO O PETUCTPAIINU 110 MECTY JKUTEIIbCTBA (IIPH OTCYTCTBHUH IITAMIIA B TIACTIOPTE).

1.2.4, IlepeyeHb TOKYMEHTOB, HEOOXOAMMBIX ISl CIIENMATBHOI0 CY0ObeKTa:

- macnopT (yI0CTOBEPEHUE TINYHOCTH);

- CBUJIETEIILCTBO O PETHCTPAIIMU 110 MECTY JKUTENIBCTBA (TPU OTCYTCTBUH IITAMIIA B TIACTIOPTE);
- yIOCTOBepeHue (MHON JOKYMEHT, CBUICTEIBCTBYIOIINNA O CTICIIHAIBHOM CTaTyce).

1.3. Omnepartop YaocToBepsomero HeHTpa:

1.3.1. ocymecTBiaseT wuaeHTudukamuio Ilomp3oBaTens myTeM YCTAHOBIEHWS JIHUYHOCTH (TI0
JOKYMEHTY, YJIOCTOBEPSIONIEMY JTHYHOCTD);

1.3.2. B cnyyae TmONOXHUTENBHONH WACHTU(UKAMK JIMIA, MPOXOJIAIIECTO MPOUEAYPY

perucTpanuu, NpoBEpsACT COCTAB, IOJHOTY U KOPPEKTHOCTL IMPEAOCTABJICHHBIX JOKYMCHTOB,
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1.3.3. B cnyuae orcyrcTBus ommoOoK, oneparop YL ¢popMupyet u oTnpasiseT 3anpoc B CUCTEMY
MB/I m1s nomydeHust HACHTUPUKAIMOHHOTO HoMepa (hHU3HIECKOTo JIUIIA;

1.3.4.  Ilpu nomy4eHWH UACHTU(PHUKALINOHHOTO HOMEPA PU3MUYECKOTO JIUIIA:

1.3.4.1. Bmuocur B cuctemy Y| naHnsle 3assBuTens;

1.3.4.2. ®opmupyer 3asBIeHIE Ha PETUCTPALIUIO U PUCOEANHEHNE K PerlaMeHTy n M3roToBieHne
cepTuduKaTa OTKPBHITOTO KIIF0Ya JIEKTPOHHOH moxnucH B Y11, pacriedaTsiBaeT ero u nepeaaeT 3asiBUTEIIO
U1l IPOBEPKH U TIOATIUCAHUS;

1.35. [IpuHIMaeT OAIMMCaHHOE 3asBIICHHUE;

1.3.6.  ®ororpadupyer 3asBUTENs] C 3asABICHHEM Ha PETHCTPAIMIO W TNPHCOCTUHECHUE K
Pernamenry;

1.3.7.  Ilpwm 3ampoce 3asBUTENs Ha BbIJA4y TOKCHA — OCYIIECTBIIICT MEPOIPUATHS IO BbIIA4e
TOKEHa;

1.3.8. [IpenocraBnsger cyeT Ha OIUIATY YCIYT Y AOCTOBEPSIONIETO LIEHTPA;

1.3.9.  Ilocne omnatel yciyr YA0CTOBEPSIONIETO LIEHTPA NPEAOCTaBIsIeT 3asBUTENIO JaHHbBIE IS

BXOZa B JMuHBIA Kabuner [lomp3oBarens m ¢GopMHpOBaHMS 3ampoca Ha H3TOTOBJICHUE cepTH(UKaTa
OTKPBITOTO KJII0YA JIEKTPOHHOM MOINCH;

1.3.10. Pa3bsicHSET MOPSIOK OCYIICCTBICHHS MEPONPHUATHIA MO (HOPMHUPOBAHUIO IJICKTPOHHOTO
3aIpoca Ha H3rOTOBIICHHE cepTU(UKATa OTKPBITOTO KITI0Ya JIEKTPOHHOM MOIHCH;

1.3.11. Ilpm mocTyIuieHHH SIIEKTPOHHOTO 3ampoca oT llomp3oBarens, HISHTHPHUKAIINN CHUCTEMON
[onw3oBarens - omoOpsieT >NMEKTPOHHBIA 3alpOC 3asBUTENS] HA M3TOTOBJICHHE CEPTHU(PHKATA OTKPHITOTO
KJIFO4a JIEKTPOHHOM noamucu B Y11,

B cnydae HaxoxIeHHS HEIOCTOBEPHBIX WJIM OIIMOOYHBIX CBENCHHUH, OTKa3a B MPENOCTABICHUU
WACHTU(PHUKALMOHHOIO HOMepa (U3MYECKOro JIMIA, HEJOCTATOYHOCTH JOKYMEHTOB, 3asBJICHUE Ha
perucTpanuio, npucoeuHeHne K PermaMeHTy W co3paHue W BbIgady cepTu(UKaTa OTKPBITOrO KIIO4a
3JIEKTPOHHOM moanucu He QopMupyercss ¢ ykaszaHHeM omepaTopoM Y1l mpuuYMHBI OTKa3a B OKa3aHUHU

YCIIYTH.

1.4. IMops10Kk M3roTOBJIEHUSI OTKPHITOI0 KJII04A 3JIeKTPOHHOI MOANMNCH

14.1.  Ilomp3oBarens Y1l Ha cBoeM paboueM MecTe C MOMOIIbIO NMPOTPAMMHOIO OOECHeUeHHs
VI - “IDC: VmpasneHus KiouamMu’ HHUIUHPYET 3alpoc Ha HM3TOTOBICHHE CepTH(UKATa OTKPBITOrO
KITIo4a aJiekTpoHHol noanuck B ¢popmare PKCS#10. B npouecce dhopmupoBanust 3ampoca mporpaMMHOe
obecriedenue Y1l ¢ MOMOIIBIO CPENCTB ANEKTPOHHON MOAIMCH T'€HEPUPYET KIIOYEBYI0 MH(POPMALUIO U
(hopMHpyeT Ha TOKEHE KOHTEIHEP 3aKpBITOrO KIII0UYa 3JIEKTPOHHOH MOAIHICH.

1.42. ChopMHpOBaHHBI 3ampoc Ha H3TOTOBIEHHWE CEPTHU(HKATA OTKPBITOIO  KIOYa
3JIEKTPOHHOM MOANKCH perucTpupyercs B cucreme Y11,

1.4.3.  Ilomp3oBarens Y1l Ha cBoeM paboueM MecTe C MOMOIIbI0 NMPOTPAMMHOIO OOECHeUeHHs
VI - “IDC: VYmnpamineHus KIOYaMu~ HMIOPTHPYET TMOJNYYCHHBIH CEPTHU(PHUKAT OTKPBITOrO KIIoYa

3JIEKTPOHHOM MOJIMCH Ha TOKEH.

2. I'enepanus K/I0YeH 3JICKTPOHHOM MOANKMCH MoJIb30BaTenei Y[

T'enepanust xiroua SJIEKTPOHHOM MOANUCH Mojb3oBaTesss YI[ ocyliecTBisieTcss B CHEAYIOIIUX
cayyvasix:

® 1py GOPMUPOBAHUH TIEPBOTO KIFOYA HIIEKTPOHHON ITOMITMCH 3asBUTEIIS;

® IpU [JIAHOBOM CMEHE KIII0Ya AJIEKTPOHHOM moAnucu nojs3oBarens Y11,

B ykazaHHBIX ciydasix mporpamMmmHoe obecrieuenre Y1l ¢ moMomsio cpesicTB 3MeKTPOHHOW MOAITUCH
110 3ampocy mnosb3oBareis Y1 renepupyer KiroueByro nHbopMaIuio 1 GOpMUPYET Ha TOKCHE KOHTCHHEP
3aKPBITOrO KIF0Ua AJIEKTPOHHOU MOAIUCH.

3. H3roroBneHne M TMOJy4YeHHE MOCJIEAYIOIIUX CEPTH(PHUKATOB OTKPLITOro KiIH4a
3JIEKTPOHHOM MOANMUCH MoJib3oBaTes s Y1

dopMupoBaHue CcepTHUQHKATa OTKPBITOIO KIO4a 3ieKTpoHHOHM mnoamucu llonp3oBatens VI
ocymectsisiercss Y1 Ha ocHOBaHMH 3ieKTpOHHOTO 3ampoca B popmare PKCS#10 Ha co3nanue u Bbliady
cepruduKaTta OTKPBHITOTO KJIFOYa AJIEKTPOHHOW TOMFCH, KOTOPBIN HANpPaBISEeTCS C HCIOIBb30BaHUEM
nporpammHoro obecniedenus Y1 - “IDC: YnpasneHus kitouamu’.

3ampoc Ha co3laHHMe cepTH(]UKaTa OTKPHITOrO KIO4a 3eKTpoHHOHW moanucu llomb3oBatens Y1
IpH IUTAHOBOHW CMEHE cepTHdUKaTa KJ04a DJIEKTPOHHOW IMOAMMCH MPEACTaBIseT co00# 3ampoc B
anekTpoHHOl Gopme B Gpopmare PKCS#10, koTOpbIi HampapisieTcs ¢ UCIOIb30BAHUEM IIPOIPAMMHOIO
obecnieuenus Y1I.

VII ocymiecTBIseT CO3laHUE CEePTH(PHUKATa OTKPHITOTO KI0Ya AIIEKTPOHHOW MOIMUCH B BHIE
3JIEKTPOHHOTO TOKYMEHTA B COOTBETCTBUU C IMOCTYITUBIIIMM 3aIIPOCOM.
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[Ipu mnaHoBO# cMeHe cepTH(HKaTa KIoYa JIEKTPOHHOMW MOAINMCH 3HaueHMs moiiei Subject, Key
Usage, Extended Key Usage usroropieHHOro ceprudukara HACHTHYHBI 3HAYCHHUSIM 3THX IOJICH B
cepTUduKaTe, KOTOPBIA MOJABEPrcs CMEHE.

Cpok cozfanusi cepTUHKaTa OTKPHITOrO KJI0Ya 3JIEKTPOHHON MOJNHMCH HE MOXKET MpPEBBIIATH 3
pabounx nHEH ¢ MOMEHTa OCTYIDICHHS JIEKTPOHHOTO 3armpoca Ha cosfanue ceprudukara B Y11,

CeptuduKaT OTKPBITOTO KJIIOYA JJICKTPOHHONH TMOMIMMCH HANpaBISETCS €ro BIAICNbIly C
UCIOJB30BaHUeM MporpammHoro odecniedenus Y1 - “IDC: YnpaBneHus kimouamu’.

4. @opMupoBaHHe U Nepegaya 3asiBJeHUs HA aHHYJIHPOBaHHe cepTUPUKATA OTKPHITOro
KJIH0Ya 3JIEKTPOHHOI MOANMUCH B 3J1eKTPOHHOI hopMme

3asgBneHHEe Ha AaHHYJIUPOBAaHWE cepTH(UKAaTa OTKPHITOrO KIoYa 3JEKTPOHHOW MOIMHCH
¢dopmupyetcst [lompzoBatenem Y1 m HampaBmsieTcss B 3JeKTpoHHOM Buzae B Y1 ¢ mcmomszoBaHmeM
nporpammHuoro obecniedenus Y1 - “IDC: Ynpapnenue kiouamu’.

3asgBNeHHEe Ha AaHHYJIUPOBAaHWUE CepTH(UKAaTa OTKPHITOTO KiIoYa 3JIEKTPOHHOW MOIMHUCH
MIPEJICTABISIET CO00M 3eKTPOHHBIN HoKyMeHT popmata XAdES. B kadecTBe MOAMMCHIBAEMBIX JTAHHBIX
WCTIONB3YeTCs 3alpoCc Ha aHHYJTUpOBaHHE cepTHU(HUKATa, a AIEKTPOHHAS MOAMNHUCH OCYIIECTBIAETCS B
COOTBCTCTBUM C YCTAHOBJICHHBIM IOPAAKOM Ha ILCI\/'ICTB}/IOHICM KIIFO4YEC 3H€KTpOHHOI71 IHOAIINCH
[Monw3oBarens YL, mubo Ha KIItOYE 3JIEKTPOHHOM MOJIMKCH YIIOIHOMOYEHHOTO Nnna Kommnanuw.

3ampoc Ha aHHYIWPOBaHUE CepTU(HUKATA OTKPHITOTO KIIFOYA 3JIEKTPOHHON TMOJIICH MPEACTABISET
coboii ctpoky dopmara XML co creayrommmu atpudyramu. CertificateSerialNumber, ReasonCode,
SomeComment, SecretPhrase, rze:

CertificateSerialNumber - cepwuiiHblii HOMEp aHHYJIHPYEMOTO CepTH(HKATa OTKPHITOrO KIHOYa
ANEKTPOHHOM HOJIUCH;

ReasonCode — ko npu4HHBI aHHYJTUPOBAHUS U3 CIEAYIONIETO TIEPeUHs JOIMTYCTUMBIX 3HAUCHHIA:

"0" — He yka3zana

"1" — KommpomeTanus Kirroda

"2" — KoMmpomeranus KJroua 3JeKTPOHHOHN moanucH Y nocrosepsitomero LieHTpa.

"3" — M3MeHeHne NpUHAICKHOCTH

"4" — Ceprudukar 3aMeHEeH

"5" — [IpekpatieHue padboOThI

SomeComment — TekcTOBOE 3HAUYEHHE KOMMEHTAapHs BIIaJelblla CEPTU(PHUKATA OTKPBITOTO KIIoYa
AIIEKTPOHHOMH MOAIHCH;

SecretPhrase — cekpeTHOe CIIOBO Biiajieiiblla CEPTU(HKATA OTKPHITOTO KIIF0Ya JICKTPOHHOM TOMAIUCH
NepeIaHHOro B 3arpoce Ha co3laHue cepTudukaTa OTKPBITOTO Kiro4a, AeHCTBHE KOTOPOTO HEOOXOAMMO
aHHYJIMPOBATh.

5. ®opmupoBaHue U Mepeqaya 3asiBJeHHs] HA MPUOCTAHOBJIEHHE AeicTBUS cepTHUKATA
OTKPBITOT0 KJII0Ya YJIEKTPOHHO! MOANUCH

3asiBIeHHE HA IPUOCTAHOBJIECHUE ACUCTBHS CepTH(UKATA OTKPBITOrO KIF0Ya 3JIEKTPOHHOH MOIANNCH
dopMmupyeTcs W HampapisieTcss B JJEKTPOHHOM Bujae B YI[ ¢ HCmonb30BaHMEM MPOrPaMMHOTO
obecnieuenus Y1 - “IDC: Ynpasnenus kimodamu’”.

3asBIeHNE HA IPHUOCTAHOBJIECHUE AEUCTBHS CEPTH(UKATA OTKPBITOrO KIF0Ua 3JIEKTPOHHON MOIIHCH
npeacTaBiIsieT co0oil 31ekTpoHHbI TokyMeHT ¢opmara XAdES. B kadecTBe moAnuchIBaeMbIX AaHHBIX
UCIIOJIB3YETCSl 3alpoc Ha MPUOCTAHOBJICHUE JEWUCTBHSA cepTuduKaTa, a dJIEKTPOHHAs TOAIMHUCH
OCYILIECTBIISIETCS. B COOTBETCTBHU C YCTAHOBIICHHBIM IMOPSIKOM Ha JICHCTBYIONEM KITFOYE AJICKTPOHHOM
nognucu [lonp3oBarens, mMO0 Ha KIIOUYE 3JIEKTPOHHOH MOAMUCH YITOJTHOMOYEeHHOTO nia Kommanum.

3anpoc Ha NPUOCTAHOBJICHHE JIEHCTBUS CEepPTU(PHKATA OTKPHITOTO KIFOYA SJIEKTPOHHOW MMOJIHCH
npezcTaBisieT coboit crpoky dopmara XML co cmemyromumu atpubyrtamu: CertificateSerialNumber,
ReasonCode, SomeComment, SecretPhrase, rae:

CertificateSerialNumber - cepwuiiHplii HOMep cepTH(dUKaTa OTKPBITOrO KIOYa DJICKTPOHHOU
TIOJIITACH, IEHCTBUE KOTOPOTr0 HEOOXOIUMO IIPHOCTAHOBHUTH;

ReasonCode — kox npuumns: 6" (mprocTaHoBIeHKE IeHCTBUS cepTudUKaTa);

SomeComment — TekcToBOe 3HaYCHHWE KOMMEHTapus Biajelibla cepTH(UKaTa OTKPHITOrO KI0Ya
3JIEKTPOHHOMU MOJIIHCH;

SecretPhrase — cekpeTHoe ClIOBO Bliajesblia CepTU(UKATa OTKPBITOrO KIF0Ya SJIEKTPOHHON ITOIITHUCH
NepEeAaHHOro B 3aMpoce Ha CO3JaHne CEPTHU(HKATA OTKPBITOrO KIk04a, AeHCTBHE KOTOPOro HEOOXOIMMO
IPUOCTaHOBUTb.
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6. ®opMupoBaHMe M TNepeaadya 3asiBJeHHs HAa BO300HOBJICHHMe HelicTBHSA cepTHdHKATA
OTKPBITOr0 KJI04A JICKTPOHHOM MOANUCH B JJIEKTPOHHOH (popme

3asBneHre Ha BO30OHOBJICHHE JCHCTBHS CEepTU(HKATA OTKPHITOrO KIOYa BIIEKTPOHHOW MOINHCH
dopMmupyeTcs W HampapisieTcss B JJEKTPOHHOM Buae B YI[ ¢ Hcmonb30BaHHMEM NPOrpaMMHOTO
obecnieuenus Y1 - “IDC: YrupaBmeHus KirodaMu’”.

3asiBIeHHE HAa BO30OHOBJIEHHE ACUCTBHS CEPTHU(PHKATA OTKPHITOTO KIIF0YA 3JIEKTPOHHOH MOANUCH B
JNIEKTPOHHOH (opMe mpencTaBisier coOoil 37eKTpoHHBIM mokymeHT ¢opmata XAdES. B kauectse
NOJNKCHIBAEMBIX JTAHHBIX MCIIOJAB3YETCsl 3alpoc Ha BO30OHOBICHHME MOCHCTBHS cepTudukara, a
JIEKTPOHHAS MOAINCH OCYIIECTBISIETCS B COOTBETCTBHH C YCTAHOBICHHBIM MOPSAKOM Ha IEHCTBYIOIIEM
KJItoue 3NeKTpoHHor noamnuck [lonp3oBarens, 160 Ha KIrOUYe SJEKTPOHHON MOANMCH YIIOJIHOMOYEHHOTO

ymia Kommannm.

3ampoc Ha BO30OHOBIICHHWE IEHCTBUS CepTHU(PHUKATA OTKPBITOTO KITIOYA DIICKTPOHHOW ITOIITUCH
npencTaBisieT coooit ctpoky popmata XML c atpudyrom CertificateSerialNumber, rae:

CertificateSerialNumber - cepwuiiHblii HOMep cepTH(dUKaTa OTKPBITOrO KJIOYa DICKTPOHHOU
TTOATHCH, JEHCTBHE KOTOPOTO HEOOXOIUMO BO30OHOBHUTS.

7. Cpoxu JeiicTBHS K/IKOYeld 3JIeKTPOHHOI NOANUCH M CepTH(PHUKATA OTKPHITOr0 KJIKYa
jiekTpoHHOU moanucu Ilosb3oBaTenei

Cpok JneiicTBUSl KITIOYa SJIEKTPOHHON TOJMHMCH U cepTH(]HKAaTa OTKPBHITOrO KIOYa 3JIEKTPOHHOH
noanucu [lons3zoBarens Y nocrosepsromero Llentpa — 1 rog.

Ha3zpanue | Onmcanue | Conepranue
Ba3oBble moJis1 cepTU(PUKATA OTKPHITOI0 KJIKYA JIEKTPOHHOH MOANNCH
Version Bepcust V3

Serial Number

CepuiiHbII HOMEp

YHUKaIbHBIN cepuitHBIN HOMED cepThudrKara

Signature Algorithm

AJTOpUTM NOANKCH

ANTOpUTM NOANUCH YHOTHOMOYEHHOro nna Y1,
COOTBETCTBYIOLIHUI TpeOoBaHMsIM PerinamenTa

Issuer

Wznatens ceprudukara

CN = IDC Issuer CA
OU = IT Department
O = Interdnestrcom JSC

L = Tiraspol
S=PMR
C=MD

Validity Period

Cpok neicTBus
cepTudukara

JleicTBuTeleH ¢: AA.MM.ITIT yd:MM:.cc GMT
JleiicTBUTENIEH 1O AA.MM.ITIT 9d:MM:cc GMT

Subject Bnanenen ceprudpukara | CN = Oo6rmiee umst = Oamumst, Umst, OTaecTBO

O = Opranuzauus Biaaebla cepTudukata

L =Topox Bianenbiia ceprudpurata

C = Crpana Biajeiblia cepTudurara

E = DnexTpoHHas mouTa Biajelbla cepTU(HKaTa
Public Key OTKpBITBIN KITIOY OTKpBITHIH KITI0Y 3JIEKTPOHHON MOAMUCH (ANTOpUTM

3JIEKTPOHHOM MOJIUCH

noanucu YL, cooTBeTcTByromumii TpeOOBaHUAM
Pernamenta)

Issuer Signature
Algorithm

AJNTOpUTM TOANKCH
u3garens ceprudukara

AnroputMm noanucu Y1, cooTBEeTCTBYIOMIMIL
TpeboBaHusIM PerimamenTa

Issuer Sign

OIl uzparens
ceprudurkara

Sha256 RSA
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I[OﬂOJ]HeHI/lﬂ cemebmcaTa OTKPLITOI'0 KJIKH04Ya 3J'leKTpOHHOl7[ noANMUCH

Certificate Policies

[Monutuka ceprudukaTa
2.5.29.32

[1] [onuTuka ceprudukara:
Unentudurarop monmutukn=1.3.6.1.4.1.58637.1.1
Interdnestrcom CPS, Kiacc cpeacrsa VI KC2

[2] Pazmemienne CPS:
https://ca.idc.md/pki/polices.html

Key Usage (critical)

Hcnoap3oBanue Kirroda
2.5.29.15

HeotpekaeMoCTb — HEBO3MOKHOCTB OCYIIECTBIICHHUS
OTKa3a OT COBEPIICHHBIX JEHCTBUI;

[Moanuce, lnpposanue xmoueit, [Hnudposanue
JTAHHBIX

Extended Key Usage

VY Iy4nieHHbIA K04
2.5.29.37

Ha6op unentuduxaropos (O1D), onpeaensroniuii
OTHOILIEHUS, IPU OCYIECTBIEHUN KOTOPBIX
ANIEKTPOHHBIN TOKYMEHT C 3JIEKTPOHHOU MOAMKUCHIO
OyzeT MMEeTh IOPUINYECKOE 3HAUCHHE

Subject Key Identifier

Wnentudukarop xioya
BJIaJieIbIla cepTudukara
2.5.29.14

Wnentudukatop Kito4a 3JIEKTPOHHON MOAMHUCH
BJIaJIebIla cepTudukara

Authority Key Identifier

Unentudukarop kmoga
U3JaTeNs cepTU(UKaTa
2.5.29.35

Unentudukarop kiroga 31eKTpOHHOH moamucy Y 1]

CRL Distribution Point

Touka pacnpeaeneHus
CIMCKa OTO3BaHHBIX

http://ca.idc.md/ext/IDC _Issuer CA.crl

ceprudukaros (CRL)
2.5.29.31
Thumbprint Algorithm Asroput™ xam-¢yukipn | Shal
cepTudukara
Thumbprint 3HavyeHue x3m-QyHKIUK | 3HauYeHHE XOII-PYHKIMH CEPTUPHUKATA OTKPHITOTO
ceprudukara KJTFOYa AJIEKTPOHHOM TTO/MCH B COOTBETCTBHU C
anropur™om Shal
1.3.6.1.4.1.58637.2.1.1 | Unentuduxarop UTF8String:
KJIIMeHTa B cucreMe Y1 Clientld=<WpuenTuduxarop KineHTa>
1.3.6.1.4.1.52072.1.1 Enmuaerii IA5String
perucTpanuoOHHbIH
HOMeEp (HPUBUIECKOTO
aMna
1.3.6.1.4.1.52072.1.2 PerucrparnonHbIi IA5String
HOMEp FOPHIHMYECKOTO
JIMIIA, TOJIBKO JIJISt
FOPUANYECKHX JIHIL
1.3.6.1.4.1.52072.1.3 duckanbHbBII KO IA5String

TOCyapCTBEHHOTO
YUPEXKISHUS
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HOPUJIIOKEHUE Ne2
Kk PersiamenTty YaocroBepsiwomuiero nenrpa C3AO «AHTepaHECTPKOM»

OobsacTu AelicTBHS CePTH(PUKATOB OTKPBITHIX KJII04Yel 3JIeKTPOHHON MOANNCH

1. [IpuHIMTIBI  TTOCTPOCHUS OOBEKTHBIX  HMICHTH(UKATOPOB  OOJAacTeH  MpUMEHEHHS
cepTU(UKATOB OTKPBITHIX KIIIOYEH 3neKkTpoHHOU moamnucu llonb3oBarencit Y poctoBepstomiero Llentpa
Kommannm (OID).

MexmyrapoaHoii acconmarmeir IANA 3a Komnanwueii 3apeructpupoBano 3Hauenue 1.3.6.1.4.1. 58637.

B xayectBe KOpHEBOro OOBEKTHOrO  HICHTH(HKATOpa IS  MOCTPOSHUS  CTPYKTYPBI
UICHTU()UKATOPOB 0O0NAacTel NMPUMEHEHUS CEPTU(PUKATOB OTKPBITHIX KIFOUCH 3JICKTPOHHOW IMOIIMHCH
VYaocropepsitomM  LleHTpoM  HCHIONB3yeTcsl 3HA4Y€HUE, 3apErUCTPUPOBAHHOE B MEXAYHAapOIHOUN
accormaruu IANA.

CrpykTypa OOBEKTHBIX HJICHTH(PHUKATOPOB 00JacTeld NPUMEHEHHUS CEPTU(PHUKATOB OTKPBITHIX
Kirouel anextponHoi noanucu Ionb3osareneit Y nocrosepstoniero LlenTpa umeeT BUI;

1.3.6.1.4.1. 58637.X.YY, rae:

o X — busHec-cucrema, 0003HaYaeMast OJTHAM U3 CICAYIONINX YHCIOBBIX 3HAYCHHIA:

1 — CucreMHblii pa3ien

2 — Ceprudukarsl OTKphITOro kiroua 11 Gu3ndeckux 1 PUIUIESCKUX JTUI]

oYY — Obnactu mpuMeHeHHUs cepTH(PHUKATOB, OTHOCAIHECS K KoMmanuu:

O6nactu nprMeHeHus: cepTU(UKATOB, IPUHAJICKAIINX Y TOCTOBEPSIOIIEMY IIEHTPY:

OID Ha3zBanune O0acTh IefcTBU
1.3.6.1.4.1.58637.1 CucreMHblIi pa3gen
1.3.6.1.4.1.58637.1.1 IMomutnku Ccpulka Ha OIMyONMKOBAaHHBIE TIONWTHKHA BBIIAYN
cepTUPUKATOB B | cepTH(PHKATOB IEHTPOM cepTudukanun Kommnannn
CPS
1.3.6.1.4.1.58637.1.2 [TomuTHKHM cepBepa MITAMIIOB BpeMEHHU
1.3.6.1.4.1.58637.1.2.1 RSA 2048 | ANTOPHUTM NOJNVICH HITAMITA BPEMEHHU
1.3.6.1.4.1.58637.2 Ceptndukats! Ilons3oBaTeneit
1.3.6.1.4.1.58637.2.1 Ceptudukar nons3osareins YI[
1.3.6.1.4.1.58637.2.1.1 Ceprudukar Pacmiupenne ceprudukara ans  UACHTH(DUKALUIH
[Tomnb3oBarens KJIMEHTa JTMOO IMOJIHCH DIIEKTPOHHBIX TOKYMEHTOB.
Obnacte aeiictBuss CepTuduKara yCTaHABIMBACTCS
Ha OCHOBaHMM 3asiBineHul Iloap3oBarenei

TexHonoruyeckne OOBEKTHI CEPTU(HHUKATOB OTKPBITHIX KIFOUEH SJEKTPOHHOW MOJMHCH (TPHHAIJIEKAT
MuHHUCTepCTBY IIM(POBOTO pa3BUTHSI, CBSI3U M MacCOBBIX KOMMYHUKanui [IMP):
O0beKTHBII HasBanmne
unenrugukarop (OID)
1.3.6.1.4.1.52072.1.1 Wnentnduxatop GuU3HIECKOro Juma
1.3.6.1.4.1.52072.1.2 Perucrparmonsbrit HoMep I0PUANIECKOTO JTUTA
1.3.6.1.4.1.52072.1.3 Ceprudukar opraHa TOCYJapCTBEHHOW, WCIIONHUTEIBHOW BIIACTH WIIN
OpraHa MECTHOT'O CaMOYITPABJICHUS
1.3.6.1.4.1.52072.1.4 Crnenmanbubiii CepTuduxar
1.3.6.1.4.1.52072.2.1 Ceprudukar oneparopa QPUCKAITLHBIX JAHHBIX
1.3.6.1.4.1.52072.2.2 Cepruduxar kaccsl OD]J]
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MNPUJIOKEHHUE Ne3a
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MHTepaHECTPKOM»

s iopuouueckux auy

3asiBienue
0 perucTpanum, NPucoeTNHEHUH
Kk Pernamenty YnocroBepsiiomero nentpa C3AO «HTEpaAHECTPKOMY,
CO3IaHHM W BhIIaYe CEPTHU(PHKATA OTKPHITOr0 KJIH0YA YJIEKTPOHHOW MOAMUCH

()10}77!08 HaumeHnosanue lupuduuecxozo ,71/[14(1)

B JINIIE ,

JEHCTBYIOLIETO HA OCHOBAaHUU

1)

(0onorcnocmy, D.H.O. ynoanomovenno2o auya)

(HaumeHosaHue u 0ama OOKyMeHma)

[Ipocut mpousBectu peructpanuio B YnpocroBepswomeM neHTpe C3AO «HTepaHEeCTpKOM» B
COOTBETCTBMH C YKa3aHHBIMU B HACTOSIIIEM 3asIBJICHUM JAHHBIMU:

CBeieHHsI 0 OPHIHYECKOM JINIIE:

[TosiHOE HAMMEHOBaHUE OPUIUICCKOTO JInIa*

COKpaHlCHHOC HAaMMCHOBAHUC IOPUANYICCKOI'O .HI/IHa*

IOpuamaeckuii anpec ropuandeckoro auma*

[louToBBIH aipec OPUANIECKOTO JTUIa™

Perucrpamnmonusiii Homep™

DuckanbHBIA KO

BaHKOBCKHE PEeKBH3HUTHI:*

HanmenoBaune Oanka

PacueTHbIl cuet

Caenenus 00 YIHOJHOMOYCHHOM MPEACTABUTEIIC / PYKOBOJAUTECIEC IOPUAUYICCKOI0 JUIIA:

®UO (momHOCTHIO)*

Jara poxaenus™

JanHble macnopta (yIOCTOBEPEHHUS JTUYHOCTH) (HOMED,
cepus, J1aTa BeIjaun)*

JlomkHOCTE*

JloBepeHHOCTH (HOMED, 1aTa, CPOK JIEHCTBHUSA)

KoHnTakTHBIE JaHHBIE:

Juis1 nHGopMaIMOHHBIX PACCHLUIOK:

Howmep Tenedona (¢ kogom ropoja)**

E-mail**

st AByX(aKTOpHOIi ayTeHTHQUKALIUM:

MoOunbpHbII HOMep TenedoHa*™*

E-mail**

Y4eTHble JAHHBIC:

Jlornn

Bpemennslii naposs

* — oOa3amenvHuLL Napamemp 0 3aNOTHEHUSL.

**

2)

3)

4)
5)

6)

— obsi3amenien 015 3aNO0JHEHUsI OOUH U3 08YX NAPAMEMPOB.

[TomHOCcTEIO W 0OE3yCIOBHO TMPHUCOENMHSAETCS K  PermaMeHTy — YIOCTOBEPSIOIIETO — IICHTpa
C3AO0 «MHTEpIHECTPKOM», YCIOBUS KOTOPOTO OIpEAENeHbl M ONMyOJMKOBaHBI Ha caiiTe Mo ajpecy
http://ca.idc.md.

CBuneTenbCTBYET 0 TOM, 4TO ¢ PermamenTom YaoctoBepsitomiero nentpa C3A0 «HTEepIHECTPKOM» H
MIPIJIOKEHUSIMU K HEMY O3HAKOMJIEHO, COTJIACHO M 00S3yeTCs COONIOIATh BCE MOJIOKEHUS YKa3aHHOTO
JOKYMEHTA.

ITpocut co3maTh M BBIJATh CEPTUGUKAT OTKPHITOrO KIIOYa D3JIEKTPOHHOW MOANUCH (namee —
«Ceptudukary).

3asBnsier, yTo JI0ObIe ACHCTBHS, KOTOpble OyAyT COBEpIIeHH Ha ocHOBaHMH 3Toro Ceprudukara,
SIBIISTIOTCSL ACUCTBUSIMU, COBEPIIAEMBIMHI OT UMEHHU IOPUANIECKOr0 JIHLIA.

Hacrosimum npuHUMaeT W corjamaercss ¢ TeM, 4TO B ClIydasX OOHapy>KeHHMs HEJOCTOBEPHOCTHU
CBEICHM, YyKa3aHHBIX B HACTOSIIEM 3asBICHHM, a TaKKe B HWHBIX CIIydasX, yCTAaHOBJICHHBIX
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NEeHCTBYIONIMM 3aKkoHonaTenbcTBOM IlpuanectpoBckoit Monpasckoit PecnyOnmuku u PermamenTom
VYaocrosepsitoniero mnenrtpa C3AO «MHTepaHecTpkom», BblaaHHbld CepTUhHUKAT MOXKET OBITh
aHHyJMpoBaH Y gocToBepstouM neHTpoM C3AO «HTepIHECTPKOMY.

3asiBUTEIb:
(Haumenosanue PUOUYECKO20 TUYa)
(0onxcrocms, DHUO ynoanomouennozo auy)
(noonucy) (pamunus, ums, omuecmeo)
M.IL
IpunsTo:

¥ nocrosepstouiuii neHTp C3AO «HTEpAHECTPKOM»
Anpec: MD-3300. r. Tupacmons, yi. Boccranus, 41
Odwuc: MD-3300. r. Tupacnons, yn. K. Mapkca, 149
¢/x 0200030581

B 3A0 «ArponpomOaHk», r. Tupacmnonb

P/cu. 2212160000000024

KVYb 16 x/c 20210000087

Tein. +37353338124, daxc +37353357188

YnoaiHoMo4eHHOE JTHIIO:

(noonucs) (pamunus, ums, omuecmeo)

M.II.
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MNPUJITOKEHHUE Ne36
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MUHTepaHECTPKOM»

Jns pusuneckux nuy

A

1.

3asiBjieHUe
0 perucTpanuu, NpucoeANHEeHUM
Kk PernamenTy Y nocrosepsitomero nenrpa C3AO «HTepaHECTPKOMY,
CO3JaHHMU U BblJaye cepTU(HKATA OTKPHITOr0 KJII0YA JIEKTPOHHOMN MOANUCH

QO

[Ipomy mpomsBectn peructpammio B YaoctoBepsitommem 1entpe C3AO «MuTepaHecTpkom» B
COOTBETCTBHH C YKa3aHHBIMH B HACTOSIIEM 3asIBJICHUN JIAHHBIMH:

CaeeHue 0 KJINEHTe:

®UO (momHOCTHIO)*

Hara poxnenus™

Jannpie macmnopra (yAZOCTOBEpPEHHsSI JTUYHOCTH) (HOMED,
cepwus, J1ata BeIgaun)*

MecTo XKHUTENbCTBA (perucTpanin)®

baHKoBCKHE PEKBU3UTHL:

HanMmenoBaune Oanka

PacuerHriii cuer

MecTo paboThr*

KoHTakTHBIC JAHHBIC:

JJ1s1 nHpOPMALIMOHHBIX PACCHLIOK:

Howmep Tenedona (c kogom ropoga)**

E-mail**

Juist ABYX(aKTOPHO# ayTeHTH(PUKALMN:

MoOwuipHEI HOMep Tenedona™*

E-mail**

YyeTHbIC JaHHDBIE:

Jlornun

BpemenHsbli napoib

* — 0bsa3amenvublll napamemp 015 3aN0JIHEHUSL.

**

2.

— obs3amenien 0151 3aNOHEHUsI OOUH U3 08YX NAPAMEMPOS.

[TomHOCTEIO W 0€3yCIIOBHO TPHCOCOUHSIOCh K  PermameHnTy  YIOCTOBEpSIOIIEro  IICHTpA
C3AO0 «MHTEpIHECTPKOM», YCIOBUS KOTOPOTO OIpEeNieHbl M OMyOIIMKOBaHBI Ha caiiTe Mo ajpecy
http://ca.idc.md.

CBuIETENBCTBYIO O TOM, 4TO ¢ Permamentom Y nocrosepsromiero neHtpa C3A0O «MHTepaHECTPKOM» H
MPWIOKEHUSIMA K HEMY O3HAKOMIIEH, COTJIaceH M O0sI3YIOCh COONIONATh BCE IMOJIOKEHUST YKA3aHHOTO
JOKYMEHTA.

[Ipomy co3mate M BBIOATH CEPTH(UKAT OTKPHITOTO KIIOYa OJIIEKTPOHHOM moAnmucH (naee —
«Ceptudukary).

3asBisio, 4yTO JM0OBIE AEHCTBUS, KOTOpBIE OyIyT MHOH COBEpIIEHbI HA OCHOBaHUM 3Toro Ceprudukara,
SIBIISIIOTCS ACUCTBUSIMU, COBEPIIAEMBIMH OT MOETO HMEHH.

Hacrosimum mnpuHUMAa0 W COTJIAIAIOCh € TEM, YTO B CIydasx OOHapYy»XEHHS HEJOCTOBEPHOCTH
CBEJICHWIA, YyKa3aHHBIX B HACTOSIIEM 3asBICHHH, a TAKKE B HWHBIX CIIydasX, yCTAaHOBJICHHBIX
JeHCTBYIONMM 3aKkoHonaTenbcTBOM IlpuanectpoBckoit Monnasckoit PecnyOnmuku u Permamentom
VYnocrosepsitoniero  1ietpa C3AO «MHTepaHecTpkoM», BbIIaHHb CepTUdUKAT MOXKET OBITh
aHHyJMpoBaH Y gocToBepsomumM neHTpoM C3A0 «MHTepIHECTPKOMY.

3asBUTEND:

(noonucy) (pamunus, ums, omuecmeo)
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IIpunsro:

Y nocroBepsttomuii 1ieHTp C3AO «HTEpAHECTPKOM
Anpec: MD-3300. r. Tupacnons, yi. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yn. K. Mapkca, 149
¢/x 0200030581

B 3A0 «Arponpombank», T. Tupacmoib

P/cu. 2212160000000024

KVb 16 x/c 20210000087

ten. +37353338124, daxc +37353357188

YnojHoMo4YeHHOE JIHIO:

(noonucy) (pamunus, ums, omuecmeo)

M.IL
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MNPUJIOKEHHUE Ne3s
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MUHTepaHECTPKOM»

Jna gpuzuyeckux auy: HOMapuyc, YacCmHulil HOMAPUyc, CyOeOHbIl UCNOTHUMENb, C1e008AMEND,
0o3Hagamenb, HAI0208blli UHCNEKMOP

A,

1.

3asBieHue
0 perucTpanum, NPrucoeTNHEHUH
Kk Pernamenty YnocroBepsiiomero nentpa C3AO «HTepaHECTPKOMY,
CO3JaHNU U BbIave cepTUPHKATA OTKPHITOr0 KJII0YA JIEKTPOHHON MOANUCH

QO

[Ipomy mpomsBectn peructpammio B YaoctoBepsitommem 1entpe C3AO «MuTepaHecTpkom» B
COOTBETCTBHH C YKa3aHHBIMH B HACTOSIIEM 3asBJICHUN JIAHHBIMH:

CaeeHue 0 KJINEHTe:

®UO (momHOCTHIO)*

Hara poxnenus™

Jannpie macmnopra (yZOCTOBEpPEHHs TUYHOCTH) (HOMED,
cepwus, J1ata BeIgaun)*

MecTo XKHUTENbCTBA (perucTpanin)®

baHKoBCKHE PEKBU3UTHL:

HanMmenoBaune Oanka

PacuerHriii cuet

[IpaBoBoii cTaTyc (¢ ykazaHueM HOMEpa yIOCTOBEPCHUS,
WHOTO JIOKyMEHTa, AaThl BBIJAYH, CPOKA NEHCTBHS (TIpH
HaJTuInn)*

KoHTakTHBIE JaAHHBIC:

Joist uHGOpMALIMOHHBIX PACCHLIOK:

Howmep Tenedona (¢ kogom ropoja)**

E-mail**

Jasi iByx¢akTopHOil ayTeHTHDUKALIUM:

MoOubHbII HOMEp Tenedona™*

E-mail**

YyeTHbIC JaHHDBIE:

Jlornn

Bpemennblil napoib

* — obA3amenvHuLL napamemp 07 3aN0THEHUSL.

**

2.

— obs3amenen 015 3aNOIHEHUs. OOUH U3 O8YX NAPAMEMPO8.

[lonHocTh0 W 0€3yclnoOBHO TNpHCOeAUHSIOCH K  PermameHnty  YapocroBepsiioimiero —meHTpa
C3AO0 «MHTEpIHECTPKOM», YCIOBUS KOTOPOTO OIpEAeNieHbl M OMyOIIMKOBaHBI Ha caiiTe Mo ajpecy
http://ca.idc.md.

CBHIETENBCTBYIO O TOM, 4TO ¢ Permamentom Y nocrosepsromero neHtpa C3A0 «MHTEpAHECTPKOM» H
MPWIOKEHUSIMH K HEMY O3HAaKOMIJICH, COTJIaceH M O0sI3YIOCh COONIOATh BCE IMOJIOKEHUS YKa3aHHOTO
JOKYMEHTA.

[Ipomy co3mate M BBIOATH CEpTH(UKAT OTKPBITOrO KIIOYa BIEKTPOHHOM moamnucu (nmamee —
«Ceptudukar).

3asBisiio, 4yTO JIFOOBIE JICHCTBHUS, KOTOPBIE OYIyT MHOW COBEpIIIeHbI Ha ocHOBaHUH AToro CepTudukara,
ABIISIOTCS IEUCTBUSAMH, COBEPIIAEMBIMU OT MOET0 UMEHH.

Hacrosimum mnpuHMMal0 W COrjlalialoch ¢ TEM, YTO B Clydasx OOHapyXEHHUS HEIOCTOBEPHOCTH
CBEJICHWH, YKa3aHHBIX B HACTOSIIEM 3asBICHWH, a Takke B HWHBIX CIIydasX, YCTaHOBJIEHHBIX
JIEHCTBYIONTNM 3aKOHOAATeNsCTBOM I[lpmmHecTpoBckoit MommaBckoit PecnyOmmku u Pernimamentom
VYnocrosepsitomero nentpa C3AO «MutepaHecTpkom», BblgaHHbId  CepTUHUKAT MOXKET OBITH
aHHyMpoBaH Y gocToBepstouuM neHTpoM C3AO «HTepIHECTPKOMY.

3asBUTEND:

(noonucwy)  (hamunus)
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IIpunsro:

Y nocroBepsttomuii 1ieHTp C3AO «HTEpAHECTPKOM
Anpec: MD-3300. r. Tupacnons, yi. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yn. K. Mapkca, 149
¢/x 0200030581

B 3A0 «Arponpombank», T. Tupacmoib

P/cu. 2212160000000024

KVb 16 x/c 20210000087

ten. +37353338124, daxc +37353357188

YnojHoMo4YeHHOE JIHIO:

(noonucy) (pamunus, ums, omuecmeo)

M.IL
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MNPUJITOKEHHUE Ne3r
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MUHTepaHECTPKOM»
s opuouueckux auy
3asiBjieHUe
Ha aHHYJIMPOBaHUe cepTHUKATA
OTKPBITOr0 KJII0YA IEKTPOHHO! MOAMUCH

r. Tupacmomns « _» 20 T

(Haumenosanue OPUOULECKO20 TUYQ)

B JINIIE ,

(0onorcnocmy, D.H.O. ynoanomovennozo auya)

JIEUCTBYIOLIETO0 HA OCHOBAHUU

(Haumenosanue OOKyMeHma u oama cosepuieHus (6 OMHoOueHuU O08ePEeHHOCIU )
MpocUT aHHyIMpoBaTh CepTu(dUKAT OTKPHITOTO KIF0Ya AIIEKTPOHHOH moanucu (nanee — «Ceprudukary),
BBIJTAHHBIN

(HaumeHoBaHUe PUOUYECKO20 TUYa)

B YnoctoBepsitomeM 1ieHTpe C3AO «HTepAHECTPKOMY, BIAJEIBIIEM KOTOPOTO SIBIISICTCS

(D.H.0., dokymerm yoocmosepaiouuti TU4HOCHb, €20 Cepust t HoOMep, KeM U K020a 6bl0aH)

Jannbie CepTudurara:
Wnentnduxarop oTKpHITOTO KITFOYA!
B CBSI3H C

(npuuuna annyauposanus Cepmuguxama)

3asiBuTeNb (BJIagesien ceprugukara):

(nonnoe naumenosanue 1OPUOULECKO20 TUYA)

(0ondicHoCmb)

(noonucs) (pamunusa, ums, omuecmeo)

M.IL

IIpunsro:

¥ nocrosepstonuii neHTp C3AO «MHTEpAHECTPKOM»
Anpec: MD-3300. r. Tupacmoins, yi1. Boccranus, 41
Odwuc: MD-3300. r. Tupacnomns, ya. K. Mapkca, 149
¢/x 0200030581

B 3A0 «ArponpomOaHk», r. Tupacrnonb

P/cu. 2212160000000024

KYB 16 x/c 20210000087

ten. +37353338124, daxc +37353357188

YnosHoMo4YeHHOE JTUI0:

(noonucy) (pamunus, ums, omuecmeo)

M.IL
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MNPUJIOKEHHUE Ne3n
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MUHTepaHECTPKOM»
s pusuveckux nuy u auy, KOMOPLIM 6b10AH CREYUATLHBIIL cepmughukam
3asiBjieHUe
Ha aHHYJIMPOBaHUe cepTHUKATA
OTKPBITOr0 KJII0YA IEKTPOHHO! MOAMUCH

r. Tupacmomns « _» 20 T

s, )
(®HO)

(HaumeHoBaHUe OOKYMEHMA YOOCMOBEPIOUe20 IUUHOCMY, CepUst, HoMep, dama 8bl0aylU, KeM 8blOaH)
ﬂBHHIOH.IHﬁCS[ BJIaACIIBLIEM CepTI/I(I)I/IKaTa OTKPBITOI'0  KJIrO4a 3J'IeKTpOHHOI>i IIOAIINCH (z[anee —
«Ceprudukar»), BbHaHHBIM  YzaoctoBepstommM  1eHTpoM  C3AO «MHTepaHECTpKOMY»,  MPOIILY
aHHynupoBath CepTuduxar

Jdannbie Ceprupurara:
WnenTrdukaTop OTKPHITOTO KIto4a!
B CBSI3U C

(npuyuna annynuposanus Cepmuduxama)

3asiBuTtennb (Baagesen ceprudurara):

/

(noonucs) (pamunusa, ums, omuecmeo)

Ipunsito:

VY nocrosepstoutuii nentp C3AO «HTEpaHECTPKOM
Anpec: MD-3300. r. Tupacmoins, yi. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yi. K. Mapkca, 149
¢b/x 0200030581

B 3AO «Arpomnpombank», r. Tupacnomnsb

P/cu. 2212160000000024

KVYb 16 x/c 20210000087

Tei. +37353338124, daxc +37353357188

YnoiHoMo4eHHOE JIHIIO:

(noonucw) (pamunus, ums, omuecmeo)

M.IL
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HOPUJIOXKEHUE Ne3e
Kk PernameHTy YocToBepsioniero neHTpa
C3A0 «MUHTepaHECTPKOM»
s opuduneckux auy
3asBieHue
Ha MPUOCTAHOBJIEHUE AecTBHUS cepTUdUKaTa
OTKPBITOr0 KJII0YA IEKTPOHHO! MOAMUCH

r. Tupacmomns « _» 20 T

(HaumeHoB8aHUe PUOULECKO20 TUYA)

B JINIIE ,

(0onorcnocmy, D.H.O. ynoanomovennozo auya)

JIEUCTBYIOLIETO0 HA OCHOBAHUU

(naumenosanue OOKyMeHma u 0ama cosepuienus (6 OmHoweHuy 006epeHHOCmu )
IIPOCUT HNPUOCTAHOBUTH HeﬁCTBHC CepTI/I(bI/IKaTa OTKPBLITOI'O KJIIO4a 3J'IeKTp0HHOI\/’I moanucu (z[anee —
«Ceptudukat»), BBIJAHHOTO

(HaumeHoBaHUe PUOUYECKO20 TUYa)

B YnoctoBepsitomeM 1ieHTpe C3AO «HTepAHECTPKOMY, BIAJEIBIIEM KOTOPOTO SBIISICTCS

(D.H.0., dokymerm yoocmosepaiouuti TU4HOCHb, €20 Cepusi U HOMep, Kem U Ko20d 8blOaH,)
Jdannbie Ceprudurara:
WnenTrdukaTtop OTKPHITOTO KIto4a!
B CBsI3HU C

(npuyuna npuocmanosnenus oeticmeuss Cepmuguxama)

Cpok NpUOCTAaHOBIICHUS ICHCTBHS cepTU(dUKaTa KaJICHIAPHBIX JHEH.

(Konuuecmeo Oneti NPonucyio)

3asBuTesnb (Baajesel ceprudukara):

(nonnoe naumenosanue 1OPUOULECKO20 TUYA)

(OondncHoCmb)

(noonucw) (pamunus, ums, omuecmeo)

M.IL

IIpunsro:

Y nocrosepsrontuii neHtp C3AO «HTEpAHECTPKOM
Anpec: MD-3300. r. Tupacmoins, yi1. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yn. K. Mapkca, 149
¢/x 0200030581

B 3A0 «Arpompom6ank», r. Tupacnomns

P/cu. 2212160000000024

KVYB 16 x/c 20210000087

Tein. +37353338124, daxc +37353357188

Yo1HOMO4Y€eHHOE JIUIO:

(noonucs) (pamunus, umsi, omuecmeo)

M.IL
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NPUJIIOKEHHUE Ne3:x
K PersiamenTy ¥YaocToBepsiiomero neHTpa
C3AO0 «MUHTepaHECTPKOM»
s pusuveckux nuy u auy, KOMOPLIM 6b10AH CREYUATLHBIIL cepmughukam

3asBjaenue
HA MPHOCTAHOBJICHHE ICCTBUS cepTH(HKATA

OTKPBITOT0 KJII0YA JIEKTPOHHO! MOANUCH

r. Tupacnosnb «__» 20 r.

s, )
(®HO)

(naumenosanue 0okymenma, yoocmogepsouwe2o IuiHOCmy, cepust, HomMep, 0ama 6bl0auu, Kem bl0aH)
MPOIIYy TPUOCTAHOBHUTH neicTBHe CepTH]HKaTa OTKPHITOrO KIOYa AIIEKTPOHHOW MOIMHCH (Ianee —
«Ceptudukary),
Jannbie CepTuduxara:
Wnentnduxarop OTKPHITOTO KITFOYA!
B CBS3U C

(npuuuna npuocmanosnenus oeiicmeust Cepmuguxama)
Cpok mpuOCTaHOBIEHUS EHCTBHS cepTU(HUKaTa KaJICHIAPHBIX THEH.

(konuuecmeo Ouell nponucyio)

3asBuTennb (Baajesen ceprudurara):

/

(noonucs) (pamunusa, ums, omuecmeo)

IIpunsro:

VY nocrosepstoutuii nentp C3AO «HTEpAHECTPKOM
Anpec: MD-3300. r. Tupacnons, yi. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yi. K. Mapkca, 149
¢b/x 0200030581

B 3A0 «ArponpomOaHk», r. Tupacnoib

P/cu. 2212160000000024

KVb 16 x/c 20210000087

teit. +37353338124, dakc +37353357188

YnosHoMoO4YeHHOE JTUI0:

(noonucs) (pamunusa, ums, omuecmeo)

M.IL

33





HNPUJIOXKEHUE Ne33
Kk PernameHTy YocToBepsioniero neHTpa
C3AO0 «MUHTepaHECTPKOM»
s opuduueckux auy
3asBieHue
HA BO300OHOBJIeHHE AelCTBUA cepTH(UKATA
OTKPBITOr0 KJII0YA IEKTPOHHO! MOAMUCH

r. Tupacmomns « _» 20 T

(HaumeHosanue PUOUYECKO20 TUYa)

B JIMIIE 5

(0onorcnocmy, D.H.O. ynoanomovennozo auya)

JEHCTBYIOLIETO HA OCHOBAaHUU

(HaumeHoBaKUe OOKYMEHmMA U 0ama cosepuieHus (6 OMHOUEeHUU O08ePEHHOCL)

mpocuT BO300HOBUTH aelicTBue CepTudukaTra OTKPBHITOrO KIOYa 3JIEKTPOHHON moamucu (namee —
«Ceptudukat»), BBIJAHHOTO

(Haumenosanue OPUOULECKO20 TUYa)

B Y noctoBepsiromeM 1ieHTpe C3AO «HTepAHECTPKOMY, BIAJEIBIIEM KOTOPOTO SBIISICTCS

(D.U.0., 0okymenm y0ocmosepaIouuil IUHHOCMb, €20 Cepusl U HoOMeD, KeM i K020d 8bl0aH)

Jannbie CepTudurara:
Wnentuduxarop OTKpHITOTrO KITFOYA!

3asBuTennb (Baajesen ceprudukara):

(noanoe naumenosanue 1PUOUYECKO20 TUYa)

(OondncHoCmb)

(noonucw) (pamunus, ums, omuecmeo)

M.IL

IIpunsro:

¥ nocrosepstonuii neHTp C3AO «MHTEpAHECTPKOM»
Anpec: MD-3300. r. Tupacmoins, yi1. Boccranus, 41
Odwuc: MD-3300. r. Tupacnons, yi. K. Mapkca, 149
¢/x 0200030581

B 3A0 «ArponpomOaHk», r. Tupacrnonb

P/cu. 2212160000000024

KYB 16 x/c 20210000087

ten. +37353338124, daxc +37353357188

YnosHoMo4YeHHOE JTUI0:

(noonucy) (pamunus, ums, omuecmeo)

M.IL
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NPUIOXKEHHUE Ne3u
K PeriiameHTy yaocToBepsiiomero meHTpa
C3AO0 «MUHTepaHECTPKOM»
s pusuveckux nuy u auy, KOMOPLIM 6b10AH CREYUATLHBIIL cepmughukam

3asBieHue
HA BO300OHOBJIeHHE AelCTBUA cepTH(UKATA

OTKPBITOI'0 KJIKH0O4Ya 3J'I€KTp0HHOﬁ MmoaANmMMUCH

r. Tupacmons «_» 20 1.

s, )
(®HO)

(HaumeHoBaHUe OOKYMEHMA YOOCMOBEPAIOWe20 IUYHOCMb, Cepusi, HOMep, 0ama 8bl10a4u, Kem 6blOaH)
MIPOIITY BO30OHOBHTH ACHCTBHE CEPTUPHUKATA OTKPHITOTO KIFOYA AIEKTPOHHOH MOIITUCH:
Jdannbie Ceprupurara:
WnenTrndukatop OTKPHITOro KIto4a:
3asBuTennb (Baajesen ceprudukara):

/

(noonucs) (pamunus, ums, omuecmeo)

IIpunsro:

VY nocrosepsiromuid neHTp C3A0O «HTEpAHECTPKOM»
Anpec: MD-3300. r. Tupacnons, yi. Bocctanus, 41
Oduc: MD-3300. r. Tupacnons, yi. K. Mapkca, 149
¢/x 0200030581

B 3A0 «Arpompombank», r. Tupactomnsb

P/cu. 2212160000000024

KVb 16 x/c 20210000087

teit. +37353338124, dakc +37353357188

YnosHoMoO4YeHHOE JTUI0:

(noonucs) (pamunusa, ums, omuecmeo)

M.IL
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NPUJIOKEHHUE Ne3k
K PeriiameHTy yaocToBepsiiomero meHTpa
C3AO0 «MUHTepaHECTPKOM»

AKT npueMa-niepegadm ycTpoicTaa

USB-Token

r. Tupacmnosns «_» 20 T
Hacrosmum AkTtoM moaTBepkmaeTcs, 4to YmoctoBepsrommii 1meHTp C3AO0 «MHTepaHeCTpKOM»
(manee - VYII), B mune omepatopa YII, melcTBymoIero Ha OCHOBaHWHU JOBepeHHocTH No  oOT
« » 20 ropna mepenad,
a

(opraHu3alOHHO-1IpaBoBast (JOpMa U HAUMEHOBAHHE FOPUANYECKOIO JIULA)

nMeHyemblil B gansHelmeM «Iloab3oBarens Y.
B JIULIE ,

(0onxcnocms, D.U.O. ynornomouennozo auya)

JIEUCTBYIOLIETO HA OCHOBAHUU

(HaumeHosanue OOK) u oama cosep (6 omHo dogepennocmu)
nojayuma ycrporctBo USB-TOKEH, B KOJIHYECTBE WTYK CO CJIEAYIOLIUMU CEpUNHBIMU
HOMEPAMHU:

1. Tlonmp3oBatens VYII moaTBepkgaer, 4TO KOPIYC INEPEIaHHOTO YCTPOHCTBA HE HMEET BUIMMBIX
MIPU3HAKOB MOBPEXKICHHUS U B3JIOMA.

2. Tonwk3oBatensy Y[ 00s3yeTcs MCHOMB30BaTh M XPaHUTh TOKEH B COOTBETCTBUH C PerjiameHTOM
VYnocrosepsioriero nentpa C3AO «MHTepaHECTPKOMY, OyOIMKOBAHHOTO Ha caiite http://ca.idc.md.

3. Ilonb3oBatens Y1 coryaceH, 4ro [uid Hadana HCIOJIB30BaHMS TOKEHA HEOOXOAMMO OCYIIECTBHUTH
JIEHCTBUA B COOTBeTCTBMM ¢ WHCTpykunme# monb3oBarens s mporpammbl «IDC: Ympapnenue
KJIFOUaMuny, pa3MeIleHHOM Ha caiiTe Y jocToBepsitoliero nenrpa http://ca.idc.md.

4. Tlonb3oBatens Y1 BmpaBe cosnath 3ampoc Ha ceptudukar Ha APM Ilonb3oBarens u mpousBecTH
3amuch cepTU(duKarta Ha TOKEH B CPOK HE Mo3aHee 2 (JIBYX) MECSLEB C MOMEHTAa IOJINHCAHUS
HacToAlero AkTa.

HaCTOSIH_II/Iﬁ aKT COCTABJICH B [IBYX 3K3CMIUIAPAX, UMCIOIINX PABHYIO IOPUINYCCKYIO CUITY.

OT Y 10CTOBEPSIIONIETO IIEHTPA TIepeia: Ot Ilons3oBarens Y1 momydwi:

/ /
nOHH"CB pacmnd)pom(a MOJITACH nO}Il’I"CL pacmmbpomca TOJAITUCH
MIIT MII
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MNPUJITOKEHHUE Ne3n
K PeriiameHTy yaocToBepsiiomero meHTpa
C3AO0 «MUHTepaHECTPKOM»
s pusuveckux nuy u auy, KOMOPLIM b10AH CREYUATLHBLIL cepmughukam

AKT npuemMa-nepeiaaqu ycTpoicrea
USB-Token

r. Tupacnoanb «_» 20 1.

Hacroammm Axtom nmoareepkaaercs, 4yTo Y nocrosepstoniuil neHTp C3A0 «MHTEepaHECTPKOM

(manee - YII) , B mume omeparopa YL, neiictByromero Ha OCHOBaHWH JOBepeHHOCTH Ne ot
« » 202 ropma mepenad,
a
(OH0)

nMeHyeMbli B nanpHeieM «Iloab3oBarens YI»
nosy4mni ycrporictBo USB-TokeH, B KOJIHUYECTBe IITYK CO CIEAYIOIUMU CEPUUHBIMU
HOMEepaMHu:

1. Tlonp3oBatens VYII moaTBepkgaer, YTO KOPIYC NEPEJaHHOTO YCTPOHCTBA HE HMEET BUIMMBIX
MIPU3HAKOB MOBPEKICHUS U B3JIOMa.

2. llomp3oBatens YII 00s3yeTcs WCHONB30BaTh M XPaHUTh TOKEH B COOTBETCTBUU C PermameHTOM
VY nocrosepsiromiero entpa C3A0 «MHTepaHecTpKOMY, OmyOInKoBaHHOTO Ha caiite http://ca.idc.md.

3. Tlonp3oBatens Y1 coryaceH, 4ro Juis Hadana HWCIOJB30BaHHMS TOKEHAa HEOOXOJMMO OCYIICCTBUTH
JNEeHUCTBUA B COOTBeTCTBUM ¢ WHCTpykumed monb3oBarens s mporpammbl «IDC: Ympapnenue
KJIFOYaMuny», pa3MeIeHHOM Ha caiiTe Y 1ocToBepsitoniero mentpa http://ca.idc.md.

4. Tlonp3oBarens Y1 BmpaBe co3math 3ampoc Ha ceptudukat Ha APM [lonb3oBatens u MpOU3BECTH
3aMuch CcepTU(HUKAaTa HA TOKEH B CPOK He mo3gHee 2 (ABYX) MECSIEB C MOMEHTa IOJIHCAHMS
HacToAlmero AKTa.

Hacrosmuit akT cocTaBiieH B ABYX IK3EMIUIIPAX, UMEIOIINX PABHYIO IOPUIUUECKYIO CHITY.

Ot Y 10CcTOBEPSIIONIETO LIEHTPa Nepenal: Ot Ionp3oBarens Y1 nosyuui:

/
Ioanucs paciudpoBKa MOAMUCH Iloanuce paciudpoBKka MOAMUCH
MII MII
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HOPUJIOXKEHUE Ne3m
Kk PernameHTy yaocToBepsiomero ueHTpa
C3AO0 «MUHTepaHECTPKOM»
3asiBjenue
HA cO3JaHue U BblAavy cepTuduKaTa
OTKPBITOr0 KJIK0Ya JIEKTPOHHOU moanucu Ne_

r. Tupacmomns « _» 20 1.

s, )
(®HO)

(HaumeHoBaHUe OOKYMEHMA YOOCMOBEPIOUe20 IUUHOCMb, CepUst, HoMep, dama 8bl0ayl, Kem 6blOaH)
1. HpOHIy co3garb WU BblAAThb MHE CCpTI/I(l)I/IKaT OTKPBITOI'O0 KJIrO4a BHCKTPOHHOP'I OO CH (I[anee -
«CepTtudukar») co CIeIyIOINMI TaHHBIMU:
I/IILGHTPI(I)I/IKaTOp OTKPBITOI'O KJIFOYa:

2. 3asBisio, 4TO OOl IEHCTBUS, KOTOpBIE OyyT MHOM COBepIIeHb Ha OCHOBaHHUM 3TOr0o CepTHrduKara,
SIBIISIIOTCSL ACUCTBUSIMU, COBEPILIAEMBIMH OT MOETO UMEHH.

3. TloHnMaro U coriamawck ¢ TeM, 4TO B CITydasX:
- OOHapyXeHHUs] HEIOCTOBEPHOCTH CBEJCHWH, YKa3aHHBIX B HACTOALIEM 3asBICHUU WIH B
CepTtudukare;
- HapylIeHHUs] KOHGHUIECHINAIBHOCTH 3aKPHITOrO KiIt0o4a (KOMIPOMETAIHS 3aKPBITOrO KIII04a), TAKKE
B UHBIX CIly4asX, YCTAHOBJCHHBIX JCHCTBYIOUIMM 3aKOHOAATENLCTBOM [IpuaHecTpoBCKOi
Monnasckoii Pecrryonmku u Permamentom Y poctoBepsitomiero neHTpa C3AO «MaTepaHECTpKROMY,
BbllaHHbIE MHe Ceprudukar MokeT OBbITh aHHYJIUPOBaH Y IOCTOBEPSIOIIMM  LEHTPOM
C3AO0 «HTepanecTpKom».

3asBuTennb (Baajesen ceprudukara):

/

(noonucw) (pamunus, ums, omuecmeo)

IIpunsro:

VY nocrosepsitomuii neHTp C3A0O «HTEpAHECTPKOM»
Anpec: MD-3300. r. Tupacnons, yin. Boccranus, 41
Oduc: MD-3300. r. Tupacnons, yi. K. Mapkca, 149
¢/x 0200030581

B 3A0 «ArponpombaHk», r. Tupacrnonb

P/cu. 2212160000000024

KVYB 16 x/c 20210000087

teit. +37353338124, dakc +37353357188

YnosHoMo4YeHHOE JTUI0:

(noonucy) (pamunusa, ums, omuecmeo)

M.IL
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1. OOmue cBeneHus

1.1.

1.2.

OcHoBHBIE HYHKIUN

I'enepanus kiaroueBoit mapel nmocpenctsoM «CryptoAPI».

I'eneparust 3ampocoB Ha BbIa4y CEpTU(UKATOB OTKPHITOTO KJIFOYA AJIEKTPOHHON
ITOITHCH.

[TonydeHue BBITAHHBIX CEPTH(PHUKATOB OTKPHITOrO KJIH0Ya JICKTPOHHOW MOIMHCH C
MOCJICAYIOMICH 3aITUChIO Ha KITFOYEBOH HOCHUTEb (TOKEH).

[IpocMOTp  COACPKUMOTO  BBIIAHHBIX  CEPTH(PHUKATOB  OTKPHITOrO  KIIFOYA
9JIEKTPOHHOMU OJIITHCH.

[IpoBepka Tekymiero craryca BBIJAHHOTO CepTU(PHUKATA OTKPHITOTO KIFOYa
ANEKTPOHHOMU MOJIHCH.

OT3BIB, PUOCTAHOBKA M BO30OHOBJICHHE JEHCTBHs BBIJAHHBIX CEPTU(PHUKATOB
OTKPBITOrO KJIF0Ya 3JICKTPOHHOM MOITHCH.

YcTaHOBKa KOPHEBOTO cepTH(dHKATA.

Nnentudukanus W ayTeHTHQUKAIUS  TOCPEACTBOM  YUYETHBIX  JTAHHBIX
(morun/maposip) u Broporo dakropa (email/sms).

Wnentudukanys u ayTeHTU(UKAIUS TOCPEACTBOM BXO0JIa 110 CepTH(HKATY.
Wnentudukanus u ayreHTUdUKaIms nocpeactTsom sxojaa mo QR-komy.

Peructpanus B Y goctoBepsitoiiem HEHTpe

Jlisa monmydeHusl MepBOTrO cepTHU(HUKaTa OTKPBITOTO KIIOYa DJIEKTPOHHOHN MOAMHCU C
ucnons3oBanueM mnporpammbl «IDC Vmpasnenue kimtouamuy», OyAyIlIuii Biaaemner
cepTuduKaTa JOJDKEH JTUYHO SBUTHCS K TPEICTABUTENIO Y IOCTOBEPSIOUIETO IEHTpPa
JUI MACHTU(UKAIIMY €T0 JIMYHOCTU W TIOJTHOMOYMIA ¥ IPOUTH MPOLEAYPY perucTpaiuu
B CTPOrOM COOTBETCTBHUU € PernaMeHToM Y A0CTOBEPSIOIIETO IEHTPA.

1.3. Cucremnsle TpeOOBaHUSA

Onepanmonnsie cucrembr: Windows 7, 10, 11
Microsoft. NET Framework Bepcuu 4.7.2:

o Beb6-ycTaHOBIIKK

0 ABTOHOMHBIN YCTAaHOBIIHK

[Iporpammuoe obecnieuenue st Tokena «EnterSafe PKI Manager - ePass2003».

YCTaHOBKY M HACTPOMKY MpOrpaMMbl HEOOXOIMMO MPOU3BECTH cOrjacHo m.1.3
nokymeHTa «PykoBojicTBO nosnb3oBaress TokeH ePass2003».




https://ca.idc.md/storage/app/media/docs/reglament_ca_idc_2.0.pdf

https://dotnet.microsoft.com/en-us/download/dotnet-framework/thank-you/net472-web-installer

https://support.microsoft.com/ru-ru/help/4054530/microsoftnet-framework-4-7-2-offline-installer-for-windows

https://ca.idc.md/storage/app/media/bin/drivers-for-token-775665v1.zip

https://ca.idc.md/storage/app/media/docs/rukovodstvo_polzovatelya_token_ePass2003.pdf



2. YcTaHOBKa MPOrpaMMbl

2.1. 3arpy3ka aBTOHOMHOT'O YCTaHOBIIIHKA ITPOTPaMMBI M ITPOBEPKA €ro MO UIMHHOCTH

CkayaiiTe TOCIIEHIOK BEPCHUI0O ABTOHOMHOI'O YCTAaHOBIIMKA MPOrPaMMbl C
OQUITMAILHOTO caiiTa Y JOCTOBEPSIONIETO IIEHTPA MO CCBhLIKE.

[Nocine 3aBepiIeHus 3arpy3KH YCTaHOBIIMKA, OTKPOWTE MalKy, B KOTOPYyIo Opaysep
COXpaHsieT 3arpyXeHHble (ailubl, 1 yOeAuTech, YTO B HEW NMPHUCYTCTBYET (aiin
“CAClientSetup-X.X.X.XX.eXe” (X.X.X.XX — BepCHsI IPOrpaMMmbl).

[Tpumep:
C:\CAClientSetup-1.0.0.50.exe

Ecnu daiin oTcyTCTBYET, BBIIIOJIHUTE €r0 IOBTOPHYIO 3arpy3Ky.

Jns Beruucnenus xsm-cymmbl SHA-1 B xomananoir crpoke Windows (cmd)
BBIITOJTHUTE KOMaHIY:

certutil -hashfile "<nymeo x ¢atiny uncmannamopa>" SHAL

[Tpumep:
certutil -hashfile "C:\CAClientSetup-1.0.0.50.exe" SHA1

Xom-cymmy SHA-1 Takke MOXXHO BBIYHCIUTH C HUcCHoib3oBaHueM Windows
PowerShell, BeimosiHUB KOMaHTy:

Get-FileHash "<nymo k ¢hatiny uncmannsmopa>" -Algorithm SHA1
ITpumep:
Get-FileHash "C:\CAClientSetup-1.0.0.50.exe" -Algorithm SHA1

[Tony4deHHOE 3HaUEHHE X3II-CYMMBI JOJKHO MOJIHOCTBIO COBIAJaTh CO 3HAUEHUEM,
ONMyOJIMKOBaHHBIM Ha OQUIMAIBHOM  caiiTe YIOCTOBEpSIOLIEro  IIEHTpa.
COBH&I{CHI/IG 3HAYCHUH MMOATBCPKAACT HEJIOCTHOCTE M MOAJTMHHOCTL CKAYaHHOTI'O
¢aiina ycraHOBIIUKA.



https://ca.idc.md/downloads



2.2. TIpouiecc yCTaHOBKH MPOTPaMMBbI

e 3amycrute «CAClientSetup.exe».
e [locie 3amycka aBTOHOMHOI'O YCTaHOBUIMKA IIPOIPaMMBbI IIOSBUTCS OKHO
MIPUBETCTBHS MacTepa ycTaHOBKU. Haxkmute kHOMKY «/lanee». (Puc.2.1).

") Ycranoeka IDC: YnpaeneHue knrouamu

Bac npuBeTcTByeT Mactep
ycraHosBku IDC: YnpasneHue
Kro4YamMm

MacTep ycraHoBuT “IDC: YnpaBneHue KnioYamu™ Ha Ball
KoMNbtoTep. HaxkmuTe KHonky “Aanee”, ytobbl
NPOAOIKMTL MK "OTMERE", YTOBLI BEITYM U3 MaCTEpa.

fanee > OTMeHa

Puc.2.1





e BriOepure manky aias yCTaHOBKM mnporpammbl. Haxkmurte kHomky «Jlamee»
(Puc.2.2).

Co
5% Ycranoeka IDC: Ynpaenenue knrouamm - X

Boibop nanku ycTaHOBKH

BuiBop nanku ans ycraHosky IDC: YnpasneHue Knouamm, @

Ans YCTaHOBKW B 3TY Nanky, HaXMuTe KHonky “flanee”. YTobbl ycTaHOBUTL B APYryi0o
nanky, BBEAWUTE €€ HIDKE, MK HEXMUTE KHONKY "OB30p”, 4Tobbl yKasaTs ee,

MNanka:
C:\Program Files (x86)\CAClient\

Ob6zop...

< Hasaa OTMeHa

Puc.2.2

e Haxmure KHONKY «YCTaHOBHTBY», YTOOBI HauyaTh YCTAaHOBKY HPOrPaMMBI
(Puc.2.3).

=
5% Ycranoeka IDC YnpaeneHue knrouamu X

Bce roTtoBo Ans Hauyana yCTaHOBKH

MacTep roTos BeiNONHUTE ycTaHoBKy IDC YnpasneHue KnioYamu. @

HapkMuTE KHOMKY “YCTaHOBMTL ", 4T0Dbl Ha4aTh YCTaHoBKY. Ecnm Bbl XoTHUTE
NPOCMOTPETE MM M3MEHUTDL Kakue-nnbo NapaMeTpbl YCTEHOBKM, HEXKMUTE KHOMKY
"Hasaa", 4Tobbl 3aBepwHTE paboTy MACTEPa HaXXMUTE KHOMKY "OTMEHa".

< Hasaa YcTaHoBUTb OTMeHa

Puc.2.3





YcraHoBka (aiiinoB nporpamMmsl B cuctemy (Puc.2.4).

=

Ycraneska IDC Ynpaenexue knrouamm

Ycranoska IDC Ynpasnenue Knroyamu

MoaoxauTe, noka MacTep ycraHasnueaeT IDC YnpasneHue KnioYam. 370
MOXET 3aHATb HECKONBKO MUHYT.

CocTosHue: YcTaHosKka hainos.

MacTtep ycTaHOBKHM MpoBepseT Hanndue kopHeBoro ceptudukara «KROOT-PMR-CA» B
ocHactke «Certificates — Current User», B pasmene «JloBepeHHBbIE KOPHEBBIE IICHTPBI
cepTU(QUKANMU» Balllell ONeparroHHON cucTeMbl. Ecni KOpHEBOW cepTUHKAT He
HaiiJIeH B OCHACTKE, TO MacTep YCTaHOBKH MpPEUIOKUT Bam ycranoButh ero. Haxmure

Puc.2.4

kHOTKY «Jla». (Puc.2.5).

MpegynpexaeHne cucTembl BesonacHocTi

3 ByaeT yctaHoBNEH cepTUMKAT OT LEHTPa cepTuduKaummn
h (UC), npeacrasnawumii:

ROOT-PMR-CA

Windows He yaaeTca NpoBepuTb, 4TO cepTUPUKAT
AeNCTBMTENbHO nonyyeH oT "ROOT-PMR-CA”, O6patutecs Kk
"ROOT-PMR-CA™ gna NoATEEPXKAEHWNA MPOUCKXOXKAEHNA
cepTrdukara. B xoae 3Toro npoyecca sam NPUrognTCa
CIeAyoLEee SHAYEHWE:

Otneuatok (shal) : 63D01C85 SA2EFAS3 CCB5E6AS EOB2AEES
95A958E3

MpeaynpexaeHue:

Ecau Bbl yCTAHOBWMTE 3TOT KOpHEBOW cepTudukat, Windows
6YALT aBTOMATUYeCKN A0BEPATb NK0BOMY CepTUDUKATY,
BbigaHHoMy 3TuM LIC, YcraHoBKa cepTudmKaTa ¢
HEeNOATEEPXAEHHBEIM OTNEYaTKOM NPeaCTaBAfeT PUCK 4Na
6esonacHocTu. Ecam Bel HaxKMeTe kHonky “Ja’, Bel
NPUHWMAaETe Ha ce6a 3TOT PUCK,

Bel XOTUTE YCTAHOBUTL 3TOT CepTUdUKaT?

Ada I Het

Puc.2.5






e Haxwmure kHOnKy «['oTOBO», uT0OBI 3amycTuth mporpammy «IDC Vmpasienue
Kiroyamn» (Puc.2.6).

3aBepweHue paboTbl MacTepa
ycrtaHoBku IDC YnpasneHue
Kro4amMm

[ins BbIXOAE M3 MACTEPS YCTAHOBKM HEKMUTE KHOMKY
“ToToB0"

3anycTuTb IDC YNpasneHue Kioyami

loToBo OTMEHa

Puc.2.6

3. Ynanenue nporpaMmbl
3.1. 3amyck mMacTepa ynaieHus: IpOorpaMMBI

e Haiinure B Mmenro «llyck» rpynmy nporpamm «IDC Y nocroBepsitonuii neHTp» u
packpoiite ee. Beibepure myHkT MeHIO «Y namuth IDC YrpasneHus Kirogamm.
Haxxmure kHonky «Jla». (Puc.3.1).

Bel peiicTBMTENBHO XOTUTE YAANWUTL 3TOT NPOAYKT?

Oa Her

Puc.3.1





e JIubo otkpoiite «Ilanens ynpapienus», BeioeputTe Kateroputo «IIporpaMmbi».
B kareropun «IIporpammen» BeiOepuTe «YpaiaeHue mporpammbly». Haiinure B
ciucke nporpammy «IDC YmpaieHusl KIr04aMu» U ABAKIBI IMETKHUTE TIO
Hel J1eBoii KHoMKOM MbIu (Puc.3.2).

i | Bel gelicteutensHo xotute yaanute "IDC ¥Ynpasnenne knrouamn"?

| :
" [] Bonblue He nokasbiBaTh 3T0 AMANOrOEOE OKHO da |

Puc.3.2

3.2. IIpouecc ynaneHus IporpaMMsl

e JloxauTech OKOHYAHUS pabOTHI MacTepa yaaieHus nporpammsl (Puc.3.3).

IDC ¥npaenenne knrodamu

ﬁl]l Moaox e, BoinonHaeTcA HacTpoiika "IDC Ynpasnexue knioyamm ™

CBop HeobxoaMmMoi MHPOPMAELMK...

Omvena

Puc.3.3





4. 3amyck nmporpammsl

4.1. BapuaHThI 3amycKa IpOrpaMMbI

e Haiiqute Ha pabouem crone sipabik «|DC YnpaBnenue kirodamm» U JBaXKIbI
MIETKHUATE 110 SPJIBIKY JIEBOM KHOMKOM Mbitd. (Puc.4.1).

Y NpaeneHne
I Knrodamin

Puc.4.1

e Jlu6Go naiinure B MeHO «Ilyck» rpymmy mporpamm «IDC Y mocrosepsiromnimii
HeHTp» W packporte ee. Bribepure nynkr MmeHio «IDC VYmpaienus
kiarouamuy (Puc.4.2).

- IDC ¥aocrosepstowmii LeHTP

IDC ¥npaeneHue kntoyamu

—D
=
&
E Ypanute |IDC ¥npaenexue knroyamu
Puc.4.2
4.2. JIyx(akTopHas ayTeHTU(UKALUSL

Jns BXoma B IporpamMmy MCHOJIB3YWTE€ Y4YETHBIE JAaHHBIE I10Jb30BATEIs
VY nocrosepsromero nentpa C3AO «HTepIHECTPKOM.

e B xavectBe mepBoro ¢akropa ayTeHTH(GUKAIMH BBEIUTE JIOTHWH, MapOib U
Ha)XKMUTE KHONIKY «Bxom» (Puc.4.3).

AyTeHTHdMKawa IDC: YNpaEneHe KNKuaMiu = &3

@ Bxog mo AOTWHY W Napomo

Norux/email: | |

Maponk: | |

O Bxop no cepTuduKaTy

O Bxog no QR-koay

Bxog OTMEHE

Puc.4.3

10





Y 10CcTOBEPSAIOMIUM LIEHTPOM YCTAHOBJIEH JHMHT IONBITOK BBOJAA Mapoiii — HE
Oonee S5 HEyTAYHBIX TIOMBITOK, TIOCIAE KOTOPBIX HACTYNMAaeT BpEMEHHas
0JIOKHPOBKA BO3MOKHOCTH BBOJIa Mapofis HA 15 MUHYT.

e  VYI0CTOBEpAIOIIMNA ILIEHTP OTIPABUT KOJ MOATBEPKIECHHUS Ha Bam KOHTakT
(onektponnass moura / SMS), ykazauublii B cTpoke «J/IByx(akropHas
ayTCHTH(HKALUS BAllMX YYETHBIX JaHHBIX JUIS BX0oaa B nporpammy (Puc.4.4).

T 24.01.2025 14:11

Ypoctoeparowmii ueHTp «C3A0 VHTepaHecTpkom» <support@ca.idc.md>

MoaTtBepXxaeHWe BXOAA

Komy testovich@ca.idc.md

Kox nogreep:xaenua: 237340

Puc.4.4

e B kauectBe BTOporo (akropa ayTeHTU(HUKALIUN BBEAUTE KO TMOATBEPKACHHUS B
nose «kox OTP» u Haxxmute kKHONKY «Bxony. (Puc.4.5 u Puc.4.6).

AyTeHTudmKawa IDC: YnpasneHue Kmo4amm o= 2R

Kog OTP: |237340)

3anpocuTh HOBLIM KOA

OTnpasneHo Ha Bally 3NEKTPOHHYH NOYTY.

Bxoa OTMeHa

Puc.4.5

AyteHTudukawa IDC: Ynpasnexsue Knto4ami (=1 2

Kog OTP: |237340

3anpocuTh HOBLIM KOA

OTnpaeneHo Ha Baw TenedoH.

Bxoa OTMeHa

Puc.4.6
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4.3. Unentuduxanus 1 ayTeHTUPHUKALHS TOCPEICTBOM BXOa MO cepTUUKATY

Brei6epure nyHkT «Bxom mo ceprudukary» (Puc.4.3) m HaxMUTE KHOMKY
«Bxon». OTKpoeTcss 0OKHO BbIOOpa cepTu(dUKara, pacroyioKEHHOTO Ha TOKCHE
nojp3oBareis. OTOOpakarTCs TOJIBKO JCHCTBUTEIBHBIE CEPTH(PHUKATHI C
aKTyaJbHBIM CPOKOM JieiicTBust (puc 4.7).

N, BebepuTe c o =

Oprasuzaups BuiaH Cepuitsii Homep Hauano feiicTeus | OkoHuawve meficTans | Tokew | Cepuiinuii HoMep Tokewa
§ CosMecTHOR 3aKpLITOR aKUMOHEDHOE 0bwecTs0 «HHTeparecr . Interdnestrcom . 40000020249D8166A3AC621DB700000000. . 24.06.2026 03:48. . 24.06.2027 09:48:49

BuibpaTL OTmena O6koauTE

Puc. 4.7

Bribepute ceptudukar U3 cnucka M HaXMHUTE KHOINKY «BpiOpatb». OkHO
BbIOOpa cepTudukara 3aKpoercs, mocie yero Oynet 3ampoiieH BBoa PIN-kona
TOKEHa.

[Tpu xoppextHOM BBOJe PIN-koma M ycmemHOW ayTeHTH(HKAIMHA OTKPOETCS
rJIaBHOE OKHO mporpammsl (Puc.5.1).

4.4. Unentudukanus 1 ayTeHTUPUKAIU ocpeacTBOM Bxoaa no QR-koay

Bri6epute nyHkt «Bxon no QR-koxy» (Puc.4.3), n Haxmute kHONIKY «Bxoa».
Otxpoetcs okHO ¢ QR-koxoM (puc. 4.8).

AyTeHTudmikawan no QR koay = &3

Bxon B npunoxeHue no QR-kooy

BoAguTe B MoBMABHOE NpUNoMeEHWeE
"IDC ¥Npagnexdve KnodaMn”
W OTCKaHUPYATE QR-KOA HMxKe

OxuaaHue NOATBEDHAEHHWA. ..

Ocranoce: 01:54

Puc. 4.8
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[MonTBepaute Bxon myTem ckaHupoBaHusi QR-koma ¢ wcmonb3oBaHHEM
MoOwmibHOTO Npuioxkenus «IDC YnpasneHnue kirouamu: MOOUIIbHAST BEPCUSI.

[Ipn ycmemHoOW ayTeHTU(UKALMK OTKPOETCS TJIABHOE OKHO MPOrPaMMBI
(Puc.5.1).

4.5. 3ameHa napoJis

e BBox BpeMeHHOro mapoiisi MPUBOAUT K MPOIEIype 3aMEeHbl Mapojis Ha
MOCTOSTHHBIH.

e [lapons MOXET copepKaTh KOMOMHAIIMIO CTPOYHBIX M ITPOIUCHBIX OYKB, UMD
U CIEeHHAIbHBIX CUMBOJIOB. JlJIMHA maposs MOJDKHA COCTaBisATh oT 6 1o 50
CHUMBOJIOB (BKJIFOUUTEJIBHO).

e BBsegurte HOBBIH Maposib, HoATBEpANUTE €ro U Haxkmute «Ok». (Puc.4.9).

ObHoBneH1e Napons

Bbl O/KHDI CMEHHTb NAposib [/19 aKTHBALIMK Balluel
YUEeTHOMH 3anuch

Hoseii napons:

MoaTeepxaeHue nNapons:

Naponb MOXET COOEPXaTh 0T 6 A0 50 aMMBoN0S (BKAKOUMTENEHO).
PEKOMEHAYETCH MCMIONL30BaTH ANMHHBIE NEPOAK, COCTORME M3 CTPOYHBIX 1
nponucHbix BYKE, Wwadp 1 ceLansHLIX CAMBONOS.

OK OTtMeHa

Puc.4.9

e Ecnu Bel 3a0butn wiM moTepsuiM nmapoib (B TOM YHCIe BPEMEHHBIH), To Bam
HE00X0/IMMO O0paTUThCA B YIOCTOBEPSIOUINI LEHTP A MOJYyYeHHUS HOBOTO
BPEMEHHOT'0 ITapOoJIsl.
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4.6. OOHOBIIEHHE ITPOTPAMMBI

e [locne ycremHoi ayTeHTH(UKAMK TpOTrpaMMa IpOBepsieT HaIMYHe HOBOU
BEpPCUU Ha calTe Y JOCTOBEPSIOIIEro LeHTpa B pasnene «lIporpaMmMbry.

e [Ipu Hanmuuuu Gosiee HOBOM BEPCUU MPOTPAMMBI OTOOpAKACTCS YBEIOMIICHHE O
JOCTYITHOCTH 0OHOBIeHUs (puc. 4.10).

¢ IDC ynpaenenue knrouamm 1.0.0.50 goctynen gna oGHoeneHua! *

AocTtynHa Hoean eepcuA IDC ynpaeneHune karouamm!

EL\/’é Jocrynna eepoura 1.0.0.50 nporpammel IDC ynpaenedue kntodamn, Bel Mcnonesyete Bepcuto

1.0.0.49, XotuTe 3arpysute oGHoeneHne?

| [ fa

Puc.4.10

e Jlns 3arpy3Kd W YCTAaHOBKH OOHOBIICHHS HEOOXOAMMO Ha)KaTh KHOMKY «Jlax.
[Tocne moATBepKAEHHS TPOrpaMMa BBINOJHAET 3arpy3Ky OOHOBIEHHBIX
¢aiinoB, ycraHaBIMBaeT OOHOBICHUE M ABTOMATHYECKH MIEPE3aITyCKaeTCsl.

e OOGHOBIIEHHE IPOTPAMMBI SABJISETCS 00A3aTEIbHBIM.

e Howmep Bepcun oToOpakaeTcs B 3aroJI0BKE IJITaBHOI'O OKHA MTPOIPaMMBI.
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Onucanue unaTepderica

['71aBHOE OKHO MTPOTPaMMBbl YCIIOBHO MOXKHO pa30UTh Ha YeThipe OcHOBHBIC yacTu (Puc.5.1).

% IDC: Yrpasnerwe kosam v.1,0.0,13 o @ 2 |
— - =

1 =]
© G i a = o & | = (i)
Cosnats 3anpoc  OfvosMTE & cepnd Yaanums ceprudwar - . . YcTasosuTs KopHessie | O nporpasme
1 cepTudiKaT | CcoK 13 OApTKAPT 5 . cepTidmaTE
Mou cepTudixaTsl Apyrne CEpTUMKATE!

TlopKntouennsie cuapT-KkapTbi (1] Woanos WA,

FS USB Token 0 ~ | MDi [Mepewsrats o@pT-KapTy || MomywiTh cepuiniii HoNep KapTs! | CheswiTs PIN0A KapTe!

CepTwdmKaTs: CHAPT-KaPT bi:
Craryc Hakzpre | WAsanpoca | Komysewsan | Cepwireiivowep | Hauano neiicrews | Owoeuaeie AeiicTeis | Cyfnext = | TwnycTpoiicTea | Halwenosasve yCTpORCTS2 | Cepwiinaiii HOMEp TOKeHa CrewsansHest

Tior:

Puc.5.1 I'maBrOe okHO mporpaMMmel «IDC: YpaBieHue KIrogaMm

5.1. Jlenra meuro

JlenTa MeHIO (BblAENEHA KENThIM MPAMOYTrodbHUKOM, Puc. 5.1) comepKUT KHONKHU IS
BBITIOJTHEHUST OMpeNeNEHHbIX JeicTBui ¢ Bammmu ceprudukaramu. Ilepedncienue
CJIeBa HAMPAaBO:

e Kuonka «Cozdams 3anpoc na cepmughuxamy TO3BOJIIET CTCHEPHUPOBATH Mapy
KJIto4el (OTKPBITBIA M 3aKPBITHIN) HAa KIIFOUEBOM HOCHTEJE, CO3aTh 3alpoc Ha
MOJyYCHUE CepTH(HKATAa OTKPHITOTO KIIF0Ya U OTOCIATh €r0 B Y IOCTOBEPSFOIIHUIA
uentp (Puc. 5.2).

)

Co3aaTb 3anpoc
Ha cepTudmKaT

Puc.5.2
cMm. 1.6.3 «Co3panue 3amnpoca Ha cepTUDUKATY.

e Kuomnka «O6Hosums cnucok» Mo3BOJIIET OOHOBIATH MH(pOpPMaLMIO B o01acTu
OoTOOpaKeHHsI CIHCKa CcepTUPUKATOB. ECITM COCTOSHHUE TOrO WJIM HWHOTO
cepTudukaTa UM 3arpoca Ha MoJIydeHrne cepTU(HUKaTa U3MEHUTCS HH(popMaus
B criricke oonosutes (Puc. 5.3).

Gy
OBHOBUTE
CrMCOK

Puc.5.3
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Kuonka «3anucamv cepmughuxam na cmapm—kapmy» TIO3BOJSET 3arucaTh
BHOBb TOJIy4CHHBIN cepTU(HUKAT Ha KIroueBoi HocuTelb (Puc.5.4).

Ei‘

3anucaTb cepTUdMKaT
Ha CMapT-KapTy

Puc.5.4

cM. 11.6.5 «3anuck cepTudukara Ha KIFOYEBOH HOCUTENDY.

Knonka «Yoanume cepmugpuxam uz cmapm—xapmol» TO3BOISIET YAAIUTH C
KJIFOYE€BOI0 HOCHTEJIS BRIOPaHHBIH B criucke ceprudukar (tTokena) (Puc.5.5).

G

YAanuTe cepTMdMKaT
U3 CMapT-KapThl

Puc.5.5

cM. 1.7.3 «Y najieHne KIo4eil 1 cepTuQUKaTOBY.
Kuonka «/locmompems cepmuchuxamy» CIyxUT I TNPOCMOTpa AETalIbHOM
uHpOpMallMM 1O BBIOpAaHHOMY cepTU(UKATy M3 CIHMCKAa CepTU(UKATOB.

AHanoroM JeHCTBHUS NaHHON KHOIMKH CIYXXUT JBOWHOM KJIMK Ha TpeOyemMoMm
ceprudukare B criucke cepruduraros (Puc.5.6).

5

MocMoTpeTb
CEpTUDUKST

Puc.5.6

cm.11./.4 «IIpocMoTp netanbHOM HHGOPMAINH O CEPTH(HUKATEY
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o Kuomnka «Omoszeamvlnpuocmanosums cepmuguxamy mMo3BOISET CTEHEPUPOBATh
JU1s1 Y JIOCTOBEPSIONIETO IIEHTPA 3alpOC Ha OT3BIB CepTH(UKATA B CIydasx, KOTIa
H0JIb30BaTEb CUYMTAET, YTO JajbHEWIIee WCIOJIb30BaHUE CepTU(HKATa
He0E30IMacCHO WJIM €CTh HEOOXOJMMOCTh BPEMEHHO MPHUOCTAHOBHUTH JICHCTBHE
ceprudukara (Puc.5.7).

OT03B3Tb/NPMOCTEHOBUTL
cepTrdukaT

Puc.5.7

cm. 11.6.6 «IIprocTanoBieHne neicTBus cepTuduKaTay.
cM. 11.6.8 «AHHYITUpOBaHHE ACUCTBUS CepTH(HUKATAY.

e KHomka «Bo306Ho8uUmb cepmuguxamy» TO3BOJSIET BO30OHOBHUTH JICHCTBHE
BPEMEHHO IIPUOCTaHOBIICHHOTO cepTu(dukara (Puc.5.8).

QEr

[—"]

BozobHoBUTL
cepTuduKaT

Puc.5.8

cM. 11.6.7 «Bo300HOBIEHNE IEHCTBHS cepTU(UKATA.

e Kuonka «llonyyume cepmughuxamy» TO3BOJSET BO30OHOBUTH  IPOLIECC
MOJTYYSHUS TTOCTIEAYIONIEeTO cepTudurKaTa. AHAIOTOM JIEUCTBHS JaHHON KHOIIKH
CIIY’)KUT KIJIMK TIPaBO KHOIIKOW MBIIIN Ha TpeOyeMOM 3arpoce Ha cepTu(UKar B
crucke cepTuuKatoB «Bawu cepmugpurxamory (Puc.5.9).

} 52

MonyunTb
cepTHdUKAT

Puc.5.9

cM. 11.6.4 «KOHTEeKCTHOE MEHIO 3ampoca Ha cepTU(PUKAT.
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Kuonka «Ycmanosums kopnesvie cepmuguxamol» TO3BONSIET YCTaHOBHUTH B
XpaHWIUIIE CEPTUPHKATOB OINEPAIMOHHOW CUCTEMBI CEPTHU(PHUKATHI KOPHEBBIX
HeHTpoB cepTudukanuu. JlaHHas mporeaypa OTpadaTbiBacTCs aBTOMATHYECKU
npu  ycraHoBke mporpammbl  (cm. m.2.3). Ho B mporecce paboThl ¢
ceprudukaTamu TpeOyeMbie cepTU(UKATHI KOPHEBBIX LIEHTPOB CEPTHU(PHUKAINN
0 Ppa3UYHBIM TPUYMHAM MOTYT OBITh yOAJICHBI, YTO MpPHBEICT K
HEpaboOTOCIOCOOHOCTH CHCTEMBI  yIpaBlieHusi ceprudukaramu. Vcmonb3ys
JAHHBIA  (YHKIIMOHAJ, TIOJb30BATEIb MOXKET CaMOCTOSTEIbHO CKayaTh W
YCTAaHOBHTH B XPAHUJIMIIE CUCTEMBI TpeOyeMble cepTudukatel (Prc.5.10).

|i=

¥YCTaHOBUTb KOpHEBLIE
CEpTUDMKETHI

Puc.5.10

Kunonka «O npocpamme» TO3BOISET O3HAKOMHUTHCS C HHpOpMAIMEd o
npousBoauTeie nporpammel (Puc.5.11).

w‘@4

O nporpamme

Puc.5.11
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5.2. Briok ynpaBieHus KIIOYEBBIMA HOCUTENISIMU (TOKEHAMMN )

biok ympaBieHWs KIOYEBBIMH HOCHUTENAMH (KpacHbBIH MpSMOyroibHHUK, Puc.5.1)
COJIEPKUT (QYHKITMOHAM JUIsl pa0OThI ¢ TOKEHAMH:

[lone ¢ BBHIMAJAIOIIUM CIHUCKOM OTOOpa)KaeT BCE KIOUEBBIC HOCHTEIH,
MOJKJTFOYCHHBIC B TEKYIUI MOMEHT K KOMITBIOTEPY. 31€Ch MOJIb30BATEIh MOXKET
BBIOpPATh TOT HOCHTEJb, C KOTOPHIM eMy HeoOxoaumo pabortats. [Ipu BBIOOpE
TOTO WJIA WHOTO KIFOYEBOTO HOCHTENSI CONEPKUMOE OO0JIACTH OTOOpasKEHHUSI
CIUCKa CepTU(UKATOB aABTOMATUYCCKH OOHOBISETCS. AKTHUBHBIM CYHTACTCS
HOCHUTENb, OTOOpakaeMbIi HEMOCPEICTBEHHO B moje Ha (opme. 3eneHbIM
I[BETOM OTOOpakaeTcst uMst BeIOpaHHOro TokeHa (Puc.5.12).

MoaknioyeHHbie cMapT-kKaproi: [®J1] Msaunos MW,
FS USB Token 0 v

Puc.5.12

Knonka «O6Ho6umb» 1m03BOIISET OOHOBUTH CITUCOK MOIKIIOYEHHBIX KITFOYEBBIX
Hocutened. Heo0XoquMocCTh B 3TOM MOKET BOSHUKHYTH, KOT/Ia MOJIb30BaTEb
BBIHUMAeET Kakoi—u60 Hocurenb n3 USB—pazbema KoMIbIOTEpa U BMECTO HETO
nojkIroyaet apyroi (Puc.5.13).

Puc.5.13

Kuonka «llepeuumams cmapm—xapmy» OOHOBISET CHHCOK B o0nacTu
oTOOpaxkeHUs1 cepTU(UKATOB M 3alMpOCOB Ha IOJIyYEHUE CEPTHU(PHUKATOB, T.€.
oToOpaxkaeT Bce cepTU(UKATBl M 3alpoChl, aCCOMUPOBAHHBIE C BHIOPaAHHBIM
KIIFOUEBBIM HOCHUTEJIEM.
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Kunonka «llonyuums cepuiinbiii Homep kapmsi» TO3BOJSET y3HATh CEPUUHBIN
HOMeD KIroueBoro Hocures (tokena) (Puc.5.14).

IDC: ¥npaeneHue knrouamm X

“ CepuitHeIi HoMep=28AF04CDO07C0O005

Puc.5.14

Knonka «Cmenums PIN-xko0 xapmwi» mo3zBonsier yctaHoBUTH HOBbIN PIN-kon
JUTSL IOCTYTIA K KIIFOYEBOMY HOCHUTEITIO (TOKEHA).

cM. 1.7.2 «Cmena ITMH-xoma».

5.3. O6nacTh 0TOOpakeHUs CIIUCKA CepTU(UKATOB

O6nacth OTOOpaXkKeHHsI CIUCKA CepTUGHHUKATOB (3EICHBIH MPSIMOYroibHHUK, Puc.5.1),
XpaHALIMXCSd Ha BBIOPAHHOM KIIIOYEBOM HOCHTEJE, JHOO 3ampocoB Ha IOJy4EHUE
ceptu(UKaTtoB B  YOCTOBEpAIOIIEM  LIEHTPE, OXUAAIOMIMUX  IOATBEPKACHUS,
MPEJCTaBIAIOT co00i Tabmuily. /lanHas TabnMiia UMEET CIeAYIOIINe KOJOHKH

Cmamyc cepmugurxama. OTOOpakaeT, B KaKOM COCTOSHUU HaXOJUTCS
cepTu(dUKaT UM 3aIPOC HA €ro NOJyuyeHHeE.

Craryc «3ampoc» o3Ha4yaeT, 4TO TPOrpaMMoi OblJla CTreHepHUpoBaHaA TMapa
OTKPBITOTO U 3aKpbITOrO KJIOYEeH, 3amucaHa Ha KIIOYEBOW HOCHUTEIb,
CIeHEpUpPOBaH 3ampoc JUid YJOCTOBEPSIIOIIET0 IIEHTpa Ha IOJIy4eHHe
ceprudukaTa OTKPBHITOrO KJIHO4a W OTOT 3ampoc ObLI  OTHpaBlieH B
VYnocrosepstomuid 1IeHTp. B Tekymuii MOMEHT 3ampoc HaXOJIUTCS B CTaAuu
OXHJIAaHHS OTBETa OT Y JocToBepsitoiero mnenrpa (Puc.5.15).

[l 3anpoc

Puc.5.15
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Craryc «Cepmughukam 6vidan» TIOKa3bIBaeT, YTO JJIA Tapbl KJIIOYCH
YI0CTOBEPSIOMUM IIEHTPOM BBIIaH CepTU(UKAT, U OH B TEKYIIUHA MOMEHT
neiicrByromuit (Puc. 5.16).

:,-5‘ CepTuduKaT BblaaH

Puc.5.16

Craryc «Cepmuguxam omo36amn» TOBOPUT O TOM, YTO IO KaKOW—THOO MPUIHHE,
BO3MOXHO, CaMHM TMOJb30BaTejeM, cepTU(UKAT ObLT OTO3BAaH M BKJIIOYEH B
CIHCOK OTO3BaHHBIX cepTu¢ukaroB. JlanpHeilee ero HCHIOIb30BaHHE
HeBo3MoxHO (Puc. 5.17).

L $4 CEDTMd)HKaT 0TO3BaH

Puc.5.17

Craryc «3anpoc omkionen» TOBOPHT O TOM, YTO MO KaKOH—IMOO TpPUYUHE
3alpoc Ha M3TOTOBJICHUE CEpTHU(HKATA OTKPHITOrO KJIOYa OBbUI OTKJIOHCH
VY nocrosepsironum reutpom (Puc. 5.18).

@ 3anpoc oTknoHeH

Puc.5.18

Ha xapme. OtoOpakaeT MUKTOrpaMMy B BHJE HOCUTENS WH(OpMAIWH, €Ciu
KOMHUsl cepTU(HKATA COACPKUTCS Ha KIIIOYCBOM HOCHUTEJE, BBHIOPAHHOM IS
paboTHI M3 CIUCKA MOAKIIOYEHHBIX cMapT-KapT (Puc. 5.19).

L%Tl

Puc.5.19

U] 3anpoca. OtobpaxxkaeT YHUKAIbHBIA WACHTU(UKATOP 3allpoca Ha MOTydeHHe
ceptudurKaTa OTKPHITOTO KJII04Ya B Y JOCTOBEPSIOINIEM LIEHTPE.

Komy evioan. Orobpaxkaer ®HO nonp3oBarens Y J0CTOBEPSIOMIErO EHTpa, Ha
UMSI  KOTOPOTO PETHCTPHPYIOTCS 3alpochl Ha BBINYCK cepTudukara Hu
BBIITYCKAIOTCS CEPTUPUKATHI Y TOCTOBEPSIOUINM LIEHTPOM.
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Cepuiinbiii Homep. OTOOpaXKaeT CEpUUHBIA HOMEp cepTHU(DHKATA, BBITYIICHHBIH
Y 10CTOBEPSIOIIUM LIEHTPOM.

Hauano oeticmsusa. OtodpaxkaeT naTy BblJauu cepTH(UKATA.

Oxonuanue Oeticmsus. OTtoOpakaeT naTy, IO KOTOpou cepTuduUKaT Oymer
JICHCTBUTEIICH, IPH YCIOBUH, YTO OH HE OYZIeT OTO3BaH IO KaKOW-THOO0 MpHYNHE
JI0 OKOHYAHUsI CBOETO CPOKaA JICHCTBUSI.

Cyovexm. OtoOpakaer CyOBEKT, KOTOPOMY TMPUHAUICKUT CEPTHQPHUKAT:
bu3HYECKOe U0 UM OpraHU3aIusl, KOTOPYIO MPEICTaBIsAET CepTUUKAT:

E = testovich@ca.idc.md
CN = Usanoe Hean Heanosuu
O = CosmecmHoe 3aKpbimoe akyuoneproe oouecmso «bvicmpas

Tuyya»
L = Tupacnonv
C=MD

Tun ycmpoticmea. OtoOpaxkaeTcsi THI W MOJENIb YCTPOHCTBa, Ha KOTOPOE
OCYIIECTBIISIACH 3alKMCh KIIOYEH MpU reHepanuu KIdeBor napel. BosmoxHbIe
3HAYCHHUS:

— IIK Token (<Mojens TOKCHA™);
— Android ycrpoiicTBo (<MOzEb YCTPOHCTBA>);
— 10S ycrpoiictBo (<MO€Nb yCTpOiicTBa>).

Haumenosanue ycmpoiicmea. OtoOpaxaercss HaumeHoBaHue yctpoiicta (ITK
WJIM MOOMJILHOTO), Ha KOTOPOM IPOU3BOINIIACH TeHEPAIIHs KIFOUCBOH Maphl.

Ceputinviii Homep mokena. OToOpakaeTcs CEpUMHBIM HOMep KIIIOYEBOTIO
HocuTensl (TOKEHa) C MOMOIIBI0 KOTOPOro (hOpMHPOBAIHCH  OTKPBITHIH,
3aKpBITBIM  KJIIOYM W 3a0poc  Ha CepTH(UKAT OTKPHITOrO KiIoYa B
Y 1ocToBepsArOIUiA LEHTP.

Cneyuanvnoiti. OtoOpaxkaeTcsi TpPaBOBOM CTaTyc Blajenblia cepTUQUKaTa.
Bo3moxHbIe 3HaUEHMS:

— Horapuyc;

— YacTHbI HOTapUyC;

— CyneOHbIH UCTIOTHUTED;

— CnenoBatenb, JO3HABATElb;

— Hanorosslif uHCIIEKTOD.
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5.4. O6nacTh 0TOOpaXKEHUSI TEXHUUECKOW HHPOPMALIUU

B nanHoil oGsactu oToOpaxaercst AeTalbHas MHPOpMauus o paboTe Mporpammsbl, 1O
KOTOPOH MO>KHO CZeJIaTh BbIBOJ, 00 YCIIEIIHOCTU WJIM HE YCHEIIHOCTH BBIIIOJHEHUS TOH
WJIM MHOW 3aIPOLICHHON OTepaluy WK ASHCTBUS (PO30BBIi MPSIMOYToiIbHUK, Puc.5.1).

6. Ceprudukar

Ceprudukar 351eKTpOHHON MOIIKCH - 3TO AJIEKTPOHHBIN JOKYMEHT, KOTOPBIN MOJITBEPKAAET
HOJJIMHHOCTh OTKPBITOTO KIIF0YAa M CBA3BIBAET €r0 C BIAJCHbIEM. OTO O(QHUIHUAIBHOE
CBHJIETEIILCTBO, KOTOPOE rapaHTUPYET, YTO NOANKCH IPUHAJICKUT KOHKPETHOMY YEIIOBEKY.
[IomIMHHOCTE 3JIEKTPOHHOM IOJAIUCH NPU €€ HCIOJIb30BAHUM IPOBEPATCA C IOMOIUIBIO
ceprudpukara. Ceprudukar BblgaeTcs YIOCTOBEPAIOUIMM LEHTPOM U COAEPXKUT
UHPOPMALIMIO O BIIAJEIbIIE, CPOKE ACUCTBUS, CTaTyce CepTHU(UKATa U APyrue JaHHbIE (CM.
Pernament Y iocrosepstouiero 1enrpa, [Ipunoxenue Nel .7, [Ipunoxxenne Ne2).

6.1. Beimyck nepBoro ceptudukara

B coorBerctBum ¢ mnyHkrom 4.8.6 Pernamenta YaoCTOBEpsIOLIEro  ILEHTPA,
3aperuCcTPUPOBAHHBIN MOJB30BATENb MOXKET IMOJYYUTh MEPBBIA cepTU(HUKAT B TEUCHHE
JIBYX MECSIIEB MOCJE OIUIaThl YCIYT MO CO3JaHHI0 M BblAaue cepTU(UKAaTa OTKPHITOrO
KJIF0Ya 3JIEKTPOHHOM MOJMKCH. 3a 1eCATh AHEH 0 UCTEYEHUS STOr0 cpoka, Bel momyunre
yBeqoMiieHHe Ha Bamry snexktponHyro mouty u tenedoH. [lo ucredeHnn ykazaHHOTO
CpOKa, BBIMYCK IEPBOrO CEpTU(HUKATA BO3MOMXKEH TOJBKO IOCIE TMOBTOPHOW OILIATHI
yCIIyr Y IOCTOBEPSIOLIETrO LIEHTPA.

JUia monydeHust mepBoro ceprudukara cienyite HHCTpykiusM 11.6.3 «Co3gaHue
3ampoca Ha cepTuduKary.

6.2. Brimyck mocrnenyromero cepTadukara

Pexomenayercs ucnonbs3oBath nporpammy «IDC Ymnpapnenue kiarouamu» AJis BbIyCKa
HOBOTO cepTtuduKkara, eciu y Bac yxxe ectb X0Ts Obl OJIUH JeHCTBYIONIUI cepTU(UKAT.

3a gecsTh AHEH A0 3aBeplLIEHUs IeHCTBUS cepTH(HKaTa, Bbl nmonyunre yBeromiieHue Ha
Barry s5ekTpoHHYO TOUTy U TenedoH.

[Tocne wcreueHUs cpoka JEHCTBUS TOCIEIHEro JCUCTBYIOIIETO cepTHU(UKATa, HOBBIMA
cepTu(UKAT MOXKHO OYAET BBIMYCTUTh TOJBKO TIOCJIE TOCEIICHHs] MPEICTaBUTEIS
Y mocToBepAronIero neHTpa.

He cnenyer Beimyckath HOBBINM cepTudukar, ecnu Bamm mganHble B MH(QOpPMAlMOHHON
cucteMe Y IOCTOBEPSIIOIIETO IEHTpa TpeOyroT oOHOBIIeHHs. B 3TOM ciiydqae Bam criemyer
o0paTuThbcs K MPEACTABUTENIO Y JOCTOBEPSIONIETO LEHTPa JUIsl BHECEHUS HEOOXO0JUMBIX
U3MEHEHUHN.

Jl1is monmydeHusi HOBoro ceptudukara cieayite nHCTpykuusam 1.6.3 «Co3nanue 3ampoca
Ha cepTUUKAT.
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6.3. Co3nanue 3ampoca Ha cepTH(HKAT

[Mopxmrounte TOoKeH (cMmapr-kapty) k USB-pazseMy koMmmbroTepa. YOeauTecs,
4YTO B TJIaBHOM OKHC IIpOrpaMmMbl B II0JIC «HOI[KJHO'—IGHHBIC CMapT-KapTbD»
oToOpaxkaeTcsi MOJeNIb TOKeHa W uMs, KoTopoe Bbl eMy mpucBomiu (cM.1.5.2,
Puc.5.12).

Jns  co3maHusl 3ampoca Ha IOJNydeHHE CcepTU(UKaTa OTKPHITOro KIroya
HEoOXOUMO HakaTh Ha KHOMKY MeHro «Co3maTh 3ampoc Ha cepTtuduxar
(em.m.5.1). Otkpoercs hopma «Co3zaanue 3anpoca Ha ceprudukar (Puc. 6.1).

¥ Cosna HUE 3an Ha cepTudi T o 2@
[aHHble KNMeHTa

Damnua: iﬂBaHOB I Vmg: | WisaH Otyectso: |MeaHoBMY

Bua aokymeHTa: MNacnopT NMMP

Cepust u NS aoKkyMeHTa: {IP 987654321

KeM BblaaH: MBA r.Tupacnons

Koraa sblaaH: 21.04.2006 ¥
Anpec sneKTPoHHOM NoYTh!: | testovich@ca.idc.md MoaTBepaAnTL
Opuanyeckoe nuuo
PerucTpaLyoHHbii HoMep:
OpraHusawms:
JomKHOCT:
Homep aoBepeHHOCT: e

Mo (erkntoy.):
Cnew.npaBoBoit CTaTyc: X

Bia AOKYMEHTa, NOATEEMXASIOWEr0 CNEU.NPaBoBoiA CTaTYC:
Homep: [laTta sblaaum:
TekcT:

YCTPOWCTEO ANS 3aNMcH KioHei

MoaxmoueHHbie cMapT-KapTol: [®f1] MBanos ML.W.

FS USB Token 0 - | &

' Cozpate > OTmera

Puc. 6.1

[To ymomyanuto, mporpaMmma aBTOMaTHYECKU BBIOMpAET TOKEH, KOTOPBI yKa3aH B
nosne «lloakodyeHHbIe CMapT-KapThl» Ha TJIaBHOHW (OpMe MPOrpaMMmsbl (CM.IL5.2).
[Tpu Heo6xonuMocTu Brl MoXkeTe BRIOpATh J1000 TOKEH U3 CIHMCKA JOCTYIHBIX.

[Tone «Anpec >MeKTPOHHOM MOYTHD MOYKHO M3MEHUTh. DTOT ajipec OyJeT yKa3aH
B BallleM cepTH(HKaTe.

Bce octanpHBIE MO AOCTYMHBI TOJBKO JJIS MPOCMOTpa. B HUX oTOOpa)karoTcs
Bamm peructpanvoHHble JaHHbIE, BHECEHHbIE B HH(GOPMAIMOHHYIO CHCTEMY
VY nocroBepsroniero neHTpa. Eciu Bbl 3aMeTUIN HETOYHOCTH HJIM OLIMOKU B 3THUX
JTAHHBIX, HAKMHUTE KHOINKY «OTMEHa» U CBSIKUTECH C Y JOCTOBEPSAIOIINM LIEHTPOM
JUISL MIX aKTyaJu3aluu.
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e Baeaurte Baw anpec 31eKTpOHHOI OYTHI B 10JI€ «AApPEC JIEKTPOHHOM MOYTHI» Ha
dopme u Haxmute kHonky «lloarBepauth». OTkpoercss okHO «llonTBepkaeHue
ajipeca AJIeKTpOHHOU mouThl» (Puc. 6.2).

MoaTEEPXAEHWE 3APECa SNEKTPOHHON MOYTH o R

BBeauTe Ko NOATBEPIKAECHHA, NOTYYEHHDIH HA 3J/IEKTPOHHYIO NOUTy

Howmep sanpoca: 85078CE9-CAED-4860-9B7C-5FEO9FASDOAT

Koa noaTsepxaeHms: ||

v OK x OTtmeHa

Puc. 6.2

Ha Bamr anpec 3neKTpOHHOW MOYTHI Y JOCTOBEPSIOIINIA LIGHTP OTIPABUT HHCHMO
C MIPOBEPOYHBIM KoJ10M (cM. Puc. 6.3).

Mr01.11.2024 16:10
Yaoctoseparouwmit ueHTp «C3AO WHTepaHecTpkoM» <support@ca.idc.md>

Yaocrosepatowmii ueHTp «MHTepaHecTpkoM»: MoaTBepXaeHne 3N1eKTPOHHOW NOUTbI

Komy testovich@ca.ida.md

Homep 3anpoca: 85078CES-CAED-4860-9B7C-5FEOSFASDOA7
MpoeepouHblit Koa: 61833552

Puc. 6.3

CkonmpyiiTe 3HAa4YeHHWE TPOBEPOYHOTO Koaa U3 muckMa B mone «Kox
nonTBepxaeHus» (opmel «lloaTBepkIeHNe ampeca JJIEKTPOHHOH MOYTHD) W
HaxmuTe KHONKY «Ok». B okHe «Co3nanue 3ampoca Ha cepTudukaT) HaIpoTHB
kHOTIKH «[lonTBEepaUTH» TOSBHUTCS 3amuch «AJIpec DIEKTPOHHOW ITOYTHI
nonateepxaen» (Puc. 6.4).
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Puc. 6.4

e Haxwmure kHonky «Co3mate». OTkpoercs popma «Cmapr-kapray (Puc. 6.5).

Beenute [IMH-kon Bamero TokeHa u Ha)xmMuTe KHONKY «OK» 4TOOBI pa3peuInThb
IIPOrpaMMe BBIIOJIHUTH 3aIPOC HA CO3JaHKUE KIIIOUEBOM Maphl B TOKEHE.
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Bo BpeMs reHepaliii U COXpaHeHHUs KIIOYEBOW mapbl MPOrpaMMHOE oOecreueHne
TOKEHA II0Ka3blBa€T B IIPAaBOM HIKHEM YINIy AKpaHa BCIUIBIBAIOIIME OKHA C
YBEJIOMJICHHSIMU O XOJI€ BBINOJHEeHuUs onepauuu (Puc.6.6).

§) certreg MFC Application

Generating key pair, please wait...

“Q certreg MFC Application

Saving Private Key, please wait...

Puc. 6.6

[IporpaMMa WCHOJIB3YeT KIIOYEBYIO Mapy s (GOpMHpPOBaHUS 3ampoca Ha
cepTU(UKAT DJICKTPOHHOM TOJMMCH W  OTHPaBIsSET JTOT  3ampoc B
WH(OPMALIMOHHYIO CHUCTEMY Y IOCTOBEPSIONIEr0 LEHTpa. B TiaBHOM OKHE
porpaMMbl, B 00JacTu crucka ceprudukaroB «Bamm cepTuUKaTh» MOSIBUTCS
HOBast CTPOKa co craTycoM «3ampocy» (Puc.6.7).

Bce nelictBus mporpaMMbl, CBsi3aHHbIE € (OpMHpOBaHMEM 3ampoca Ha

ceptudukar, GUKCUPYIOTCA B JKypHaJIE M OTOOpa)KaroTCsi B COOTBETCTBYIOIICH
o0nacTH TIaBHOTO OKHa porpammsl (Puc.6.7).
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o [lepswiii cepmughuxam BBIACTCS HEMEIJICHHO M CTaTyC «3ampoc» MEHSETCs Ha
craryc «Ceprudukar Boiian» (Puc.6.7).

@ IDC: ¥npasnenue knodamm v, 1,.0.0. 19

© & | % ~
©)

Co3natb 3anpoc OBHOBMTL 3anMCaTh CepTMOMKET YaamuTs ceptiudiar MoMoTpeTh

Ha cepTUdMKaT  CIMCOK Ha CMapT-KapTy 13 CMEPT KapThl cepTudmKaT

Mou cepTuduKaThl
Mogkniouyennbie cMapT-Kaprol: [®J1] Usanos MM,
IFS USB Token 0 I Y ‘ & | NepeuuTaTb cMApTKapTy r
Baum ceprudmKkaTbi:
CraTtyc I Ha kapte l Wasa. ~ | KoMy BbiaaH

E@ 3anpoc 1795 WsaHos WsaH VMBaHoBUY
);’Cepmdmersbmaﬂ 1794 WsaHos VisaH MBaHoBIY

('l 3anpoc 1793 VieaHos WsaH MsarHosny

Tor:

11,12,2024 15:16:13 MPOM3BOAMTCA MEHEPELMA KKOYE Ha CMapT-KapTe...

11.12,2024 15:56:01 Knioum ycnewHo creHepuposaHbl,

11,12,2024 15:56:03 Co3aaHue 3anpoca Ha cepTUdMKaT. ..

11.12.2024 15:56:04 3anpoc Ha cepTUhMKAET YCMEWHo Co3aaH.

11,12,2024 15:56:04 OTnpaBeKa 3anpoca Ha cepTuduKaT Ha cepsep CA...

11.12,2024 15:56:07 3anpoc Ha cepTudmkaT yenewHo aobasneH B CA, ID 3anpoca = 1794

Puc. 6.7

Coxpanute cepTuduKar Ha KIFOYEBOW HOCUTENb (TOKeH). /It 3TOro BHIOTHUTE
1ard, ONMcaHHbIe B MyHKTE 6.5 «3amuck ceprrudukara Ha KIIOYCBOW HOCHTEIIbY.
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o [locnedyrowuii cepmughuxam BBIIACTCS TIOCIIE BBIOJHEHHS CIETYIONIUX I1aroB:

B orBer nHa Bam 3anpoc Ha ceprtudukar, wnHOOpPMAIMOHHAS CHCTEMa
YaocroBepsromero meHTpa GopMuUpyeT W OTOOpakaeT Ha JIKpaHEe OTACIHHYIO
dopMy c 3asBJICHHEM Ha CO3J]aHME W BBIIA4y cepTH(HKaTa OTKPHITOTO KIIOYa
AJIEKTPOHHOU TOJIITHCH, MOJITUCAHHBIM YIIOJTHOMOYCHHBIM JIUIIOM
Y 10CTOBEPSIIONIETO IIEHTPa 3JCKTPOHHOH 1U(poBoii moanuckio. (Puc.6.8).

YAOCTOBEPAIOLWA
Crp. 141

3ansBnenune
Ha CO3fjaHue 1 BbiAavy cepTMMNKATa OTKPLITOrO K/K0Ya 3NEKTPOHHOMH NOANMCH

AW Usau U
Macnopt cepuis I-NP N2987654321, swinax 21.04.2006

1. Mpowy cozAaTe M BbAATE MHE CEDTWRMHKAT OTKPeITOrO KNK4a 3NSKTPOHHON noanuck (panee —
«Cepnd ) co cheay BaHHBIMM:
WassmudukaTtop oTxpeToro knosa: BSC43838D2BCC47706D65B30C505ADDS7E3IGEESS

2. 3amenslo, 4To Modble AsicTEdA, KoTopele ByayT MHOI CoBEpWweHsl Ha ocHOBaHMM 3Toro Ceprudwmikara,
ABNAKTCA ASACTENAMM, COBSPLUIESMEIMI OT MOSTO MMEKH,
3. TMoHMMaIo U COTNAWaKCs C TeM, YTO & cnyvanx:

- OOHapYXEHWR HEAOCTOBSPHOCTY CERaS! & HacToAwen 3aasneHnn wm e Cepruduxare;

- H3PYWeHHA KOHDUASHUNANEHOCTH aaprnoro ®Mo4a (KOMNPOMETAUMA 33KPLITOMD KNKHa), TAKKE B

MHBX CyYasX, ycTa AsncTay 23KOHOA creom [Mpuarectpoeckoit Monaascxoi

Pecnybnukn v Pernamestom Yaoctoespsiowero uedtpa C3A0 «MHTEDAHECTPKOM?, BuiQaHHsI MHe

CeprudmxaT MoxeT Bome ynuposaH YaocTosep uenTpom C3A0 «MHTepaHecTprom,
Mpuuaro:

YaocToeepaiowit ueHTp C3A0 «MHTepasecTpromM®
Aapac: MD-3300. r. Tupacnone, yn. Bocctasus, 41
Odwc: MD-3300. r. Tupacnons, yn. K. Mapkca, 149
&k 0200030581

& 3A0 «Arponpombask®, r. Tupacnons

P/c4. 2212160000000024

KYB 16 x/c 20210000087

&
=

rens ( cepr YNONHOMO4EHHOEe NHLO:

[OKYMENT NOAMMUCAH YCHUAEMMOR
ANEX

% [E] rpsiiczidemd)
Ten. +37353338124
E daxe +37353357188 251

12024 11:08:08

m

{ |
MoanucaTb AOKYMEHT @ OTnpasuTh B YAOCTOBEDFOWMIA LEHTR E CoOXPaHUTD; .. 3aKpbITb

Puc. 6.8
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bnank 3asBneHUs Ha co3laHuWe M BbIIady cepTU(UKAaTa OTKPBHITOrO KIroda
AJIEKTPOHHOM TMOAMHUCH TpeJcTaBiieH B mnpuiiokeHun Ne3m k Persnamenty

Y 10CTOBEPSIIOLIETO LICHTPA.

3asBlIEHHE CBSA3aHO C 3alIPOCOM Ha CEPTU(UKAT U AOCTYIHO U3 KOHTEKCTHOTO
MEHI0 o0ylacTu cnucka ceprudukaroB «Bamm cepruukarel» 10 MOMEHTa €ro
HOJNMCAHUS M OTHPAaBKM B HMH(POPMALMOHHYIO CUCTEMY Y JAOCTOBEPSIOILEIro

nentpa (cM. 11.6.4 «KOHTEKCTHOE MEHIO 3arpoca Ha CepTU(HUKATY).

Haxmure xHomky «lloamucate mokymeHT». OTKpOeTCs OKHO CO CIIHCKOM
cepTU(HUKATOB, AOCTYIHBIX JUIS MOANMCAHUS 3asBieHUs. Bribepute ceprudukar
U3 CIIMCKA, €CIIM UX HECKOJIbKO, W HaxkmuTe KHOmMKy «Ox». Ecim y Bac ecthb
TOJIKO OJIMH JIOCTYITHBIN cepTU(UKAT, IPOCTO HAKMHTE KHOIIKY «Ok». (Puc.6.9).

besonacHocte Windows

IDC: YnpaBaeHue kntouamu

Bbibepute ceptudukat

MeaHoe Veax MieaHoeuu
Wzpatens: IDC Issuer CA

OK

POCMOTPETE CBOUCTEA CEpTUQV

JevicteuteneH ¢ 25.12.2024 no 25.12.2025

AKaTa

OTtmeHa

Puc. 6.9

Otkpoercs opma «Cwmapt-kaptay» (Puc.6.10). Beeaure ITMH-xkox Barmiero
TOKE€HAa M HaXMHTE KHOMKY «OK» 4TOOBI pa3peuuTh MPOrpaMMe BBIIOJHUTH
3arpoC B TOKCH Ha BBINMOJIHCHUC OICpallluu MOAINHNCAaHHA 3asABJICHUSA Bammein

3JIEKTPOHHON IIU(PPOBON MOAMUCHIO.

besonacHocte Windows
Cmaprt-KkapTa

Beeaute NWH-koa undporoi nognucu.

HMH—KO’Q
LleakHuTte 3aeck ANA NOAYYSHUA
AONONHUTENBHDBIX CE’»E‘A‘{‘FV":‘\
OK OtmeHa
Puc. 6.10
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B o6nactm «3asButens (Bmamernern] ceprudukara)y Ha 3asgBICHUU OyIeT
MPOCTABJICH NITAMII C JAHHBIMH Balllel JIEKTPOHHOH IU(POBOI MOAITUCH.

B mmwxnelt yactu ¢opmsl, cripaBa ot KHonkH «lloanucaTrs JOKYMEHT», OSBUTCS
Haamuck: «Jlokyment nmoamnucan» (Puc.6.11).

3asasutenb (Bnageney ceptudmkara):

‘ AOOKYMEHT ﬂO.ﬂﬂMCAHu)’CMﬂEHHOﬂ ;
@ KBANNOUNUMPOBAHHOU SNTEKTPOHHOMU
noanncCbIO

TToamucan: Meanoe Mean HeanoeuY

Hara: 25.12.2024 16:45:26

Ceprudukat: 400000072435EC066F 756A95BD000000000724

JoKyMeHT noanucaH. @ OTNpasnTh B YAOCTOBEPSIOWMIA LEHTD

Puc. 6.11

Haxwmure kHOnKy «OTHpaBuTh B Y JOCTOBEPSIIOMIUNA LEHTP», YTOOBI OTIPABUTh
HNOJINMCAHHOE 3asBICHUE B HHMOPMALMOHHYIO CUCTEMY Y JOCTOBEPSIOILErO
LIEHTpA.
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Otkpoercs ¢opmMa € CUETOM Ha OIUIATy YCIYTM IO CO3JIaHUIO W BBIJIAYe

cepTudHUKaTa OTKPHITOTO KIIF04a 3JIeKTpoHHoM noamucu (Puc.6.12).

YAOCTOBEPAIOLMIA
LEHTP

Cuert N2 8877760

BeicTasnex: 26.12,2024 16:23:25
Onnarwte go: 29.12.2024
Mnarenswwk:  MeaHoe Meak Meaxosuy

C3AC "MHTEPAHECTPKOM"

MD-3300, r. Tupacnens, yn. Boccranms 41
Ten.: 1198, dakc: +(373533) 57711

Pfcs 2212160000000024

3A0 «ArponpombBanx® r, Tupacnons, KYB 16
&/« 0200030581, Kop.cy. 20210000087

Hanmerozsarne Lera Crmaxa s % Liena .| Kon-zo

Cymma

©O CKUAKOA
Buinaya C20TWMKETE OTKDEITOMD KNKHa
3NeKTPOH=OM NOANKCH CPOKOM QECTE#A 1 rog ans 43.00 1
DMIMHYECKUX vy

49.00

Wroro k onnare:
CyMMa NponHcelo:  COPOK AsBATh pybneil 00 xoneek

49.00

HausansHuk YEYuO - [3aaHoscxmit AL/
rnaexein byxranrtep

ESE] Fupsivezidemds
Ten. +37353338124

iz |
H = CoxpaHuTb... | 3aKpeITh

Puc. 6.12

0] caxe +37353357188 26.12.2024 16:23:25
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ChopMHUPOBaHHBIM CYET CBS3aH C 3apOCOM Ha CepTU(HUKAT M JOCTYIEH W3
KOHTEKCTHOTO MEHIO 00JacTH chucka cepTuukaToB «Bamm cepTHQHUKATBH) 10
MoMeHTa ormiartel cueta (cM. 1.6.4 «KOHTeKCTHOE MEHIO 3ampoca Ha
cepTUHUKATY).

YroObl COXpaHHUTh KOIHMIO 3asBJIICHUs u/vin cueta Ha Bamiem ycrpoiictBe s
JMAIbHEUIEro MCMIOJIb30BaHMUs (HampuMmep, A IIe4aTd), HaXKMUTE KHOIKY
«CoOXpaHUTh...», KOTOpasi HaXOJIUTCS B HIDKHEHW yacTu (POpMBI C JTOKYMEHTOM
(Puc.6.12). 3asiBiieHHE MOXKHO COXPAHHUTh TOJILKO ITOCIIE TOrO Kak Bel moamuiinere
ero uu(dpoBoil IEKTPOHHON MOJAMHUCHIO U OTIPABUTE B Y JOCTOBEPSIIOIIUI LIEHTP.

[locne omnatel cyera, ceprudukar OyneT BbIaH B TEUEHUH OJHONM MUHYTHL B
[JIABHOM OKHE TMporpamMmbl, B oOnacTd cmnucka ceptudukatoB «Bamm
CepTU(UKATB» CTPOKA CO CTATycoM «3ampoc» H3MEHUT CBOE 3HAYCHHE Ha
«Ceptudukar Beigany. (Puc.6.13).

* DC: YnpasneHue kniodamm v, 1.0.0. 19

oy | 4
© & [ &
Co3aaTtbh 3anpoc OBHOBWUTL 3aNMCaTb CEPTUMMKET Yaan wat MNocMoTpeTb
Ha cepTudmkaT CMCOK Ha CMapT-KapTy cepTudmkaT
___ Mo ceprudwacathl

MogknioyenHbie cMapT-Kaprol: [®J1] Msanos M.
;FS USB Token 0 v \ 8y  MNepeuuTaTb CMapT-KapTy r
Baum ceprudmKarb: S —
| CraTyc [ Hakapre |WMA3a.. v | KoMy BblaaH \
| [l 3anpoc 1795 WsaHos WsaH MsaHosnY

4~ CepTudMKaT BblaaH 1794 WsaHos MBaH MBaHoBMY

[zl 3anpoc 1793 WBaHos WBaH MiBaHoBWY

HNor:

11,12.2024 15:16:13 Mpon3BOAMTCA MreHEPaLMA KNKOYEN Ha CMaPT-KapTe...

11,.12,2024 15:56:01 Knioun ycnewHo creHepuposaHbl,

11,12,2024 15:56:03 Co3aaHMe 3anpoca Ha cepTUdMKaT. ..

11,12.2024 15:56:04 3anpoc Ha cepTHMUKAT YCrEeWHo Co3AaH.

11,12,2024 15:56:04 OTnpaeKa 3anpoca Ha cepTUdUKaT Ha cepsep CA...

11,12,2024 15:56:07 3anpoc Ha cepTudukaT yenewHo aobasnex B CA, ID 3anpoca = 1794

Puc.6.13

Coxpanute cepTuUKAT Ha KIIFOUEBON HOCUTEND (TOKEH). J[7s1 3TOrO BBIMOTHHUTE
aru, OMMcaHHbIe B MyHKTE 6.5 «3amnuch cepTudukaTa Ha KIIOUYEBONH HOCHTEIbY.
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6.4. KoHTekcTHOE MEHIO 3ampoca Ha cepTuuKar

B rnaBHOM OKHe mporpammsl, B o0nacTu cnucka ceptudukaToB «Bamm ceprudukaTsn
IJIsl BEIOPaHHOTO 3ampoca Ha CepTU(UKAT IOCTYITHO KOHTEKCTHOE MEHIO C ITYHKTOM
MmeHto - «[lomyunts ceprudukar» (Puc.6.14).

Baum ceprudmKaTbi: i i
CraTtyc Haka..| N.. = KoMy BblaaH CepuitHbIn HoMep
_‘, CepTudmka... E’| 1828 WBsaHos MBaH WBaHoBMY 400000072435EC066F75...
L'zl 3anpoc 1820 WBaHoB WBaH WBaHOBUY
c,';) 3anpoc 1819 WsaHos MBaH MBaHoBUY

s e 1a .

MenyunTe cepTudukar

"BaHoBMY

[l 3anpoc 1BaHOBIY
[ 3anpoc 1815 WsaHos WMsaH MBaHoBMY
.:\, 3anpoc 1796 WsaHos WBaH WBaHoBUY
L'l 3anpoc 1795 WsaHos VBaH MBaHoBUY
_j, CepTudmka... 1794 WsaHos MBaH MBaHoBMY 40000007023EB58C7257...
iE\J 3anpoc 1793 WBsaHos ViBaH WiBaHoBMY
Puc. 6.14

KonrtekcTHoe MeHI0 1103BoJIsieT BaM BO30OHOBUTH BBITYCK MOCIIEAYIONIETO cepTUdUKaTa.

B mnponecce Bbimycka ceptuduxara, Bam HeoOxoaumo mnoamucarh 3asBICHHE Ha
CO3/1aHM€ M BblAAuy cepTU(dUKaTa NEHCTBYIOIUM CEPTU(PUKATOM U OTIPABUTH €ro B
YnocroBepsromuii 1eHTpP. KOHTEKCTHOE MEHI0 MO3BOJSIET NOJYYHTh JOCTYI K
3asBJICHUIO J10 MOMEHTa €ro OTHPaBKH B YJOCTOBEPAIOIIMNA LEeHTp. Bel Moxere
COXPaHHTH MMOJNMCAHHYIO KOMHIO 3asiBiieHus Ha Barue ycrpoiictBo (Puc.6.8).

KoHTekcTHOE MEHIO MO3BOJIAET MONYYUTh JOCTYH K CYETy Ha OIUIaTy YCIYrd IIO
CO3JIaHMIO M Bblade cepTU(]UKaTa, TOJBKO MOCIE OTHPABKU 3asBJICHUS HA CO3JAaHUE U
BbIIauy cepTu(uKaTa B YJIOCTOBEPSIOUIMHA IIEHTP U JO MOMEHTa OIUIaThl cyeTa. Bbl
MOYETe COXPaHHUTh MOAMUCAHHYIO KOIUIO cyeTa Ha Bamie yerpoiictBo (Puc.6.12).

Haxwmure kHomky «llomyuuts  cepTuduKaT» YTOOBI  BO30OHOBUTH  BBIMYCK
nocienyromero ceprudukara. B 3aBUCHMOCTH OT TOTO, Ha KaKOM Iare OblLIa TpepBaHa
mporeypa IOJydeHHsI MOocenyromero ceprudukara, uHOOpMAIMOHHAs CHUCTEMa
VYocToBepsromero meHTpa OTKpoeT (opMy c 3asBICHHEM Ha CO3JaHWE W BBIAAYY
ceprudukara U060 (HOpMy CO CUETOM Ha OIUIATY YCIAYTH IO CO3JaHWI0 M BBIJTa4Ye
cepTudUKaTa.

CrnenyiiTe MHCTPYKIUSM, TIpecTaBieHHbIM B 11.6.3 «Co3manue 3ampoca Ha cepTuduxaT
- IOJIy4E€HHE TOCIEAYIONIEro cepTudukara.
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6.5. 3amuck ceprudrkaTa Ha KIIFOYEBOW HOCUTEID

UYroObl HCIOIB30BAaTh TOKEH UL PAa0OTHI C 3JIEKTPOHHOM MOJMMUCHI0 HA JH000M
YCTpPOHCTBE, HEOOXOMMO, YTOOBI CePTU(UKAT OTKPHITOTO KITI0YA AJIEKTPOHHON MOIHCH
HaxXoAWJICs B TOM >X€ KOHTEHHEpe Ha TOKEHE, YTO M KitoueBas mapa (OTKPBITBIA U
3aKPBITHIA KIIFOUH).

Jlist 3anicu cepTudUKaTa Ha HOCUTEh (TOKEH):

e Beibepure TOKeH u3 BbIMagaroiiero crnucka «IloAKITOUYeHHBIC CMapT-KapThi»
(Puc.6.15).

MogxknoyeHHble cMapT-Kaprtol: [®J1] Meanos MW

FS USE Token 0 [+ &
FS USB Token 0

FT ePass2003Auto O L
‘ CraTyc ‘ Haka.. | WN. « Komy BblaaH

4~ CepTudmka... 1828 WBsaHos MBaH MBaHoBMY
[zl 3anpoc 1820 WBaHoB WBaH MBaHOBHY
Puc. 6.15

Bnumanue! Ilpu 3anucu cepmugpukama 6 Kauecmee aKMUBHO2O KIIOYEBO20
Hocumensi 00JceH Oblmb BLIOPAH MOM HOCUMENb, KOMOPblil Obll AKMUeeH npu
nooaue 3anpoca Ha noiyyeHue cepmughukama. B npomuenom cnyuae 3anuce
cepmugpukama Ha Hocumenv He Oyoem npoussedena. Ilpu smom 6ydem vl0aHo
coomseemcemayiowee cooowenue (Puc.6.16).

IDC: ¥npaeneHue knoyamm X

| Ha cmapT-kKapTe He HalgeH NyGANYHEIN KAKY 418 4aHHOTO
cepTudukaTa.

Puc. 6.16
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e Bribepure uHTepecyrommii Bac ceptudukar B crnucke cepTudukaToB «Barmm
ceprudukate (Puc. 6.17).

Baum cepTudmKaTbi:

CraTtyc ‘ Ha kapte ’ WA 3anpoca v Komy BblaaH
/7 Ceptudmka... 1828 WBaHoB MBaH MBaHoBIUY
@ —— e
[E 3anpoc 1819 WsaHos MBaH VMBaHoBMY

Puc. 6.17

e HaxMuTe KHONIKY MeHIO «3anucaTh cepTudukar Ha cMmapT—Kapty» (Puc.6.18).

@ IDC: ¥YnpaeneHue Kmodamm v, 1.0.0.22

©@ & H

Co3aaTth 3anpoc  OBHOBWUTL 3anMcaTb CEPTUDMKAT
Ha cepTUdMKaT CNUCOK Ha CMapT-KapTy

Puc. 6.18

e Haxwmure KHOTKY «Jla» 4TOOBI MOATBEPANUTH ONEPALUIO 3aIHCH CepTU(HKATA HA
TokeH (Puc.6.19).

IDC: ¥npaeneHue knroyamm
0 3anucatb cepTUUKAT Ha CMapT-KapTy?

Puc. 6.19
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e Bgemure [IMH-kon Bamrero Tokena u Hakmure KHONKY «OK» 4TOOBI pa3peuInThb
IIPOrpaMMe BBINIOJIHUTE 3alpOC B TOKCH HA BBIIOJHEHUE ONEPAallUU 3alluCU
ceprudukaTa B Xpanuiuiie TokeHa (Puc.6.20).

BesonacHocTe Windows X
Cmaprt-kapTa

Beeaute NWH-koa uudporoi noanmcu.

. HMH_KOA

ENKHUTE BAeCh ANA NOAYUYESHUA
AECh AN y
AONONHUTENEHbBIX CBEASHWUIA

OK OtmeHa

Puc. 6.20

e [IporpammHOe oOecricueHHE TOKCHAa MOKAKET B MPAaBOM HUKHEM YTy JKpaHa
BCIUTBIBAIOIIEE OKHO C YBEOMJICHHEM O TOM, YTO CEpPTU(UKAT YCIEIIHO COXPaHECH
B XpaHuiuine TokeHa (Puc.6.21).

ﬁ?, certreg MFC Application

Certificate is saved successfully

Puc. 6.21

e  HaxwmuTte kHONKY «OK» 4TOOBI 3aKPBITH OKHO C coobrienneM (Puc.6.22).

IDC: ¥npaeneHue knroyamm X

0 CepTUOUKAT YCNEewWwHO 3arpy>KeH Ha CMapT-KapTy.

Puc. 6.22
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e B crnucke ceprudukaroB «Bammu ceptudukats» B Kojonke «Ha kaprte» Oyner
orobpakeHa mukrorpamma (Puc.6.23).

Bawm ceprmpukarbi: ‘ i
CraTyc | Hakapte ‘ Ui zan.. » ‘ KoMy BblaaH
‘ 7 Ceptudwmkart BoiaaH = 1828 WsaHos VsaH VBaHoBMY
[eg) 3anpoc 1820 WsaHos MsaH VsaHoBMY

Puc. 6.23

6.6. [TprocTaHoBeHUe nelcTBUS cepTuduKaTa

[TpuocranoBieHHe CcepTH(HUKATa PEKOMEHIYETCS B Cllydae BO3HHUKHOBEHHS YIPO3bI
KOMHpOMeTaHI/II/I 3aKpI)ITOFO KJIro4a, BO3MOXHOTI'O IJINTCIIBHOT O HCUCIIOJIHCHUA
00s3aHHOCTEN.

Jl1st IpuoCTaHOBJICHUS JICUCTBUS cepTHdHKara:

e Bribepute unrepecyromuii Bac ceptudukar u3 cnucka «Bamum cepTudukars.
Y6enurecs B TOM, 4TO B KoJoHKe «Ha kapTe» oToOpa)kaeTcsi MUKTOrpamMma (CM.

Puc.6.24).
Bawm ceprmpukaTbi: ‘ i
Cratyc Ha kapTe ‘ Uazan... » ‘ Komy BblaaH
‘ J‘, CepTuduKaT BolaaH ............. B] ............. 1828 WeaHos VMBaH WBaHoBUY
Ll 3anpoc 1820 WBaHoB MBaH WBaHoBMY

Puc. 6.24

Brumanue! Bo3mooicnocmb npuocmanoéku Oelicmeus cepmugukama O00Cmynna
MONLKO Ol Cepmugpuramos, 3anUCAHHbIX HA MOKeH. [[ns cepmuguxkamos, He

3aNUCAHHbIX HA MOKeH, Oydem 6bl0AHO Ccoomeemcmesyloujee YeeooMIeHUe
(Puc.6.25).

IDC: ¥npaeneHue knoyamm X

| CepTUdMKAT He 3anNUcaH Ha CMapT-KapTy(TokeH).
MpPUOCTaHOBKa/0T3bIE A@HHOM0 CEpTUHUKATa HEBO3MOXKHA,

Puc. 6.25

cem. n.6.5 «3anucey cepmughukama Ha Ki04eBol HOCUMETbY.
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e Haxwmure kHONKY MeHIO «OT03BaTh/IproCTaHOBUTH cepTudukat» (Puc.6.26).

0T03BaTh/NPUOCTEHOBUTD
cepTUduKaT

Puc. 6.26
e Ortkpoetcs hopma «OTO3BATh/IPUOCTAHOBUTD cepTUuduKaT» (cM. Puc. 6.27).

Bribepure ommuio «l[IprocTaHoBka aeWcTBUS cepTU(dUKaTa» W3 BHINAJAIOIIETO
cricka «[IpuanHa OT3hIBa/IPHOCTAHOBKI.

Beenure B nose «lIprocraHoBka Ha» KOJMYECTBO JHEW, HA KOTOpbie Bbl xoTHTE
NPUOCTAHOBHTH JIeHCcTBHE cepTu(dukara. MUHUMAIBHBIN CPOK MPUOCTAHOBJICHUS
cocrapisiet 10 guei (1.4.5.5 PernamenTa Y 10CTOBEPSIOIIETO IICHTPA).

= OT03BaTh/NPUOCT3HOBUTL CEPTUDUKAT = 23

Ana Toro, 4Tobbl 0TO3BATEL/MPUOCTAHOBMTE CEPTUGMKAT, BEEAUTE AGHHLIE CEPTUOUKATE
W HEXKMUTE KHOMKY "OT03BaTb cepTudmkat”

CepuitHbii HoMep:

Mpu4KMHa OT3bIBa/NPUOCTaHOBKY: | MPUOCTaHOBKa ASMCTBWA cepTUdMKaTa |~ J
MpuocTaHoBKa Ha: {12 axen

KoMMeHTapuit:

oTnyc|

% MPHOCTEHOBUTE x OTMeHa

Puc. 6.27

[Tone «KomMmeHTapuii» He 00s3aTeNbHO K 3al0JIHEHUI0. BBl MOXeTe OCTaBUTh €ro
MyCTBIM WJIM, €CITU HEOOXOJUMO, 100aBUTH JOMOIHUTEIBHYIO WH(OpPMAIIHIO,
CBSI3aHHYIO C TPUOCTAHOBKOM JTEUCTBUS cepTH(UKATA.

Haxxmute kHonky «IIppocTaHOBUTBY.
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e Uudopmanmonnas cucreMa Y TOCTOBEPSIONIETO IIEHTpa (GOpMUPYET U 0TOOpakaeT
Ha JKpaHE OTIENbHYI (opMy C 3asBIEHHEM Ha NPUOCTAHOBICHHUE NEHCTBUSA
ceprudukaTa OTKPBITOTO KJIIOYA OJICKTPOHHOW MOJIMWCH, TOJITUCAHHBIM
YIIOJIHOMOYEHHBIM JIMIIOM Y IOCTOBEPSIOUIET0 LIEHTPa AJIEKTPOHHOU LU(POBOH
noanuceo. (Puc.6.28).

YIOCTOBEPAIOLLMA
LIEHTP

3anBneH e
Ha NPUOCTAHOBNEHNE QENCTBMA CcepTuhnkaTa
OTKPBITOrNO KNHYa SMEKTPOHHOH NoOgNUcH

A, Meanos Mean Heanoeu+,
Macnopr cepeuu I-MP N2987654321, empan 21.04,2006
APOWyY MPUOCTAHOENTE QSMCTEME CepTHgMKaTA OTKPeTOND KMIDH3  3NeKTposHON  nmognuon  (ganee -
#CepTidwiKaT®), BHgaHHOMD YAOCTOSSPAOWNM WeHTpoM CIAD «HHTepaHecTpRoM =,

Haxueie Ceprudmxara:

Hassmgmsatop omspemore kmo«a: C0940E088657EAERCFISS183A7218A19EC9ETD4S
& ceAan © OTnyck

Cpok NpMOCTEHOENEHUE A2iCTEWA cepTdikaTa: 12 KaneHaapHex AHel,

MpuHATO:

YaocTosepaowma yewTp C2AC <HuTepgracTpsoms
Agpec: MD-3300. r. Tupacnone, yn. Boccranna, 41
Oz MD-3300. r. Twpacnons, yn. K. Mapsca, 149
&k 0200030581

& 3A0 =ArponpomBanks, r. Tpacnons

Pfrs, 2212150000000024

KYE 16 wfc 20210000087

Zasentens (enageney ceprudmkara): YNOoAHOMOYEeHHOE MHLo:

@ BOKYMDHT NOANHCAH YERRTHHOA

EBANMTARPOBAHHCH 3NEKTPOHHON
MORNACKD

Dajzacks VIaCTaeas [S3m

Oprazzyps CHAT «SlarcporoTesus

Zarx D140 300 GrGepe

Cepmaganyy 400000071 200 L B4C1 FEESESE 7000000000130

E_ E httpsy/foaidemd)
Ten. +37333338724
m diaks +37353357188 21.01.2025 134257

4 : Ll =
MoanucaTb AOKYMEHT @ OTNpasuTL B YAOCTOBEDRIOUIAT LEHTR H CoXpaHWTD; .. 3aKpeiTh

Puc.6.28
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bnank 3asBieHHs Ha TNPUOCTAHOBIEHHE MEHCTBUS cepTUUKATA OTKPHITOTO
KJII0Ya SJEKTPOHHOM MOANUCH mpeacTaBieH B mnpuioxkeHuu Nede, Ne3x  k
PernamenTy Y 10CTOBEPSIONIETO LIEHTPA.

Haxxmure KHOIIKY ((HO,I[HPIC&TB JOKYMEHT».

OTKpoeTcss OKHO CO CIIHMCKOM CEpPTH(UKATOB, MOCTYNHBIX JUIS TIOITHUCAHHS
3asiBiieHUs. BeiOepute cepTHUUKAT M3 CHHUCKA, €CITH MX HECKOJIBKO, U HAKMUTE
kHOTKY «Ok». Ecnu y Bac ecTh TOJNBKO OJMH JTOCTYIHBIA CEPTUPHUKAT, TPOCTO
HakMuTE KHONIKY «OK». (Prc.6.29).

BesonacHocTs Windows X

IDC: ¥npasneHue kntouamu

Bbibepute ceptudumkar

WeaHoe Meax VMeaHoeuu
Wzpatens: IDC Issuer CA
JevicteuteneH ¢ 25.12.2024 no 25.12.2025

lNMpocmoTpeTs CBOWCTEA CepTUdUKaTa

OK OtmeHa

Puc.6.29

Otkpoercs popma «Cmapt-kapta» (Puc.6.30). Beenure [TMH-xon Bamero Tokena
U HaXMHUTe KHOMKY «OK» 4TOOBI pa3pelinTh MporpaMMe BHITIOJHUTH 3alpoc B
TOKEH Ha BBHITIOJHEHHE Olepalvy MOJNHCaHus 3asBIeHHs Bareil anekTpoHHOM
1M (ppoBOI MOAMUCHIO.

BesonacHocts Windows X
Cmaprt-KapTa
Beegute MNWH-xoa undpoeoi nognmcu.

. HMHEKOA

LieakHuTe 2aeck AnA noayyeHun

AONONHUTENEHbBIX CBEACHUIA

OK OtmeHa

Puc.6.30
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B obnactu «3asButens (Bhamenern; cepTudukara)» Ha 3agBICHHH OyneT
NPOCTaBJICH INTaMIl C JAHHBIMU Balled 3JEKTPOHHOH IuQpoBoi moxmucu. B
HIDKHEH 4actu (opmbl, cripaBa oT kHONKU «lloamucars MOKYMEHT», MOSBUTCS
Haamuck: «Jlokyment nmoanucan» (Puc.6.31).

3aasutenb (Bnapeney ceptudumkara):

‘ ONOKYMEHT NOANUCAH YCUNEHHON
@ KBANNOULMPOBAHHOWM 3/IEKTPOHHOWM
noanncCobIO

TToamucan: Heanor Heas FeanoBHY

Jata: 25.12.2024 16:45:26

Ceprudurat: 400000072435EC066F 756A95BD000000000724

x OORNCETE AOKYMEHT ﬂOKYMeHT noanucaH. @ OTnpasuTb B YAOCTOBEPSAIOWMIA LEHTD

Puc. 6.31

Haxwmure xHomky «OTHpaBuTh B YIOCTOBEPSAIOIIUNA LIEHTP», YTOOBI OTIPABUTH
HOANUCAHHOE 3asBI€HHE B WHGPOPMAIMOHHYIO CHCTEMY Y JIOCTOBEPSIOILETO
LEHTpA.

Haxxmure kHOTIKY «OK» 4TOOBI 3aKpBITh OKHO ¢ coobieHuneM (Puc.6.32).

IDC: ¥npaeneHne knrovamm X

0 CepTUdUKAT YCNEWHO NPUOCTAHOBNEH,

Puc. 6.32

UtoOBbl COXpaHUTh KOIHWIO 3asBIICHUs Ha BameMm ycTpolcTBe miisi JaabHEHIIETro
UCIIONIb30BaHUsl (HampuMmep, Ul TedaTu), HaKMUTe KHONKY «COXpaHHTh...»,
KOTOpasi HaxOmUTCs B HIKHEH yacth Qopmbel ¢ gokymentoMm (Puc.6.31).
3asiBlIeHHE MOXXHO COXpPaHUTh TOJILKO IOC/Ie TOTO Kak Bbl moamuiere ero
1M (pPOBOH ANIEKTPOHHOM MOAMKUCHIO U OTIPABUTE B Y JOCTOBEPSIOLIUI IIEHTP.
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Cratyc  «Ceptudukar Bbyman» Mensercs Ha  cratyc  «Ceprudukar
npuoctanoBieH» (Puc.6.33).

‘Baum cepTnduKaTbi: ‘,

| Cratyc i Ha kapTe jMA 3anpoca v ‘ KoMy BblaaH

| 47 CepTndmkaT Boinan 1841 MBsaHos VsaH MsaHosuy
El___-l CepTUUKAET NPUOCTSHOBNEH B 1828 WBaHos ViBaH MiBaHoBMY
| Cegl 3ampoc 1820 Wsaros WsaH MsaHosmy

Puc. 6.33

Bo306HOBUTE neiicTBuE cepTH(dUKaTa MOXKHO B TEYEHHE CPOKA IMPUOCTAHOBIICHUS
nevictBus ceptudukara (cMm. 1.6.7 «Bo3oOHOBIIEHUE ACHCTBHS CepTUDUKATAY).

[lo wcredeHWio cpoka NPUOCTAHOBJICHUS NEHCTBUS cepTu(UKaTta, cepTudukar
annynupyetcs (cM. 11.4.5.10 PernamenTa Y 10CTOBEPSIOIIETO [ICHTPA).
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6.7. Bo3oOHOBIEHUE IeHCTBHA cepTUhUKATa

Bozo6HoBnenue neicTBusi cepTudUKaTa OTKPHITOrO KIkO04Ya S3JEKTPOHHOM MOANHCH
BO3MO>KHO TOJIBKO B CIIy4dae, €CJIU €ro JIeHCTBUE ObUIO IPUOCTAHOBIIEHO.

Jlnst BO30OHOBNIEHHSI JIEHCTBHS MPUOCTAHOBJICHHOTO cepTu(dukara TpedyeTcss Haaudue
XOTS1 OBl OJTHOTO JEHCTBYIOHIETO CepTH(HKATa. ITO HEOOXOIUMO ISl MOJITBEPKIACHUS
IOJUIMHHOCTHU U 00ecrieyeHHst 6e3011acHOCTH IIpoLiecca BO30OHOBIICHHUS.

Jl1st BO30OHOBJEHUS ACUCTBHS cepTU(UKaTa;

e Bribepure unTepecyoomuii Bac ceprudukar u3 cnucka «Bamm cepTuduKaTh.
Y6enurtech B TOM, 4TO B KoJoHke «Ha kapre» oTtoOpaxkaercs MUKTOrpaMma (CM.

Puc.6.34).
‘Baum cepTwhuKaTbi: i - ) i
Cratyc Ha kapte | WA 3anpoca Komy Bblaad
A7 CepTudmkaT BoinaH B 1841 WsaHos WBaH MBaHoBMY
fB CepTudUKAT NPUOCT SHOBNEH LQI 1828 WeaHos VBaH ViBaHoBMY
E‘: 3anpoc 1820 WeaHos WBaH MBaHoBMY
Puc. 6.34

Brumanue! Bo3mooicnHocmb 60300H0671€eHUs Oelicmsus cepmughukama 00CmynHa
MONLKO 0I5l CEpMUPUKAMO8, 3aNUCAHHBIX HA TMOKEH.

em. n.6.5 «3anucy cepmughukama na Knouesol HoOCUmMensby».

e Haxmure kHOTIKY MeHI0 «B0300HOBHTH cepTudukat» (Puc.6.35).

jomm— -

Bo3obHoBUTE  [onyumMTE
cepTUOUKAT  CepTUDMKAT

Puc. 6.35
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e Uudopmarmonnas cucreMa Y TOCTOBEPSIONIETO IIEHTpa GOPMHUPYET U OTOOpakaeT
Ha JKpaHe OTHCNbHYI0 (opMy cC 3asBICHMEM Ha BO300OHOBIIEHHE JEHCTBUS
ceprudukaTa OTKPBITOTO KJIIOYA OJICKTPOHHOW MOJIMWCH, TOJITUCAHHBIM
YIIOJTHOMOYEHHBIM JIMIIOM Y JOCTOBEPSIIOIIETO IICHTPa AJIEKTPOHHOU HU(POBOU
noanuceo. (Puc.6.36).

@ YAOCTOBEPAIOLUA
UEHTP

Crp.1/1

3aasnexue
Ha sosobHoBneHue ceprudmkarta
OTKPBITOro KAKYa 3NEKTPOHHON NOgNUCH

A N U EEDRY 4,
Macnopr cepun I-MP Ne387654321, swpan 21.04.2006
npowy B0300HOBMTE AeiCTEME CepTHOMWKATa OTKPHITONO KNKOY3a 31eKTPoHHON noanuck  (ganee -
«CepndwKaT»), BpaarHoro Yaocrosepaowim uekTpoM C3A0 «MHTepaHecTproM®,

Oauubie Ceprudmara:
WasHTiduxaTop oTkpemoro kuo4a: C0940E0886576AE6CF155183A7818A19ESSE7D4S

MpuuaTo:

YaocTosepacuust uesTp C3A0 «MuTeparacTpkoMs®
Agpec: MD-33200. r. Tupacnone, yn. Boccrasus, 41
Ocpuc: MD-3300. r. Tupacnone, yn. K. Mapxca, 149
¢/x 0200030581

& 3A0 «Arponpombakk®, r. Tupacnons

P/c4. 2212160000000024

KYE 16 k/c 20210000087

3aneutens (Bnaneney ceprudmkara): YNOAHOMOYEHHOe NUUO:

LOKYMENT NOANMCAN YCHAEHHOR
XBANAGHIAPOBANMON INEKTPOMHMOR
NOANNCHIO

azzazax VI0rieapeomas 15a

Onezmzume CIAD ~Ssrepmesezue
Sex 3002020 91831

ES[E] Frpsiiczidemd!
Ten. +37353338124
= chake +37353357188 23.01.202509:1830

MoanucaTb AOKYMEHT \@ OTnpasuTh B YAOCTOBEDSIOUIM LEHTE H CoxpaHuTb; .. 3aKpbiTbh

Puc. 6.36
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bnank 3asBieHuss Ha BO30OHOBJICHHE NEUCTBUS cepTH(UKATa OTKPBHITOTO KIIH04a
AJIEKTPOHHOW MOJIMUCU TpenacTaBiieH B npuiokeHuu Ne3s, Ne3u k Pernamenty
Y aocToBepsIoNIero NeHTpa.

Haxxmure KHOIIKY ((HO,I[HPIC&TB JOKYMEHT».

OTKpoeTcss OKHO CO CIIHMCKOM CEpPTH(UKATOB, MOCTYNHBIX JUIS TIOITHUCAHHS
3asiBiieHUs. BeiOepute cepTUdUKAT U3 CHUCKA, €CIIM UX HECKOIBbKO, U HAKMHUTE
kHOTKY «Ok». Ecnu y Bac ecTh TOJNBKO OJMH JTOCTYIHBIA CEPTUPHUKAT, TPOCTO
HakMuTe KHONIKY «OK». (Prc.6.37).

BesonacHocts Windows X

IDC: YnpaBneHue katouamu

Bbibepute ceptudumkaTt

. MeaHoe Veax MeaHoeuu
Wzpatens: IDC Issuer CA
AeiicteuteneH ¢ 25.12.2024 no 25.12.2025

MNpocmoTpeTs CBOUCTEA CepTUOUKATA

OK OtmeHa

Puc. 6.37

Otkpoercs popma «Cmapt-kapta» (Puc.6.38). Beenure [ITMH-xon Bamero Tokena
U HaXMHUTEe KHOMKY «OK» 4YTOOBI pa3peliuTh MpOrpaMMe BHITIOJHUTH 3alpoc B
TOKEH Ha BBHITIOJHEHHE Olepalvy MONHCaHus 3asBIeHHs Bareil anekTpoHHOM
U (GPOBON MOJMHCHIO.

BesonacHocts Windows X

Cmapt-kapTa

Beegute MNWH-xoa undpoeoi noanmcu.

OK OtmeHa

Puc. 6.38

46



https://ca.idc.md/storage/app/media/docs/reglament_ca_idc_2.0.pdf

https://ca.idc.md/storage/app/media/docs/reglament_ca_idc_2.0.pdf



B obnactu «3asButens (Bhamenern; cepTudukara)» Ha 3agBICHHH OyneT
NPOCTaBJICH INTaMIl C JAHHBIMU Balled 3JEKTPOHHOH IuQpoBoi moxmucu. B
HIDKHEH 4actu (opmbl, cripaBa oT kHONKU «lloamucars MOKYMEHT», MOSBUTCS
Haamuck: «Jlokyment nmoanucan» (Puc.6.39).

3assuTtennb (Bnapgeney ceptudmkara):

‘ AOKYMEHT NOANUCAH YCUIEHHON
@ KBANMOULMPOBAHHOW 3NEKTPOHHOWU
noanncCbIO

Tloamucan: Fieanoe MEas FEaHOBHY

Jata: 25.12.2024 16:45:26

Ceprrdukat: 40000007243 5EC066F 756A95BD000000000724

, OANWCSTE AOKYMEHT ﬂOKYMEHT noanucaH. @ OTnpasuTb B YAOCTOBEPSAIOWMIA LEHTD

Puc. 6.39

Haxwmute xHOmKy «OTHpaBUTh B YIOCTOBEPSAIOMIUNA LIEHTP)», YTOOBI OTHPABUTH

MOJAMUCAHHOE 3asBICHHE B HH(POPMAIMOHHYIO CHUCTEMY Y IOCTOBEPSIOLIETO
LEHTpa.

Haxxmute kHONIKY «OK» 4TOOBI 3aKPBITh OKHO ¢ coobienneM (Puc.6.40).

IDC: ¥npaeneHue knro4amm X

ﬂ CepTrdMKaT ycnewHo B0306HOBNEH,

Puc. 6.40

UToOBI COXpaHUTh KOIHUIO 3asBJICHWs Ha Bamiem ycTpoiicTBe miis JaabHEHIIETro
UCIIONIb30BaHUsl (HampuMep, Ul TedaTu), HaKMUTe KHONKY «COXpaHHTh...»,
KOTOpasi HaxOomuTCcs B HIKHEH yacth Qopmbel ¢ gokymeHntoMm (Puc.6.36).
3asiBlIeHHE MOXHO COXpPaHUTh TOJBKO IOCNE TOro Kak Bbl monmumiere ero
1M (POBOM ANEKTPOHHOM MOAMKUCHIO U OTIPABUTE B Y JOCTOBEPSIOLIUH IIEHTP.
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e Craryc «Ceprudukar MNpUOCTAHOBIECH» MeHseTcs Ha craryc «Ceprudukar
Beigan» (Puc.6.37).

Bawm ceprwpuKaTbi: - - - i
Cratyc ‘ Ha kapTte ‘ WA 3anpoca v | Komy BblaaH
A7 CepTudmkaT BolaaH E} 1841 WsaHos WBaH MBaHoBUY
i /7 CeptudmkaT BolaaH B 1828 MsaHos VisaH MsaHosmy
['epl 3anpoc 1820 WsaHos WsaH Msarosmy
Puc. 6.37

6.8. AHHynMpOBaHME ACWCTBUS cepTH(HKaTa

JleiictBue cepTudUKata OTKPBITOTO KIOYa DICKTPOHHOW MOJIMUCH IOJHOCTBIO
NPUOCTAHABIMBACTCS M BO3OOHOBJICHHIO HE HOMICKUT. [l  HCHONB30BaHHS
cepTUdHKaTa OTKPBHITOTO KITF0Ya AIIEKTPOHHOU MOAMUCH HEOOXOAUMO BBIITYCTHUTh HOBBIN
ceprudukar (cMm. 1m.6.3 «Coznanue 3amnpoca Ha CepTHPUKAT).

AHHy.]'II/IpOBaHI/Ie CepTI/I(l)I/IKaTa PEKOMCHAYCTCA IMPHU KOMIIPOMETAIHUH 3aKPBITOI'O KJIKOYa.

Jliia annynupoBaHus ceptudukara:

e BriGepute unTepecyrommii Bac cepruduxar u3 crnucka «Bamm cepTudUKATBD.
VYo6enurecy B ToM, uTo B KoJloHKe «Ha kapTe» oToOpaxkaeTcss mUKTOrpaMma (CM.

Puc.6.38).
Bawm cepruwduKkaTbi: i
Cratyc Ha kapTte ‘ Ui zan.. » KoMy BblaaH
‘ ,_;‘:-'5‘ CepTuduKaT BblaaH H 1828 WBsaHoe ViBaH MBaHoBMY
[l 3anpoc 1820 WBaHos WBaH MBaHOBMY

Puc. 6.38

Brumanue! Bo3moimcHOCMb GHHYIUPOBAHUS CEPMUPUKAMA OOCMYNHA MOJbKO 0I5
cepmupuramos, 3anuUcanHblx Ha MmokeH. [lns cepmughuxkamos, He 3anucaHublx Ha
moxken, bydem evidano coomeememayioujee yeedomierue (Puc.6.39).

IDC: ¥npaenexune knrovamm X

CepTdMKAT He 3aNuUcaH Ha CMapPT-KapTy(TOKeH).
MpPWUOCTaHOBKa/0T3kIE AAHHOM0 CepTUHUKATA HEBO3IMOXKHA,

Puc. 6.39

cm. n.6.5 «3anuce cepmughuxama na Knoyegol Hocumensy.
48





e Haxwmure kHONKY MeHIO «OT03BaTh/IprocTaHOBUTH cepTudukar» (Puc.6.40).

OT03B8aTh/NPUOCTAHOBUTD
cepTUduKaT

Puc. 6.40
e Ortkpoercs popma «OTO3BATh/IPHOCTAHOBUTD cepTuukaTy (cM. Puc. 6.41).

BriOepute mpuunHy OT3bIBa ceprudukata W3 BbIMagaromero crucka «[Ipumunna
OT3BIBA/TIPUOCTAHOBKH.

Beibop mpuumssl «lIpuocraHoBka aeHCTBHS cepTU(dUKATa» MPHUBOAUT K
IPUOCTAHOBKE JAEHCTBUSA CepTH(HUKATa C BO3MOXKHOCTBIO IOCIEHYIOIIETO
BO300HOBIICHHs JericTBHs cepTudukarta (cMm. 1m.6.6 «[IprocraHOBICHUE NEHCTBUS
ceptudukaTa).

& OT03BaTh/NPUOCTEHOBUTE CEPTUOMKAT = 23

Ana Toro, 4Tobbl 0TO3BaTH/MPUOCTEHOBUTE CEPTUAUKAT, BBEANTE ASHHLIE CEpTUDUKATS
W HEXKMUTE KHOMKY "OT03BaTb CEpTUDMKAT ™

CepuiHbIi HoMep: | 400000072435EC066F 756A5568D000000000724

MPUYMHE OT36IBa/NPUOCT SHOBKM: v
| KOMNpOMETaLAR KNKOYa
MPUOCTEHOBKS Ha: 3ameHa cepTudmkaTa
3aBeplueHne QyHKLOHMPOBaHUA

2 MPUOCTaHOBKAa AEMCTBMA cepTUdMKETA
KomMMeHTapui: e o o '

@ OT03BaTh x OTMeHa

Puc. 6.41

[Tore «KommenTapuit» He 00s3aTEIBPHO K 3aMOJIHEHUIO. BBl MOXKETE€ OCTaBUTH €T0
MyCTBIM WJIM, €CITU HEOOXOJUMO, 100aBUTH JOMOIHUTEIBHYIO WH(OpPMAIIHIO,
CBSI3aHHYIO C aHHYJIMPOBAHHUEM JICUCTBUS CepTU(UKATA.

Haxxmute kHOIKY «OTO3BaTHY.
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e Haxmure KHOIIKY «I[a», tITO6I>I MNOATBCPAUTL AHHYJIHWPOBAHHUC CCpTHq)HKaTa
(Puic.6.42).

IDC: ¥npaeneHue knrovamm

BHUMAHWE: Mpoueaypy 0T3biEa cepTUdUKATE HENB3A
06paTuTh!

Mocne oT3biBa CEPTUHUKAT NEPECTaHeT BuITh
AENCTEMTENBHEIM,

Puc. 6.42

50





e Uudopmarmonnas cucreMa Y TOCTOBEPSIONIETO IIEHTpa GOPMHUPYET U OTOOpakaeT
Ha DKpaHe OTACIbHYIO (OpMY C 3asiBICHHEM Ha aHHYJIHUPOBAHHUE CEepTH(HKATa
OTKPBITOI'O KJIFO4Ya BHCKTPOHHOﬁ nmoArnucu, mnoANMCaHHbIM YIIOJIHOMOYCHHBIM

JUIOM  YJIOCTOBEPSIOIIETO  IEHTPa JJICKTPOHHOW U(GPOBOH  TOIMHUCKHIO.
(Puc.6.43).

YAOCTOBEPAIOLMIA
@)

3ansneHne

Ha aHHYMpoBaHue cepTndmkaTa
OTKPBITOrO K/IH0Ya 3/1IeKTPOHHOMN NMOANUCH

A, Ueanoe Uean UeanoBuY,
Macnopr cepun I-NP N2987654321, swnax 21.04,2006
NPOLLYY SHHYIMPOBaTh CEpTMGMKAT OTKPEITOrD K043 3NeKTPoHHOH noanwcyn (aanee - «CepTwdukars),
sxigakHslit YaocTorepaiowmnm ueHTpos C3A0 «MHTepasecTpromM®,

Aaxubie Ceprudmkara:
WasHTiduxaTop oTxpemore kmioya: COS40E0SS6576AEECF155183A7818A19E59E7D49

MpuuaTO:

YaocTosepaouut uexTp C3A0 «HuTeparecTpom®
Agpec: MD-3300. r. Tupacnone, yn. Boccranna, 41
Odbuc: MD-3300. r. Tupacnons, yn. K. Mapxca, 145
&/x 0200030581

& 3A0 =Arponpombarks, r. Tupacnons

P/cy, 2212160000000024

KYE 16 k/c 20210000087

Saneutens (snaneney ceprudmkara): YNONHOMOYEHHOE NHLO:

LOKYMENT NOANKUCAN YCUNEMMOA
KBANNGHMPOBANNOH INEKTPOMHOR
NO/NKCHIO

Dagzazar Vaocisacpeomas (s

Oprazszugme CIAD SisropruecTrosus

Saa lAgiInCIaeITa

Caprugaaar

ES[E] mpsyiezidemds
Ten. +37353338124
E RO 2401.202508:17:44

y = 1]
MoanucaTb AOKYMEHT @ OTnipasuTh B YAOCTOBEDFOWIMA LEHTR B CoxpaHnTo, .. 3aKpbITb

Puc.6.43
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bnank 3asBieHus Ha AaHHYJIHpPOBaHHE CepTH(PHUKATA OTKPHITOro KiIKOYa
AJIEKTPOHHOM MOJINUCU TipeacTaBieH B npuioxkeHun Ne3r, Ne3n k Pernamenty

Y 10CTOBEPSIIOLIETO LICHTPA.

Haxxmure KHOIIKY ((HO,I[HPIC&TB JOKYMEHT».

OTKpoeTcss OKHO CO CIIHMCKOM CEpPTH(UKATOB, MOCTYNHBIX JUIS TIOITHUCAHHS
3asiBiieHUs. BeiOepute cepTUdUKAT U3 CHUCKA, €CIIM UX HECKOIBbKO, U HAKMHUTE
kHonky «Ok». Ecian y Bac ecTb TOJNBKO OJIMH JOCTYIHBIM CepTH(HUKAT, MPOCTO

HakMuTE KHONIKY «OK». (Prc.6.44).

besonachocte Windows

IDC: ¥npasneHue kntouamu

Bbibepute ceptudumkar
WeaHoe Meax VMeaHoeuu
Wzpatens: IDC Issuer CA

lNpocmoTpers CBOUCTEa CepTudU

OK

JevicteuteneH ¢ 25.12.2024 no 25.12.2025

OtmeHa

Puc.6.44

Otkpoercs popma «Cmapt-kapta» (Puc.6.45). Beenute [ITMH-xon Bamero Tokena
U HaXMHUTE KHOMKY «OK» 4YTOOBI pa3peliuTh MpOrpaMMe BHITIOJHUTH 3alpoc B
TOKEH Ha BBHITIOJHEHHE Olepalvy MOJNHCaHus 3asBIeHHs Bareil anekTpoHHOM

1M (ppoBOI MOAMUCHIO.

BesonacHocts Windows
Cmaprt-KapTa

Beegute MNWH-xoa undpoeoi nognmcu.

. HMHEKOA

LieakHuTe 2aeck AnA noayyeHun
AONONHUTENEHbBIX CBEACHUIA

OK

OtmeHa

Puc.6.45
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B obnactu «3asButens (Bhamenern; cepTudukara)» Ha 3agBICHHH OyneT
NPOCTaBJCH INTaMIl C JAHHBIMU Balled >JEKTPOHHON IuQpoBoi moamucu. B
HIDKHEH 4actu (opmbl, cripaBa oT kHONKU «lloamucars MOKYMEHT», MOSBUTCS
Haanmuck: «Jlokyment nmoanucan» (Puc.6.46).

3asasuTtenb (Bnapeney ceptudmkara):

‘ OOKYMEHT NOANUCAH YCUNEHHOW
@ KBANUOULNPOBAHHOW 3IEKTPOHHOM
noanncCbIO

TToamucan: Heanor Hean FeaHoBHY

Jata: 25.12.2024 16:45:26

Ceptudukat: 400000072435EC066F 756A95BD000000000724

x I0ANMCSTE AOKYMEHT ﬂOKYMeHT noanucaH. @ OTnpasuTb B YAOCTOBEPAIOWMIA LEHTD

Puc. 6.46
Haxxmute xHOMKY «OTHPaBUTH B YIOCTOBEPSIONINI IIEHTP», YTOOBI OTIIPABHUTH
HOANNCAHHOE 3asBI€HHE B WHGPOPMAIMOHHYIO CHCTEMY Y JIOCTOBEPSIOIIETO

LCHTpA.

Haxxmure kHOTIKY «OK» 4TOOBI 3aKpBITh OKHO ¢ coobieHuneM (Puc.6.47).

IDC: ¥npaeneHue knroYamm X

0 CepTUdUMKAT YCNEWHO 0TO3EaH,

Puc. 6.47

UroObl cOXpaHUTh KOMHIO 3asBIeHHMS Ha BamieM ycTpoiicTBe s AajabHeHIIero
UCIOJIb30BaHUs (HampuMmep, s MedaTH), HaKMUTe KHONKY «COXpaHHUTh...»,
KOTOpasi HaXOIUTCsl B HIDKHEW yactu (opmbl ¢ nokymentoM (Puc.83). 3asBienue
MOYKHO COXPaHUTh TOJBKO TIOCIE€ TOro kak Bl mogmumere ero uudpoBoit
3JIEKTPOHHOW MOAUCHIO U OTIPABUTE B Y JOCTOBEPSIOIINN LIEHTP.
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e Craryc «Cepru¢ukar BbiaH» MeHsercss Ha craryc «CepTH(HUKAT OTO3BaH»

(Puc.6.48).
Bawm ceprmpukarbi: i ~
Cratyc | Hakapte < ‘ WA 3anpoca } KoMy BblaaH
J;'" CepTudmkaT BblaaH H 1841 WsaHos WBaH ViBaHoBMY
{4 % CepTudmkaT oTo38aH = 1828 MBsaHos WBaH MsaHoBMY
Cegl 3anpoc 1820 MsaHos WsaH MeaHosmy
Puc. 6.48

6.9. IIpocmoTp neTanbHON MHPOPMAIUH O cepTH(HKATE.

[IporpaMMa TO3BOJNIIET MPOCMATPUBATH JIETANBbHYIO HH(pOpPMAIUI0 O cepTudukare
HE3aBHCHUMO OT €r0 CTaTyca U HE3aBUCUMO OT TOTO, 3aIIUCaH JIU OH Ha TOKEH.

JleranbHas HHPOpPMALUS O CepTH(HUKATE BKIIOYAET:

Wwms Branensia cepTudukarta

JlaThl HaYaIa ¥ OKOHYAHUS JCHCTBHS cepTH(HUKaTa
Wznatens cepruduxata

Kiroun mmdpoBanus

Jpyrue TeXHU4ECKUE NaHHbIE

agrwdE

B Pernamente VY10CTOBEpSIONIEro IIEHTpa MPUBOJUTCS CHUCOK 0a30BBIX MOJEH
cepruduKara OTKPHITOTO Kito4a 3JeKTpoHHOW monanucu. B Ilpunoxkenun Nel m.7 u
[Tpunoxxenuu Ne2 Brl HaiiieTe Bce HEOOXOAUMBIE IETANH U OMMCAHUE Ka)XXI0TO MOJIS.

Jlnist mpocMoTpa JieTainbHON MHpOpMaluu o cepTudukare:

e B cnucke ceprudukaroB «Bamm ceprudukaTe» BeIOEpUTE HYXKHBIA cepTU(UKAT
(cm. Puc.6.49).

Bawm cepTudmKaTbi: i

Cratyc | Hakapte MUazan... » ‘ KoMy BblaaH
J9 Ceprudwmat BoinaH | =] 1828 WBaHoB MBaH WBaHoBMY
[zl 3anpoc 1820 WsaHos WBaH VBaHoBMY

Puc.6.49
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JIBaXXIIbI KJIMKHUTE JICBOW KHOIMKON MBIIIW IO 3allCH BBIOPAHHOTO cepTh(UKaTa
1160 HaXxxMuTe KHOMKY MeHIo «I[TocmoTpets cepTudukat» (Puc.6.50).

©

MocMoTpeTh

cepTidmKaT

Puc.6.50

Ha skpan Oyzer BbIBe1eHO MH(POPMALMOHHOE OKHO € JleTalbHOU MH(popMaIuei o

ceprudukare (Puc.6.51).

/@ IDC: ¥npaeneHue kntoyamm v.1.0.0,28

"% =

© G =

CosaaTe sanpoc 0f & Ceptuduxar
Ha cepTudmkaT  d

NMogknioyenubie ¢

Obwue CoCTaB MyTb cepTUdMKaELIM

Jlor:
30.01.2025 08:21:13

CBOICTBA. ..

MNokasaTb: | <Bce>
FS USB Token 0 ‘ =
Bamm cepTuduKaTi Mone 3Ha4eHue
Cratyc X3L-2NropyUTM NOANMCH sha256
ﬁ) CepTudMKaT Bbij MspaTens IDC Issuer CA, IT Department...
&% CepTudmar otd OeicTeuTeneH c 22 sHBaps 2025, 16:35:17
LeicTenTeneH no 22 aHBapa 2026, 16:35:17
@ 3anpoc yobekT testovich@ca.idc.md, WBaHos ...
[l 3anpoc [l ovkpbrTeN KnioY RSA (2048 Bits)
[Q 3anpoc MapamMeTpbl 0TKPbITOro KN... 0500
@ 3anpoc E]Mneu'rmfhawa'rnn W AKUA 7 21N1AGAGNASA477QAQQ3R 7715
[B 3anpoc E = testovich@ca.idc.md
@ 3an CN = WsaHos ViBaH MBaHoB1Y
OGS L = Tupacnons
@ 3ar|poc C =MD
ﬁ CepTudukaT Bbi)
@ 3anpoc

KonupogaTk B dain... ]

[ oc ]

b/NpUOCTaHOBUTL
DTUOUKAT

IHEI HOMED
ISCD 148629AF ...
#35ECO66F756...

23EB58C72573...

——

Y |MTb CEPUIMHBIA F

©UO: MsaHos VisaH MeaHosny | floruH: 911834 (testovich@ca.idc.md) | Bpemsa oxoHuaHws cecom: 30.01,2025 20:17::

Puc.6.51
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7. TokeHn
TokeH s 3JIEKTPOHHOM MOAMMCU - 3TO KJIKOYEBOW HOCUTEINb JUISl TEHEPALMU KIFOYeH
3JICKTPOHHOM IMOIUCH U 3alUCH CepTU(UKATA OTKPHITOTO KJII0UYa JICKTPOHHOMN TOJIIUCH.

st pabotel ¢ nporpammoit «IDC Yrpapnenue kitodaMu» B Ka4eCTBE KIIFOUEBOTO HOCHTEIIS
TpebyeTcst ucnob3oBarh TokeH «Feitian ePass2003» (Puc.7.1).

,/"\
“ePass2003 ’

Puc.7.1

TokeH 06agaeT BRICOKUM YPOBHEM 0€30M1aCHOCTH M COOTBETCTBYET ctangaptam «FIPS 140-
2 level 3», a Taxoxke «Common Criteria EAL 5+».

CDOpMI/IpOBaHI/Ie 3J'ICKTpOHHOI71 MMOANUCH ITPOU3BOAUTHCA BHYTPU HOCUTCIIA.

«PyxoBojicTBO mosib3oBarens TokeH ePass2003». COAEpKUT MOAPOOHBIE HHCTPYKIIHH IO
YCTaHOBKE, HACTPOMKE U UCIIOJIb30BAHUIO TOKEHA.

7.1. ABTopu3zanus onepanui

[Iporpamma «IDC Vnpapnenue kirouamu» TpeOyeT AOCTYN K (QYHKIUSAM M XPaHWINILY
TOKEHa /I TeHepaluu KIIOYeBOW Maphl, BBIIYCKAa CEPTU(PHUKATOB U IOJIIUCAHUS
3asIBJICHUIN 3JIEKTPOHHOM MOAMMCHIO. DTOT JOCTYIl MOXKET OBITh MPEIOCTABIIEH TOJIBKO C
cornacus Biajenblia TokeHa. Kaxnplil pas, Korza mporpaMma 3ampaliiBaeT JOCTYH K
TOKEHY, BJIQJIeNbIly TOKeHa Oyaer mpemsioxkeHo BBecTu [IMH-kon nns moarBepkiaeHus
coero cornacus (Puc. 7.2).

BesonacHocts Windows X
Cmaprt-kapTa
Beeaute NWH-koa uudporoi noanmcu.

NMNH-koa

P ptere
leNKHUTE

34ECh ANA MOAYYE

AONOAHUTENBHbIX CBEASHUA

OK OtmeHa

Puc.7.2
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Jliia mosyueHust moagpoOHON MHGOPMAIUU O TOM, KaK U B KaKHUX CIy4asX HCIOJIb3YyeTCs

paspeiieHne Ha JOCTYN K (YHKIMSAM TOKeHa, Bam ciemyeT oOpaTHTbCs K IyHKTaM
PYKOBOJICTBA!

e 6.3 «Co3nanue 3amnpoca Ha cepTUUKAT.

e 6.5 «3anuchk ceprudukara Ha KIFOYCBOH HOCHTEIbY.
e 6.6 «IIpuocraHoBieHHE NEHCTBUS cCepTUDUKATAY.

e 6.7 «Bo3o0OHOBIIEHUE NEHCTBUS CepTUDUKATAY.

e 6.8 «AHHYIMpOBaHHE JCHCTBUS CEPTHPHUKATAY.

o 7.3 «YnaneHue KIOYeH u CepTHPUKATOBY.

7.2. Cmena [TMH-xona

Hnsa cmensl [IIMH-ko1a TokeHA:

e BriGepure TOKEH U3 BhIMAaONIero crnucka «llogkITOYeHHBIE CMapT-KapTh»

(Puc.7.3).
NMogxknoyeHHble cMapT-KaprTel: [®J1] Msanos MW
FS USB Token 0 [+] &
FS USB Token 0
FT ePass2003Auto 0 L
| CraTyc | Haka.. [ WU... + | KoMy BblaaH
‘ A~ Ceptudmka... 1828 WeaHos ViBaH MBaHoBMY
(g 3anpoc 1820 WeaHos MBaH MBaHoBMY
Puc.7.3

e Haxwmure kHonky «Cmenuts PIN-kox kaptei» (Puc.7.4).

MepeuuTaTh CMAPT-KapTy Mony4YnTh CEPMItHLIN HOMEP KapTbi CmeruTb PIN-KoA KapThbl

Puc.7.4
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e Ortkpoercs okHO «Cmena PIN-koma Tokenay (Puc.7.5).

Cmena PIN-koaa TokeHa &3
Crapoiit PIN: :oooooooo
Hoebiit PIN: ;oooooooo
MosTop PIN: tooooooool

PIN-koa MOXeT coaepxath oT 8 go 255 cuMsonos
(BrAKOUMTENBHO).

PexoMeHAYEeTCa UCnonb30BaTth ANvHHbIe PIN-Koabl,
COCTOALME U3 CTPOYHBIX M NPONMCHBIX ByKB, WAdp 1
cneumanbHbiX CMMBONOB.

OK OTtMeHa

Puc.7.5

1. Bsenurte aeiictBytonuii [IMH-kox Tokena B nmone «Crapsorit PIN».
2. Bsenure oot [IMH-kox Tokena B mose «Hosbrit PIN».

Hanexusiii IIMH-xon noibKeH cOCTOSATHL HE MEHeEe YeM M3 8 CHMBOJIOB U
coJlepkaTh KOMOWHAIMIO 3arjaBHbIX M CTPOYHBIX OykB, wudp u
creluaibHbIX cMMBOJIOB. He ncnonp3yiiTe pacnpocTpaHeHHbIE (pa3bl WK
JUYHYI0 HTHPOPMAIUIO B TAPOJISIX.

3. Bsemwute emnie pa3 HoBsiid [IMH-kox Tokena B osne «[ToBTop PIN».

4. Haxwmute kHOTIKY «OK).

Ecmu nevictByrommii  IIMH-kox BBEneH HEKOPPEKTHO, IIporpamma BBIAACT
cooOmienue 06 ommbke (Puc.7.6).

IDC: ¥npaeneHue knrovamm X

| BeeaeH HeBepHEIN Tekywmii PIN,

Puc.7.6
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Ecnu BBenennble [IMH-konet B monsa «Howeid PIN» u «lloBtop PIN» He
COBIIAJAI0T, Oy/IET BhIAAHO cooOIeHue 00 omudke (Puc.7.7).

IDC: ¥npaeneHue knroyamm X

| Hoekiit PIN 1 ero NnoETOp HE COBN3A3I0T.

Puc.7.7

e B cnyuae ycrnemHoro 3aBepiieHust omnepauuu no cmeHe [IMH-kxona Tokena, B
obnactu oToOpaxkeHHUs TexHu4eckor nHpopmarun «Jlor» nossurcs 3anuch «PIN
TOKEHA YCIEIIHO U3MEHEH».

7.3. YpaneHue Kiro4el U cepTu(UKaToB

TokeH nMeeT OrpaHUYEeHHBIH 00bEeM MaMATH, KOTOPbIM MO3BOJSET XPaHUTh HECKOJIBKO
KOHTEHHEPOB C KJIIOUEBBIMU MapaMu U cepTU(PUKATaAMU OJJHOBPEMEHHO.

YI[aJ'IeHI/Ie HCHUCIIOJIB3YCMBIX KII0YeH M CBSI3aHHBIX C HUMU CepTI/I(bI/IKaTOB IIO3BOJISACT
OCBO60,Z[I/ITB naMsAThb TOKCHA.

[Ipu ynanenun xonuu ceptuukara ¢ TOKEHa, aCCOLMMPOBAHHAs C HUM KJIIO4YeBas mapa
(3aKpbITBII M OTKPBITBIA KIIIOY) Takxke yaanserca. OpHako komus cepTudukara,
XpaHSAIIAsACT B peecTpe CepTUPHUKATOB Y TOCTOBEPSIOLIETO [IEHTPa, OCTAeTCs AOCTYIHOM
JUIL TIPOCMOTpa M 3allUCH Ha 11000 HocuTenb, KpoMe TokeHa (cMm.m./.4 «IIpocmotp
JeTabHON HH(OpMaLIUK O cepTUPHUKATEY).

Y naneHuro noajiexar CepTI/I(I)I/IKaTBI CO CTaTyCOM:

1. «CepTudurar BbIIaH» C BBIIICIIIAM CPOKOM JICHCTBHS.
2. «CeprudukaT 0TO3BaH».

Jlnia ynanenus cepTudukara:

L4 BBI6CpI/ITC TOKEH M3 BbImajaromero cmnucka «llogkimodyeHHbIS CMapT-KapTbI»

(Puc.7.8).
NMogxknouyeHHble cMapT-KaprTbl: [®©J1] Msanos MW,
FS USB Token 0 I+ &
FS USB Token 0
FT ePass2003Auto O L
‘ CraTyc |Haka... | N... + | KoMy BblaaH
A~ Ceptudwmka... 1828 WeaHos ViBaH MBaHoBMY
(el 3anpoc 1820 WsaHos VsaH MBaHoBMY
Puc.7.8
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e BriGepure untepecytomuii Bac ceprudukar u3 cnucka «Bamm cepTHGHUKATH.

Yo6eaurtech B TOM, 4TO B KoloHKe «Ha kapre» oToOpaxkaeTcs muKTorpamma (CM.
Puc.7.9).

/@ IDC: Ynpasnernue kmovamm v.1.0.0.28

© & H i

Co3aaTtb 3anpoc OBHOBWUTL 3SanucaTh cepTudukaT YaanuTb cepTudmkaT [ocMoTpeTb
Ha cepTUhMKaT CNUCOK Ha8 CMapT-KapTy M3 CMapPT-KapThbl cepTudmkaT

Mou cepTudMKaTHI

Mogkniouerkble cMapT-KapTbi: [®J1] Msanos MU,

!FS USB Token 0 l hd ] & MepeunTaTh CMapT-KapTy
Baum ceprwdukaTbi:
CraTtyc I Ha kapte l WA 3anpoca v l Komy BblaaH
3/' CepTudUKaT BblaaH B 1841 WeaHos MBaH MiBaHoBMY
&% CepTudMKaT 0TO3BaH = 1828 WBaHoe MBaH MBaHoBuY
[@ 3anpoc 1820 WsaHoB ViBaH MsaHoBIMY

Puc.7.9

Bruumanue! Bozmooicnocms yoanenus cepmugpuxama 00CmynHa moivko 0Jis
cepmupuramos, 3anUCAHHbIX HA MOKEH.

cm. n.6.5 «3anuce cepmughuxama na Knroyegotl Hocumensy.

e Haxmure KHOIIKY MEHIO «Y IanuTh cepTudukar u3z cMapt-kapts» (Puc.7.10).

63

YaanuTe cepTUOMKaT
W3 CMapT-KapTbl

Puc.7.10

e Haxmure kHOTIKY «/J{a», 4T00BI MOATBEPAUTH yaajdeHue ceptudukara (Puc.7.11).

IDC: ¥npaeneHue knoyamm

0 YaanuTe BEIBPEHHLIN CEPTUHUKAT U3 CMAPT-KapThl?

Puc.7.11
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e Ortkpoercs popma «Cmapt-kapta» (Puc.7.12). Beenute [IMH-xon Bamiero Tokena
U HOKXMHTE KHONKY «OK» YTOOBI pa3pelIuTh MPOrpaMMe BBINOJHHUTH 3alpoc B
TOKEH Ha BBIIIOJHEHHE ONEepaliy yAaIeHUs cepTU(HKaTa.

BezonacHocTs Windows X
Cmaprt-KapTa

Beegute MNWH-xoa undpoeoi nognucu.

NMH-koa

SNKHU 3, o3 5 AYyHEHV
LleakHuTe 3aeck AnA No AyYEHWUA
AONONHUTENLHbBIX CBEASHUIA

OK OtmeHa

Puc.7.12

e Haxwmure kHOMKY «OK» 4TOOBI 3aKPHITh OKHO ¢ coobmienuem (Puc.7.13).

IDC: ¥npaeneHue knouamm X

0 CepTUdUKAT YCNEWHO YAaNneH U3 CMapT-KapTel.

Puc.7.13

ITocne ycnemHoro BBIIOIHEHUS MPOLENYPHI IO YAAIEHHIO CEPTU(PHKATA, B CIIUCKE
ceptudukatoB «Bamm ceprupukatel» B KoinoHke «Ha kapre» He Oyner

0TOOpakaThCsl MUKTOTpaMMa, KOTOpas YKa3bIBaeT HAa Haluuyue ceprudukara Ha
tokene (Puc.7.14).

‘Bawm ceprudmkarbi: 7 - i

[ Cratyc l Ha kapTte \' A 3anpoca v ,’ KoMy BblaaH

[ P Cepruw;+;|naﬂi. 7[8? NN 7718;1. MBaHoB MBéH MBaHoBMY

| ¢ ¥ CepTuduxaT 0TO38aH 1828 VBaHos WsaH MsaHoBMY

\ [dj 3anpoc 1820 WsaHos MBaH MBaHoBUY
Puc.7.14
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